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Preface

In the last few years, the way we work has changed and has evolved to the point that we now
have the opportunity to access personal data not just when we are at our personal office desk.
Thanks to new technologies such as smart phones and tablets, more and more users are now
able to have the feeling of being able to work everywhere and anywhere. However, despite the
advances, this feeling is not always supported by the real ability to operate this way.

In the current post-PC age, we need to change the approach.

Citrix is a market leader for end-user virtualization. In the range of products offered to IT
customers, we are now able to implement a powerful solution such as XenDesktop 5.6, which
allows users to have the published desktops and/or applications on platforms that can be
Windows aware (for example, Android or Apple iOS), without losing agility and the rich user
experience of the original.

With this book we'll cover the main implementation aspects, advanced features, and all the
activities required to tune the infrastructure and enrich the final user impact.

At the end of this book, we're going to explain XenDesktop PowerShell, with real-case
practical implementation; by this, any virtualization engineer will improve and consolidate
his knowledge of XenDesktop.

What this book covers

Chapter 1, XenDesktop Installation and Configuration, presents the prerequisites to install
the platform, the differences between the two most important architectures, operations to
perform during the installation phase, and the first configuration step for each component.

Chapter 2, Deploying Virtual Machines for XenDesktop, shows the way to interface
XenDesktop with hypervisor hosts for farm and VM base image creation. This part will also
include the second configuration phase for the XenDesktop components.

Chapter 3, Master Image Configuration and Tuning, is focused on configuration and
optimization operations realized on the base desktop image for future deployments.
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Chapter 4, User Experience - Planning and Configuring, helps the customers to implement all
basic and advanced features of user experience (ICA and HDX).

Chapter 5, Configuring Additional Architectural Components, performs implementation and
optimization activities for infrastructural satellite components such as Citrix Merchandising
Server or the Citrix Branch Repeater virtual appliance.

Chapter 6, Creating and Configuring a Desktop Environment, explains administrative tasks for
the desktop environment such as catalog creation, power management, resource allocation.

Chapter 7, Deploying Applications, shows the way to assign and publish applications only to
specified users; we'll also explain interfacing with XenApp 6.5 and Microsoft App-V.

Chapter 8, XenDesktop Tuning and Security, performs optimization activities to enrich
quality level for VDI. In this chapter, we'll also learn how to secure the XenDesktop system
components.

Chapter 9, Working with XenDesktop PowerShell, will be an advanced guide to the
XenDesktop PowerShell modules; with these, we'll realize high-level configurations by
command line.

Chapter 10, Configuring the XenDesktop Advanced Logon, explains the operations to
implement the secure and strong authentication for the Citrix XenDesktop architectures.

At the end of every chapter there will be a laboratory, a set of practical exercises used to
test the comprehension of the chapter by the readers. Every laboratory will be a link to the
exercises written in its next chapter, in order to implement a full functioning environment,
without constraining the users in a predefined configuration, giving the ability to operate with
a little bit more of a freedom regarding the operations to perform.

What you need for this book

The prerequisites required to install the components are as follows:
» At least Windows 2008 with Service Pack 2 (32 or 64 bit); preferably Windows Server
2008 R2 (only 64 bit)
» Microsoft .NET Framework 3.5 SP1

» For Web Interface, IIS (7.0 for W2K8 SP2, 7.5 for W2K8 R2) web server and
ASP.NET 2.0

» Visual J# 2.0 SE
» Visual C++ 2008 Service Pack 1
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» 100 MB of disk space for each of these components - Web Interface, Controller,
and SDK

» 50 MB of disk space for each of these components - Desktop Studio and
Desktop Director

» 40 MB for licensing

Who this book is for

This book is for system engineers who have just had an approach with previous Citrix
XenDesktop releases. Some parts cover normal administration tasks, but the most of the
book implements advanced features and techniques that require working knowledge about
systems, servers, and desktop virtualization.

Because of its step-by-step method, users who approach virtualization for the first time can
use this book as a practical integration of parallel theoretical studies.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "Once all the configurations are complete, under the
temporary folder where we copied the JAR file, we will have a .war file and a . xm1 file."

Any command-line input or output is written as follows:

Set-ConfigDBConnection -DBConnection $null
Set-AcctDBConnection -DBConnection $null
Set-HypDBConnection -DBConnection $null

Set-BrokerDBConnection -DBConnection $null

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "Click on the Content... button
first, then click on Add, and select your language."

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com, and
mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in the
SUGGEST A TITLE form on www . packtpub. com or e-mail suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www . packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you find a mistake in one of our books—maybe a mistake in the text or the code—we would be
grateful if you would report this to us. By doing so, you can save other readers from frustration
and help us improve subsequent versions of this book. If you find any errata, please report them
by visiting http: //www.packtpub.com/support, selecting your book, clicking on the errata
submission form link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded on our website, or added to any

list of existing errata, under the Errata section of that title. Any existing errata can be viewed by
selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub . com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

—a1
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XenDesktop Installation
and Configuration

In this chapter we will cover:

» Preparing the SQL Server database

» Installing and configuring the license server
» Installing XenDesktop components

» Installing and configuring Web Interface

» Installing and configuring Provisioning Services

Introduction

XenDesktop 5.6 is the latest version of the Citrix end user virtualization platform. System
engineers can choose between two architectural implementations - Machine Creation
Services (MCS), which consist of hosted desktops and applications published to users based
on given accessibility permissions, and Provisioning Services (PVS), which consist of a single
desktop or a pool of them, booted over a network and streamed on demand to end users.

In both cases, information is stored in a Citrix database repository, based on Microsoft SQL
Server (Standard or Express edition); it's used and populated with data coming from the main
architectural components (Desktop Controller, Desktop Studio, Provisioning Services server).
Configured resources, such as virtual desktops, can be accessed by end users through a web
portal called Web Interface.

The MCS and PVS architectures can be combined together, and used within the same
company for different desktop distribution areas; this is the implementation of the Citrix
FlexCast technique.
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1
‘Q For a number of delivered virtual desktops equal to or greater than 500,

you should always consider using the PVS architecture.

The main goal of this chapter is for you to understand the differences between the two main
kinds of architectures, MCS and PVS. Once you've understood this, you'll be able to better
comprehend what and how to implement a consistent and coherent XenDesktop installation.

Starting from the database server and licensing configuration, we'll walk through the
XenDesktop components, Web Interface, and the complex configuration of the PVS architecture.

The first implementable architecture type is MCS; its most important part is based on hosted
virtual desktops.

How can we determine whether MCS is the better solution for us? We've got a set of main
parameters to decide, as follows:

» MCS is the right solution if we only want to deploy the VDI infrastructure

» We should choose MCS when the number of deployed desktops is under 2,500

» MCS is preferable when we don't only want standardized machines, but we also want
to give users the ability to install and customize their desktops

» It should be better to use MCS when we need to frequently upgrade base
images; despite the complexity of the operations required with the use of the PVS
architecture, this is a quite simple process for the machine creation platforms

» Consider implementing this architecture when you have a shared storage, such as
Network File System (NFS) or Storage Area Network (SAN); especially in the second
case, it's preferable to have the MCS architecture, thanks to its large IOPS capacity

To implement a pure MCS architecture, you need the following components:

» Desktop Director
» Desktop Controller
» Web Interface

» License server

The second kind of XenDesktop infrastructure is PVS, a Citrix implementation fully based on
desktop streaming technology.

PVS is the right choice for the following cases:

» When we need to provide users with not only hosted desktops, but especially with
streamed workstations.

» When we have more than one site with a number of desktops per location higher
than 2,500.



http:///

Chapter 1

When we don't have a shared storage, or when we're in the situation of a low
performance data area. In this case, we'll take advantage of PVS memory
caching activity.

When we have a lot of users logging on or logging off simultaneously; this is known
as a boot storm phenomenon. Choosing PVS, we could avoid this problem by passing
storage constraints.

To implement PVS instead of MCS, you must configure the following components in
your architecture:

>

>

>

Desktop Director
Desktop Controller
Web Interface
License server

Citrix Provisioning Services

You should consider combining MCS and PVS together, especially in
M cases where your architecture has the right balance of RAM quantity
Q and storage performance. This is what Citrix calls the FlexCast approach
- a way to combine different architectures to satisfy all the requirements
for a set of different end users' topologies.

Preparing the SQL Server database

XenDesktop 5.6 needs a repository to store all information about clients, users,
permissions, and so on. The supported DBMS is Microsoft SQL Server. Depending

on the specific application's requirements, we're able to choose between an integrated
version of it, or a separate database installation, as discussed later in this chapter.

Getting ready

Citrix XenDesktop 5.6 supports the following versions of Microsoft SQL Server:

>

>

>

SQL Server 2008 Express Service Pack 1 (32 or 64 bit)
SQL Server 2008 Service Pack 2 or 3 (32 or 64 bit)
SQL Server 2008 R2 Express (64 bit only)

SQL Server 2008 R2 (64 bit only)

[vww allitebooks.cond
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How can we choose the correct database version? It depends on what level of performance
and availability is needed. For standalone installations (integrated with the XenDesktop
Controller server) within a small environment, the Express edition should be the right choice.
In the presence of a huge number of clients and users, if you want to create a clustered
database instance, you should implement the non-Express version of SQL Server.

If we have decided to implement an integrated version of the database, we only need to flag
the Install SQL Server Express option when installing XenDesktop; all the components and
the configuration parameters will automatically be created and configured.

For a separate database installation, we need to perform the installation operations, as
explained in the following section.

How to do it...

Perform the following steps to generate a SQL Server database, which will be used by
XenDesktop:
From the SQL Server installation media, launch the executable setup file.

If you want, you can launch System Configuration Checker to perform a pre-
installation test, and verify that all the requirements are met:

oy Swskern Configuration Checker
il

Launch a kool to check for conditions

3. Click on the Installation tab, which you can see in the left-hand side menu and select
New installation or add features to an existing installation. For the purpose of this
book, we won't execute all the steps required to complete the database installation:

3 e installation or add Features bo an exisking installation,
h Launch a wizard to install SQL Server 2008 B2 in a non-clustered environment or bo

. M SOL Server Falover clster installation
h Launch a wizard ko install a single-node SQL Server 2008 RZ Falover cluster,

s

'II Add node ko a SOL Server Failower cluster

R

Launch a wizard bo add & node ko an existing S0L Server 2008 R2 Failover cluster,

Upagrade Fram SOL Server 2000, SOL Server 2005 or SOL Server 2008
Launch a wizard to upgrade SQL Server 2000, 0L Server 2005 ar SQL Server 2008

g ﬂ

Search for product updates
Search Microsoft Update For SQL Server 2008 B2 product updates,
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4. |If you've got available resources, you can select to create a new named instance,
not using the default SQL Server instance (MSSQLSERVER).

5. On the database server, create a database on the desired instance (preferably having
a dedicated instance for Citrix, as previously seen) with the following parameters:

i. Create a new database instance on the database server, and set
Collation sequence to Latin1_General_CI_AS_KS.

ii. Configure the authentication method only as Windows authentication.
iii. Configure the Permissions settings, as shown in the following table:

Activity Server role Database role
Database creation dbcreator

Schema creation securityadmin db_owner
Controller addition securityadmin db_owner
Controller removal db_owner
Schema update db owner

6. This permission will be granted to the operating system user, who will perform
configuration activities through the Desktop Studio console.

(more isolation, more security).

We've configured the most common format for the collation sequences (the same used by
Citrix), and also restricted the way to log on to the database at Windows authentication,
because XenDesktop does not support SQL or Mixed mode. For the collation, you are free
to use not only the indicated version, but the most important thing is that you will choose
one that is a member of the *_CI_AS KS category (collation family is case and accent
insensitive, but kanatype sensitive).

1
[ ‘\Q Using a separate instance is not mandatory, but it is better ]

You must be careful when increasing the size of database logging. Despite the normal data
component (you should expect to have a database size of 250 MB with some thousands of
clients), logs could unexpectedly increase in 24 hours, in the presence of many thousands of
desktops. Based on the following table for MCS architectures, we'll be able to calculate the
database log and data files occupation:

Component Data/log Occupation
Registration information Data 2.9 KB per desktop
Session state Data 5.1 KB per desktop

Bl


http:///

XenDesktop Installation and Configuration

Component Data/log Occupation

Active Directory computer account info Data 1.8 KB per desktop
MCS machine info Data 1.94 KB per desktop
Transaction log for idle desktop Log 62 KB per hour

For a more detailed SQL Server installation, please refer to the official

Microsoft online documentation at http://technet .microsoft.
’ com/en-us/sqglserver/bb265254 . aspx.

There's more...

In case of necessity to redeploy one or more Desktop Delivery Controller servers configured in
your VDI infrastructure, the first action to perform is cleaning the Citrix XenDesktop configured
database. To perform this task, you have to set all the Citrix components' database connection
to null, using the custom Citrix PowerShell running the following commands:
Set-ConfigDBConnection -DBConnection $null

Set-AcctDBConnection -DBConnection $null

Set-HypDBConnection -DBConnection $null

Set-BrokerDBConnection -DBConnection S$null

Once you've finished these operations, you can proceed with the manual deletion and the
recreation of the SQL Server database.

Later in this book we will explain better how to use the Citrix
s PowerShell available with XenDesktop 5.6.

Installing and configuring the license server

Citrix permits users to buy XenDesktop in different versions, as shown in the following list:
» Citrix XenDesktop Express Edition - a free edition that allows you to test the platform
without any cost, with the ability to publish up to 10 desktops
» Citrix XenDesktop VDI Edition
» Citrix XenDesktop Enterprise Edition
» Citrix XenDesktop Platinum Edition
The choice is based on personal needs; in this book, when we refer to XenDesktop 5.6, it will

be about Platinum Edition, which has the ability to show and implement the full functionality
of the platform.

]
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Getting ready

The associated version of license server for XenDesktop 5.6 is Version 11.0. Starting from
this release, we also have the ability to use a virtual appliance for XenServer (called License
Server VPX). The system requirements for the usual setup (not VPX) are as follows:

» Windows Server 2003, 2008, or 2008 R2 version; or Windows 7 (32 or 64 bits)

» 50 MB for licensing components and 2 GB for user and/or device licenses

» .NET Framework 3.5

» A compatible browser

How to do it...

In this section we are going to perform the required operations for the Citrix license server
installation and configuration:

1. After downloading the software from your personal Citrix account, run the
CTX_ Licensing.msi installer.
2. Accept the Citrix license agreement.

3. Select a destination folder's path for the program, which is by default C: \Program
Files (x86)\Citrix\.

Click on the Finish button when license server is successfully installed.

5. On the first configuration screen, you must assign port numbers for the License
Server Port, Vendor Daemon Port, and Management Console Web Port fields,
as shown in the following screenshot:

License Server Configuration

Specify the numbers for the following ports:

Licensze Server Port {default 27000 IE?DUU 3:
Wendar Daermaon Port (default 7279): |?2?9 3:

tanagernent Console Web Port (default 8082): ISDSE 3:

6. You can decide to leave default ports for these three options, or change them.
In any case, the ports you'll decide to use must be opened on Windows Server's
personal firewall.

s
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7.

10.

11.
12.

13.

14.

To generate the license file for importing it to our license server, run a web browser
installed on your client machine, connect to www.citrix.com/MyCitrix, and log
in using your credentials.

Go to Manage licenses.
Click on Allocate licenses.

Insert the Full Qualified Domain Name (FQDN) of your license server, and select the
number of licenses you want to allocate.

Generate the license file by clicking on the Allocate button.

Now you'll be able to save the file. When prompted for the location, select the path on
which the license manager will read the file with the .1ic extension, as C: \Program
Files (x86)\Citrix\Licensing\MyFiles.

M XenDesktop license server is case sensitive. Be careful when
Q you insert server FQDN; you've got to respect all uppercase and
lowercase characters.

Then, to configure the license server, click on Start | All programs | Citrix |
Management consoles, and select License Administration Console.

You'll see the summary dashboard; click on the Administration button and insert the
administrative credentials for your machine (domain or local admin account):

Log On
User Mame:

Password:

Display Language:

| English =l

M In case of a forgotten configured user and/or password,
Q the default credentials for the license server console are
both admin.
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15. After a quick look in the Summary tab, click on the first button on the left-hand side
menu, User Configuration.

16. Add a new user account to differentiate from standard administrative machine
credentials; we can decide to create this account as locally managed or a domain
admin. After this operation, click on Save.

17. Now it's time to configure alerting. Depending on our needs, we can set up critical
and important alerts. It's preferable to leave them as default settings, and click on
Save to archive the options.

18. In the Server Configuration menu, configure the port for the Web server (default is
8082) and session timeout period (default is 30 minutes, but if possible, you should
reduce this value, so you can avoid inactive sessions locking unused resources). For
security reasons, it's a good practice enabling SSL (port 443) and eventually using a
personal certificate for strong authentication (as shown in the following screenshot).

19. For security reasons, you should change default license server port number, which is
27000. The default ports range is from 27000 to 27009:

Secure Web Server Configuration

I¥ Enable HTTPS (Default 443)

"HTTPS Port:

"Certificate File:

confiserver.crt

*Certificate Key File:

confiserver.key

Certificate Chain File:

20. At the end is the most important part, Vendor Daemon Configuration. After the

license file has been generated, click on Import License, browse for the file location,
and upload it.

21. If everything is ok, you'll receive a confirmation message about the success of the
loading operation.

[}
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22. Click on Vendor Daemon in (in our case, the default daemon is called Citrix), and
click on Reread license file, to make sure that everything's correct.

M Never manually edit the license file! If vendor daemon configuration
Q returns an error, probably you have to reallocate licenses and
regenerate the file, but don't correct it with any text editor.

The XenDesktop license file is generated on the personal area on the MyCitrix Web portal.
When you generate a . 1ic file, it must be generated and registered with the FQDN of the
license server on which you're going to use the file. This means that, if for any reason you'll
need to reinstall the server or change its name, you must deallocate the license currently
assigned, and reassign it to the new server, always referring to its FQDN, regenerating a new
file that must be reimported, as seen previously.

If you are using XenDesktop for test purposes, or in case of a license
s server's fault, Citrix gives you a grace period of 30 days.

It's also possible to install the license server from the command line, using the Windows
command, msiexec, with the following parameters:

» /I:Thisis the installation option.

» /qgn: This is for a silent installation.

» INSTALLDIR: This is used to specify the path of the installation folder (if not
specified, default is C: \Program files\Citrix\Licensing for a 64-bit system,
or C:\Program files(x86)\Citrix\Licensing for a 32-bit system).

» LICSERVERPORT: This is the port that the license server will listen to for connections
(default is 27000).

» ADMINPASS: This is the administrative password for the user admin on the licensing
console. In the presence of an active directory, you have to use administrative
domain credentials.

» VENDORDAEMONPORT: This is the port of the vendor daemon component
(default is 7279).

» MNGMTCONSOLEWEBPORT: This is the administrative license console port
(default is 8082).
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So, for example, if we would install Licensing in a silent way, using the LICSERVER folder on
port 27004 and assigning TestCase01 as the administrative password, the following will be
the required string to run:

msiexec /I /qn INSTALLDIR=C:\LICSERVER LICSERVERPORT=27004
ADMINPASS=TestCasell

Installing XenDesktop components

We've implemented two fundamental components of a VDI infrastructure: database server
and license server. Now we've got to implement the core of Citrix XenDesktop, which includes
Desktop Director Controller, Desktop Director, and Desktop Studio.

In a Citrix environment, most of the activities are related to the Desktop Director Controller,
also known as DDC; with this component we're able to interface with hypervisors, generate
machine pools, and provision desktops and applications. This component is the engine of
the VDI Citrix platform, also known as the broker. Combined with it there's Desktop Studio, a
snap-in interface that allows administrators to manage desktop components. Last is Desktop
Director, a centralized console management that gives us statistics about desktop usage and
performance, allowing us to change machine assignments and user permissions.

How to do it...

The following are the steps by which we will perform the installation of the core components of
the XenDesktop platform:

1. After downloading the ISO file from your personal Citrix account, burn it or mount it as
a virtual CD (for example, if performing the installation with a virtual machine).

2. Double-click on Autoselect.exe, and then launch the XenDesktop installation by
clicking on Install XenDesktop, as shown in the following screenshot:

E"‘I! Install XenDesktop
g Install XenDesktop server components and prerequisites

Extras

Cptional extras including Wyse Xenith Manager

]
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3. After the setup initialization, accept the licensing agreement.

4. At this point, select the components you want to install (Desktop Controller, Desktop
Studio, and Desktop Director).

5. It's also possible to change the installation folder, by clicking on the Change install
location... link.

1
> Don't check the Web Access installation checkbox,
because we'll perform this operation in the next recipe.

Select Components to Install

¥  XenDesktop Controller

Creates and manages virtual desktops for users
[ Web Access

& At least one required for each XenDesktop site
W Desktop Studic

¥enDesktop configuration and management console

¥ Desktop Director
¥enDesktop daily operations and helpdesk web site

Install location:  C\Program Files\Citrix Change install location ..,

6. You'll be presented with the Summary window. If you agree with the summary details,
click on the Install button to proceed.

7. At the end of the installation, leave the Configure XenDesktop after closing
checkbox checked so that we can launch the XenDesktop MMC snap-in:
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4 Join existing deployment

Add the XenDesktop Controller installed on this server to an existing site.

Desktop deployment
Advanced configuration ideal for large production envircnments.

Application deployment
G Configuration of VM Hosted Applications.

CITRIX

g In the preceding screenshot, the Quick deploy option is grayed out,

because we have not implemented the Express version of SQL Server;
T~ it's only available with this version of Microsoft DBMS.

8. Now that we've accomplished these installation tasks, in the Program menu
we have a Citrix folder with two links: one for Desktop Director and another
for Desktop Studio.

Desktop Controller is the component that allows one-to-one association between the user and
the virtual desktop, and permits resource distribution based on what kind of desktop groups
have been created; also known as a broker. It has the purpose of verifying and associating
user accounts and assigned resources. Once this association is realized, the broker stops its
intermediary channel activities and direct communication is established between the user's
physical workstation and the delivered desktop.

[}

vww allitebooks.conl
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There's more...

A best practice for XenDesktop infrastructure is to implement components separately; you
should install every single part of it on a single physical or virtual server. With Desktop
Director, it's possible to implement a clustered broker infrastructure.

See also

» The Configuring XenDesktop to interact with Microsoft Hyper-V recipe in Chapter 2,
Deploying Virtual Machines for XenDesktop

Installing and configuring Web Interface

Users can access their personal desktops in a set of different ways, which we'll cover
throughout this book. All of them converge to a web portal called Web Interface. This is a
special website able to balance requests (in case of clustered configuration), which also offers
different ways to perform login.

Included with XenDesktop 5.6 is Web Interface 5.4; this portal presents users with resources
mapped to them, such as applications (linked to XenApp or XenDesktop) and personal
desktops (linked to XenDesktop). It's made up of two components: a website that is used to
perform logon operations through a supported web browser, and a service site that is used by
the Citrix online plugin to link to a XenDesktop/XenApp farm.

You can install the Web Interface site components under web servers,
such as lIS 6.x/7.x and Java Application Servers (Apache Tomcat, Oracle
"~ Sun Glassfish, IBM WebSphere).

How to do it...

The following are the steps required to install and configure the Citrix Web Interface platform:
1. On a separate server, launch the XenDesktop Autoselect setup, choose to install
XenDesktop components, and flag the Web Access option.

2. Click on Install and continue; the Web Interface setup will automatically install
Microsoft Visual J# 2.0 SE, as shown in the following screenshot:
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Install Location

C:\Program Files Citrix
Prerequisites

Microsoft Visual 1# 2.0 SE
Components

Web Access

< Back | Install I
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After the installation is complete, go to Start | All Programs | Citrix | Management
Consoles, and click on Citrix Web Interface Management.

Click on the Site link on the left-hand side, then select the right-hand side link,
Site maintenance - Uninstall site, and confirm the operation to remove both
created websites. Now we can recreate them from scratch.

Select XenApp Website from the left-hand side menu, and click on Create Site.

Give a name to the site, leave the path with its default settings, and check the
Set as the default page for IIS site checkbox; then click on Next:

Spe

115 siter
Path:

MHame:

cify I1S Location

| /Citrie/xend

|><enApp

[~ Set a3 the default page for the IS site

Specify the 115 location in which the site is hosted. This determines the URL for users to access the site.
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7.

10.

=]

For the moment, select the authentication method, At Web Interface; throughout this
book, we'll describe different ways to log in.

Specify Point of Authentication

Specify where uzer authentication takes place:

The Web Interface authenticates users. You can selact
fram a range of built-in authentication methods, including
explicit, pass-through, and smart card.

Wb server

\} Foint of authentication

Click on Next and wait for the completion of the site creation. At the end, uncheck the
Configure this site now checkbox.

Repeat the website creation operations for XenApp Services Site.

Select Website and click on the first configuration link, Server Farms; with this, we
can do the following:

o We can add any configured web farm to our infrastructure, for example,
a separate XenApp Web Interface. In this way, it's possible to manage
XenDesktop and XenApp farms from one centralized management console:

Manage Server Farms - XenApp

Add and edit farm names and zpecify the order in which farms are contacted. You can also
and 550 gerver ports, transport types, and enable icketing for all servers.
Farmz [in change password order):

MHame | =ML part | ML tranzport | S5L Relay port | Servers |
Farrmn1 a0 HTTP localhost

Add... Edit... Remove
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We can insert the farm name and then add an alternative server that you

want to configure:

Earm narme: ||

Server Settings
Servers [in failover order):

tiove Down

add. | Edt. | Bemove |

[ Use the server list for load balancing

Bypass any failed zerver for: |1 ﬁ IHnu[s j

Communication Settings

Mowve Up |

#ML Service port; IBD
Tranzport bype: I HTTF - I
551 Relay port: |443

Ticketing Settings

Canfigure the lifetime of client authentication tickets. Ticketing Settings... |

We can add more servers to this website (for load-balancing); from the
Manage Server Farms menu, highlight XenDesktop farm, click on Edit,

and add one or more additional hosts:

Edit Farm

Farm name: IFarm'I

Server Settings

Servers [in failowver order):

localkost fdave Up |
owe Do |

Add.. Edit. | Bemove |

[ Usge the server ligt for load balancing

Bupaszs anp failed server for |1 j IHours j

s
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11. Click on the Authentication Methods link in the right-hand side menu. We'll use

only explicit authentication, so check the Explicit checkbox, as you can see in the
next screenshot.

Explicit authentication requires you to supply a username and a password. You also
have the ability to select the Pass-through (you don't have to retype the credentials
because you'll pass your Windows login username and password), Smart card and
Pass-through with smart card (same thing, but using a smart card and not only a

user/password combination), or Anonymous authentication methods; this last option
is not supported by XenDesktop.

Specify how uzers authenticate when logging on to the site.

Awailable methods:

Explicit Properties. . I
O Pass-through

O Pass-through with smart card
O Smart card
O anorymaus®

* Mat supported by HenDesktop,

a1

~ You can use the Smart card, Pass-through, and Pass-through
with smart card authentications only with an IS Web server.

12. Using Web Site Appearance, we can customize the way in which the Web Interface is

=

presented to users. At this level, we can decide to present a full-appearance site, or a
minimal and performing web portal:

i Dptions

Specify screen layout, display. and change view settings.
bppearance... | Define branding. images. and colors used throughaut the site.
Content... | Canfigure custom text messages and area tab labeling.

7 Owerview

Lapout: | Full graphics et Sereen ILogon 'I

Vo Bt e MR 4] s s s

R T ——

ic2 Show example image [hover over for element descriptions]
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13. We could also insert customized elements, such as welcome text and national
language. Click on the Content... button first, then click on Add, and select
your language.

14. Select areas to customize, then enter the contents you want to visualize:

Select Text to Customize

Cugtomize areas [zelect one or more):

r PFredogon meszage
v Logon screen test
™ Applications screen text

™ Footer text [all scresns)

'-Jj Drefault test will be uzed for any text not customized.

15. Type in a welcome message and a system message that you want to visualize on
your Web Interface login screen, in the Welcome message and System message
fields, respectively:

Customize Logon Screen Text

Header
M avigation Bar

Welcome message:
[E mber paur custanm text] Title

Welcome Message

Soel System Message
System meszage:

[Enter vour customn text) Footer

[To add a hyperlink to an email address, use mailto:]
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16. The following is a table with general configuration parameters of interest; leave all the
parameters we haven't already discussed to their default values, for the moment.

Area Link Parameters Notes

Website Resource types Dual mode In this way, users are able to
perform login in both online and
offline modes.

Services site Authentication Prompt (default) Web Interface will ask you for login
method credentials.
Services site Resource types Dual mode In this way, users are able to

perform login in both online and
offline modes.

When launching the Web Interface console for the first time, or after a web server's restart,
using Internet Explorer as a browser, it could take a very long time; to solve this problem
you have to uncheck the Check for publisher's certificate revocation checkbox in Internet
Explorer under Internet Options | Advanced | Security.

Web Interface is a middleware component used as a connector for the interface between
the end user and server broker; the user authenticates himself on this portal, and by the
web server on which sites are configured, credentials are passed to the Citrix XML service
(installed on a farm's server). This service retrieves information about the user, and passes it
back to Citrix Receiver data for desktops and applications assigned to the user; XML is also
able to load-balance a Citrix farm.

As described previously, it's possible to use different kinds of web servers to install the Web
Interface's sites. In the following steps, we'll perform a Web Interface implementation under
Apache Tomcat:

1. After you've started Tomcat from the Citrix installation media, copy the Java archive
(WebInteface.jar) to a preferred location.

2. From the command line, launch the . jar installation by typing in the
following command:

java -jar <path>\WebInterface.jar

3. Read and accept the license agreement.

=
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4. You will be prompted for the kind of site you want to install. As the first step, select
option number 1, XenApp Web, as shown in the following screenshot:

CITRIX(R> LICENSE AGREEMENT

Use of this component is subject to the CGitrix license
covering the Citrix product<{s? with wvhich you will he using
this component. This component is only licenszed for use with
zuch Citrix productds).

CTH_code EP_T_R34328

Do you accept the terms of the license agreement?

[¥]1 YES
[N1 NO

You must select either ¥ or M.

[default = Hl:y

The following Web Interface site types are available:

[11 Xenfpp YWeh — users access resources through their Weh
hrowsers

[2]1 HenfApp Services — users access resources though the
Citrix online plug—in

Specify the type of site that you want to create

[default = 11:

5. Provide the setup with the required information:

[m]

[m]

[m]

Hostname of Citrix XML service

Connection protocol (HTTP/HTTPSs)

Connection port

User login appearance (Full/minimal)
Resources being delivered (Online/offline/dual)

Acceptance to copy client installation files, and specify the location where
the setup can find installation files (you have to search for the Citrix
Receiver and Plug-ins folders on installation media), then give the
default .war name

If all the information is ok, accept to proceed by hitting the Y key

6. Repeat all the steps to configure a service website.

Once all the configurations are complete, under the temporary folder where we copied the JAR
file, we will have a .war file and a .xml file. We have to copy them under CATALINA HOME\
webapps, and wait for Tomcat autodeploy operations. Now we're ready to use Web Interface
running under Java Application Server.

=]
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Tomcat on a Linux distribution.

» The Configuring the Citrix Access Gateway virtual appliance recipe in Chapter 8,
XenDesktop Tuning and Security

1
[ ‘Q For a higher level of functionality, install and use Apache ]

Installing and configuring Provisioning

Services

At this point, we've configured all the principal components to implement the MCS
architecture. As described in the chapter's introduction, we've got the ability to implement
two different kinds of infrastructures; the second of these is the Provisioning Services
infrastructure. In this recipe, we're going to implement the last missing component, PVS.

Getting ready

To implement Provisioning Services we need, together with Citrix software setup, to have
the availability of a DHCP server and a TFTP server, to be able to perform network boot
operations, in order to be able to deliver desktops via the network.

To avoid unexpected problems such as undelivered IP address from the
M DHCP server to the clients, you could consider the use of an IP Helper,
Q also known as a DHCP relay, a way to use intermediate network devices
(such as routers) used to forward DHCP client request to a DHCP server
(for instance, located on a different network).

How to do it...

In this recipe, we are going to execute all the steps required to install and configure the Citrix
Provisioning Services platform, as follows:

1. Download the PVS ISO software from the Citrix website (log in using your credentials
on www.citrix.com/MyCitrix, then click on the Download section, and search
for Version 6.1, the most current and bug-free version of this product).

2. It's necessary to install .NET Framework 3.5; if not present on your PVS server, you
can install it from Windows Server Features.

3. Run Autorun.exe from the installation media.

=]
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4. From the Installation screen, select Server installation.

5. When requested for the installation type, select Custom, as shown in the
following screenshot:

Flease select a setup type,

" Complete

Al pragram Features will be installed, (Requires the mosk disk
space,

Choose which program Features you want installed and where they
will be installed. Recommended For advanced users.,

6. On the Custom Setup screen, select all the components from the installation

Chapter 1

objects' list, such as Streaming Service, Network Boot Services, Documentation,
Management API, and Image Update Service, as shown in the following screenshot:

Custom Setup

Select the program Features vou want installed,

Click om an icon in the list below to change how a Feature

Dacumentakion
Management API
Image Update Service

7.  Wait until all the components' installations have been completed.
8. Then from the main installation menu, choose Console installation.

[vww allitebooks.cond
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9. Again, select the Custom installation, and select all the components (Provisioning
Services Console and Boot Device Manager), as shown in the following screenshot:

Click. on an ican in the lisk below ta change how a Feature

10. Now we're ready to start with the configuration of this Citrix role; select
Provisioning Services Configuration Wizard from Start | All Programs |
Citrix | Provisioning Services.

11. For DHCP configuration, select the The service that runs on another computer
radio button:

O Provisioning Services Configuration Wizard

DHCP Services

Specify the service that will provide IP address assignments ko Provisioning
Services target devices,

% The service that runs on this computer:

&+ Microsoft DHCP
. Provisioning Services BOOTP service
€ other BOOTP or DHCP service

" The service that runs on another computer

M The best choice is to install the DHCP server on a machine different
Q from the Provisioning Service server. You should always separate
components for better performance and roles isolation.

12. For the PXE Services component, choose the local server as the provider by selecting
the The service that runs on this computer radio button.

=]



http:///

Chapter 1

13. On the Farm Configuration screen, select Create farm, as shown in the
following screenshot:

O Provisioning Services Configuration Wizard

Farm Configuration
Create a new Farm or join an existing Farm, Can be skipped if already
configured.

£~ Join existing Farm

»  To better convey the differences between the MCS and PVS
architectures, we'll always use two different farms to accomplish
g tasks for both architectures.

14. Enter the database's Server name on which we want to create an PVS DB instance,
then type in Instance name, Optional TCP port, and in case of a failover architecture,
specify the second database node in the cluster:

Database Server
Enter the Server and Instance names,

SErver name:

Browse, .. |

Inskance name:! | |

Optional TCP port: I

[ specify database mirror Failover partner

SErVEr namme; I
Erowse, .. |

Inskance narme: I

optional TEF port: I

s
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15. On the New Farm screen, configure the parameters for provisioning the farm
(Database name, Farm name, Site name, and Collection name), then populate the
Farm Administrator group field with an Active Directory group with a high elevated
permission to manage the farm, as follows:

New Farm
Enter the new Database and Farm names,

Database name: I ProvisioningServices ﬂ
Farm name; I PWS_Farm

Site name: | Pu5_site

Collection name: I P¥S_Collection|

& Use Ackive Directory groups for security

£ lUse Windows groups For security

Farm Administratar group:

Iescape.Iocal,l'BuiItin,l'.C\dministrators ﬂ

16. Select a name and the default path for the PVS store; then locate your license server
name and port, to allow the PVS server to validate available licenses.

17. Select Network service account as the user account for stream and soap
services, then check Configure the database for the account, as shown in
the following screenshot:

User account

The Stream and Soap Services will run under a user account. Please select what
user account you will use,

& Mebwork service account

" Specified user account (Required when using a Windows Share)

User name: I

Darnain: I

Bassword; I

Caonfitm password; I

" Local system account (Use with SAM)

¥ Configure the database for the account

NED
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18. Select a value, in days, for the automation of computer account password updates
(the default is seven days).

19. Select an available network card for streaming services, and choose a starting port
number used to communicate (default is 6890), and also the console port number
(default is 54321).

20. Check the Use the Provisioning Services TFTP service checkbox, and leave the
default image boot path, as shown in the following screenshot:

TFTP Option and Booktstrap Location
Typically only one TFTP server is deploved as part of Provisioning Services,

v Use the Provisioning Services TFTP service

I C:YProgramDatalCitrix\Provisioning Services) Tipboott ARDEP3Z . BIN

21. At the end, the wizard will perform service installation and it starts after all the
operations have been completed.

Remember that active Windows Firewall might be a problem for your
4 installation process; you have to open the required ports, or turn it off. The
% ports are TCP 389 (LDAP), TCP 27000,7279 (license server traffic), TCP
ad 1433 (SQL Server instance), TCP 54321-54322 (SOAP), UDP 67,4011 (PXE),
UDP 69 (TFTP), and UDP 6509-6909 (internal server communication).

22. If everything is ok, you'll see the following screen:

Finish
Confirm configuration settings.

Stopping Network Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services

Skarting Metwork Services

23. Now we're able to connect for the first time to our PVS farm. Go to Start |
All Programs | Citrix | Provisioning Services, and click on Provisioning
Services Console.
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24. Then, type in Llocalhost in the Name field as the farm location, insert the number
of the configured listening port in the Port field, and check the radio button for Use
my Windows credentials to log in.

25. Now we have to install the last PVS component, target device. To perform this
operation, we first need to install a client Windows machine (virtual or physical
with Windows XP, Windows Vista, or Windows 7 as the operating system).

26. After this, run Target device setup on the client machine.

27. Refer to the target device as the client machines that will use this prepared disk to
perform a network boot. Accept the license agreement, insert information about your
company, and then select a path for the installation.

28. After the installation is complete, check the checkbox for Launch Imaging Wizard
and click on the Finish button.

29. After the Welcome screen, we have to insert the PVS server credentials:

Connect tc Fam
Enter the name or address of a server in the farm to connect to.

Server information

Server: |

Part: 54321

Credentials
@ Use my Windows credentials

Use these credentials

30. Select to create a new vDisk, assign it a name, a store, and a type, Fixed or Dynamic;
in the second case, it's also possible to select disk block size (2 MB or 16 MB).

=
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31. Select the kind of Microsoft Volume Licensing you need (MAK for cumulative licenses,
KMS if an activation server is available):

Microsoft Volume Licensing
Choose if the vDisk is to be configured for Microsoft KMS or MAK volume license management

None
Key Management Service (KMS)
@ Multiple Activation Key (MAK)

32. When possible, you should always consider the use of Key Management Service
(KMS), in order to avoid problems of depletion of licenses. Then, configure the disk
image size, starting from the original disk; of course, the disk size must be at least
the minimum original disk dimension:

Configure Image Yolumes
Define the zize of each volume,
| Source Yolume | Used Space f Free Space |[ Capacity File: System
1[E: Boot vJ 10582 MB 42 % 14916 MB 5 X 25498 MB MHTFS
2 [None vJ
3 [None vJ
4 [None vJ
v
| Destination W olume | Used Space | Free S pace_ Capacity File: System
C: Boot 10582 MB 42 % 1462 Ba X 25498 MB MNTFS
| wDisk i Allocated Space Il Unallocated Space Il Capacity |
Summary 2h4598 MB 100 % 4 B 0% 25002 kB

s
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33. Configure Target device name (a different name from the Active Directory computer
account), MAC (network card) from the drop-down list, and Collection (PVS server
collection name), as shown in the following screenshot:

Add Target Device
Add thiz device to the famm.

Target device name:
Mote: The target device name cannot be the same Active Directory name of this

machine.
MALC: | Local frea Connection 62-70-74-43-74-F9 hd |
Lollection: | FS_Callection - |

I the PYS_Site site of server WMXDPYSO

34. Now we're ready to complete the target device installation. After that configuration
has completed, in order to set up a network boot for a TD image, we need to reboot
the Windows client, and configure the boot order from BIOS.

Be sure to have enabled the PXE boot on the network card of your client machine.

Summary of Farm Changes
Thiz page summarnizes the changes ta the farm.

The “Wizard haz enough information ta create a new vDizk and add it ta the farm.

Fleaze review the information below and click Finish to create the wDigk,

:|

BE Create new

- Mame: PYS_Disk

- Store: Store

- Tupe: Diynamic

- Sizer 20002

- WHD Block Size: 16 MB

- Microsoft YWolume Licensing: Hone
- Wolume: C:, 10582 ME uzed, 14916 MEB free, 25498 MB capacity, HTFS system
=|- &dd thiz machine to the farm

- Dewice name: TOPYSY

- MAC: B2-70-74-43-74-F3

- Collection: PYS_Collection

| Optimize for Provisioning Services

S E
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35. After connecting to the PVS server, we can ensure that vDisk has been correctly
created under the management console, as shown in the following screenshot:

@ Provisioning Services Console
= ﬁj PY5S_Farm (localhost)
= 1) sites
= [E] pys_site
_13- Servers
wDisk Pool
[=l @ vDisk Updake Management
"E. Hosts
Ly vDisks
Tasks

As seen with implementation procedures, after infrastructural components' installation,

we have to create a vDisk, which is an operating system's image that is copied by creating

a shapshot from an installed operating system (known as Master Target Device). This vDisk
will be streamed on demand to clients configured to boot from the network (target devices),
pointing to the Provisioning Services server; the desktops are streamed from the memory of
the PVS server every time they're needed by users. This process permits having high elevated
network performance, dramatically reducing the impact on storage activities.

As discussed earlier in this recipe, when creating a vDisk we have the ability to choose
between two kinds of disk formats, fixed disks and dynamic disks. The first type pre-allocates
all assigned disk space, while dynamic allocation populates disk files during data writing
activities (if you're familiar with virtualization concepts, it's the same as thick and thin disk
allocation). The following is a set of information and best practices to understand how to
choose between the fixed and dynamic disks:

» Because of the nature of a fixed disk (full space pre-allocation), it could be a waste of
storage space.

» PVS uses memory caching mechanisms that reduce disk 1/0 activities. For
this reason, dynamic allocation should be the right choice, because of the huge
reduction of storage reading activities. The only interfacing with a disk component
is given by writing operations. Also in this case, after configuring a PVS vDisk image
in the read-only mode, we'll have almost no more storage activities. To have a
responsive system, on the other hand, this infrastructure needs to be supported
by 64-bit systems, the right memory sizing (for a PVS server you should have a
quantity of RAM between 8 GB and 32 GB), and a block-level storage device
(SAN or iSCSI, and not a network share repository on NAS).

s
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Using a fixed disk is a standard way to operate, which at the moment won't offer
the advantages that memory cache along with dynamic disk mode could give to
IT departments (in terms of performance and cost saving).

Chapter 1 XenDesktop lab

The main purpose of this lab is preparing infrastructural components, shown in this chapter,
to have the base components on which we want to perform advanced configurations and
implementations in the next labs throughout the book.

Using a hypervisor supported by Citrix XenDesktop (VMware ESX, Microsoft Hyper-V, Citrix
XenServer), install five virtual machines, as indicated:

1. Configure a Windows 2008 R2 virtual machine as a domain controller, with the
following parameters:

o Recommended virtual hardware resources are one vCPU, 4 GB of RAM, 30
GB of hard disk

o vmectxdcO01l as the hostname
o 192.168.1.50 asthe IP address
o Domain controller, DNS, and DHCP installed roles
o ctxlab.local asthe domain name
o DHCPIPrange from 192.168.1.1001t0192.168.1.150
2. Configure a Windows 2008 R2 virtual machine as the Citrix XenDesktop platform (follow
the installation procedure explained in this chapter), with the following parameters:

o Recommended virtual hardware resources are two vCPUs, 4 GB of RAM, 50
GB of hard disk

o vmctxddc01 as the hosthame
o 192.168.1.60 asthe IP address
o Joinittothe ctxlab.local domain, before configuring any software role

o From XenDesktop setup install the components, XenDesktop Controller,
Desktop Studio, Desktop Director

o Select Express edition of SQL Server 2008 R2 for the installation
3. Configure a Windows 2008 R2 virtual machine as the Citrix license server (follow the
installation procedure explained in this chapter), with the following parameters:

o Recommended virtual hardware resources are one vCPU, 2 GB of RAM, 30
GB of hard disk

o vmctxlc0l asthe hostname
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o 192.168.1.70 asthe IP address

o Joinittothe ctxlab.local domain, before configuring any software role
Configure a Windows 2008 R2 virtual machine as the Citrix Web Interface (follow the
installation procedure explained in this chapter), with the following parameters:

o Recommended virtual hardware resources are one vCPU, 2 GB of RAM,
30 GB of hard disk

o vmctxlc01l asthe hostname
o 192.168.1.80 asthe IP address
o Joinittothe ctxlab.local domain, before configuring any software role

Configure a Windows 7 64-bit virtual machine as master target device for PVS, with
the following parameters:

o Recommended virtual hardware resources are one vCPU, 4 GB of RAM,
30 GB of hard disk

o vmctxtdol as the hostname
o DHCP assigned IP address
o Joinittothe ctxlab.local domain, before configuring any software role

[vww allitebooks.cond
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Deploying Virtual
Machines for
XenDesktop

In this chapter we will cover:

» Configuring the XenDesktop site

» Configuring XenDesktop to interact with Citrix XenServer

» Configuring XenDesktop to interact with VMware vSphere
» Configuring XenDesktop to interact with Microsoft Hyper-V

Introduction

Configuration of the XenDesktop components is the first step to implementing a fully
functioning infrastructure. After this, the second and maybe the most important step is
deploying virtual desktop instances.

To accomplish this task, you need to interface Citrix servers with a hypervisor, a bare-metal
operating system that is able to create, configure, and manage virtual machines. XenDesktop
is able to communicate with three important hypervisor systems on the market; Citrix
XenServer, VMware vSphere, and Microsoft Hyper-V. The mechanism implemented is that,
after you've created a template with a virtual machine with a Microsoft desktop operating
system (Windows XP, Windows Vista, or Windows 7) on board, XenDesktop is able to deploy
desktop instances to end users, starting with the virtual desktop through the use of different
deployment techniques.

In this chapter we're going to implement the communication between hypervisors and
Citrix servers.
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Configuring the XenDesktop site

Before any interfacing activities, after you've installed XenDesktop Director, you need to
configure a site, which will be the place where you'll configure the hypervisor host.

Getting ready

In order to complete all the required steps for this recipe, to perform a standard site
deployment (non-quick deployment format), you need to be assigned the administrator
role for all the machines involved in the site configuration (XenDesktop Controller and
the database server).

How to do it...

In the following steps, we will describe how to create a site for a XenDesktop infrastructure:

1. Connect to Desktop Studio by clicking on the Start | All Programs | Citrix |
Desktop Studio.

2. Click on Desktop deployment, as shown in the following screenshot:

& Cilriz Desklop Sludio

= ([ B

Joln existing deployment
Adil the KenDesklop Contraller installed on this server 19 an existing site,

, Desktop deployment
Advanced ronfi irdeal [ nvircnments.

Application deployment
Canfgurstion of VM Hested Agplications

The Quick Deploy option is grayed out because of the
i version of SQL Server that is installed (nonexpress version).

=)
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Insert a name for the site in the Site field, and then populate the Server location

scope with the DB hostname plus the instance name (in the form hostname\
instance name)and the Database name field with the XenDesktop database
name; Then, click on the Test connection... button to verify that you're able to contact
the DB machine, as shown in the following screenshot:

Steps
© site
Licensing
Cannaction
) Host
Storage

Summary

ciTrIX

Desktop Deployment

Site: [ Production

)

Database configuration:

Server location [ dbiocation\CITRIX ]

Database name: [ CitrixXenDesktopDB ] { Test connection ]

Generate database script.
Desktop Studio

\';,J All database connection tests passed,

permission to create 2 new database, you can generate a database script to

4. If you want to create a database manually, click on the Generate database script...
button; you'll get back a set of instructions in the form of two scripts, to generate the
database for standard and mirrored mode, as follows:

il eapdexn.bpy - Notepad = B3

File Edt Format View Help

-- Script to create a database schema for a xenpesktop site: exe\:l
-- instance. see http://support.citrix.com/article/ctx127359 for

-- This script should be run either using sqLcmp from the commarn
—- in soLCMD mode.

-- Please ensure that the database is created with the following
-- This can be done with the following command when creating the

- create database [CitrixxenbesktopDB] collate Latinl_Gener.
go

ron error exit

—- protect against generating tables in the wrong place, if datal
use [tempdb];
‘gn

it db_id('Ccitrixxenbesktoppe') is null
begin

RAISERROR('Database does not exist', 10, 127);
end

o

—- Citrix systems Inc
-- This script will create the Configurationschema schema in the

—- waR substitution has heen used :

—- Param 0 = schemaname = Configurationschema

-- Param 1 = patahbase Name = CitrixxenpesktopDe

—- Param 2 = Database User = T-ESECURITYN\ESPEVMXDETOLS

—- Param 3 = The identifier for the current machine = a7133f80-9/
—- Param 4 Feature GUID tahle = ¢multi-line soL code) -
| vy

@l
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5. After database interfacing, in the licensing section, type your license server's name
plus the port number (in the format hostname : port), and click on the Connect
button. If you already have a configured license file, select the Select from existing
licenses radio button; otherwise, you have to select the Use XenDesktop 30-day free
trial radio button and insert a correct license file later.

Desktop Deployment

Steps Connect to your license server:
@ site License Server: [ Licens
(8] Licensing

Connection Set your XenDesktop edition and licensing model:

) Haost .
! Use XenDeskt:

Storage (You can a

your licensing model later vio Desklop Studia)

Summary ®) Select from existing licenses
i (The [

is generated from the ficense server)

Froduct Wodel
») Citrix XenDesktop Platinum User/Device
.
ciTRIX
[ Back l[ Next ] [ Cancel l

6. For the Connection section of the wizard, select the None option for the moment; later
in this chapter, we'll configure the host connection for every kind of hypervisor host.

7. After reviewing the summary information, in the Summary section, click on the Finish
button to complete site configuration.

8. You'll find confirmation about site preparation on the Initial Configuration tab of
Desktop Studio's home page:

=
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= Citrix Desktop Studio
@ Elle  Action Miew Window  Help
&= |=H=

@ Desktop Studio

Search

= Machines
Assignments
[ Applications
(= Hox Policy
% Configuration
| Access

5 Initial configuration ¢ Complete
e

Site: Production

Hast: XST

Storage: Local storage on espevmyset01

vNetworl: Network 0

m Machine creation

1

Configuring a site lets you assemble together all the components that you had configured
previously; by this creation, Desktop Director is able to connect to the SQL Server machine,
and there create the database (or simply populate it with the necessary tables) in which
machine information will be archived. Moreover, XenDesktop can connect to the license
server, being able to verify the number of configured licenses (important for the number of
desktop deployments you'll be able to perform).

» The Managing the Citrix Desktop Controller - broker cmdlets recipe in Chapter 9,
Working with XenDesktop PowerShell

Configuring XenDesktop to interact with

Citrix XenServer

The first and most common configuration for a XenDesktop site is interfacing it with the Citrix
hypervisor, XenServer. Related to XenDesktop 5.6 is the XenServer 6.0.201 release.
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Getting ready

The preliminary work required to perform all the operations in this recipe is to install one or
more XenServer hosts. To accomplish this task, you need to download the XenServer ISO
image file from http://www.citrix.com/downloads.html. XenServer is a bare-metal
hypervisor (a kind of virtualizator) that directly manages the hardware; for this reason, you
have to install it as a normal operating system (you need no other operating system installed
on the server).

How to do it...

In this recipe, we will perform the operations required to configure XenDesktop to use the
Citrix XenServer hypervisor. Perform the following steps:

1. Click on Start | All Programs | Citrix | Desktop Studio.

2. Onthe left-hand menu, expand the Configuration node and select Hosts, then on the
right-hand menu, click on Add Host.

@ Deskkop Studio

L search

= Machines
Assignments
[ Applications
[= HDx Palicy
= % Configuration
& Administrators
% Zontrollers
= e
EII Licensing

| Access

3. Inthe Connection section, select Citrix XenServer from the Host type drop-down
menu. In the Address field, enter the Full Qualified Domain Name (FQDN) of the
XenServer host (in the form of http://address), then type in the username
and password in the respective fields, and give a name to the connection (in the
Connection name input field).

M You should always add the FQDN and the IP address in the host
Q file of your Desktop Controller machine to avoid unexpected
resolution name problems.

=
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4. For the Virtual machines section, you've got the ability to let XenDesktop
automatically create all the required virtual desktop instances within the chosen
hypervisor (Use XenDesktop to create virtual machines) or to create them manually
(Manually create virtual machines).

M For an automated and better performing desktop deployment,
Q it's better to select the first option, Use XenDesktop to create
virtual machines.

Add Host

Steps Host type: [ Citrix XenServer - ]
) Connection Address: [ http://wservernastlocal ]
Hast
Username: [ roct ]
Storage
Summary Passward: [ ssssssssstnes ]
HA Servers Nane selected

sktop Studia. Consider using a name that will
and address of the deployment ta which the

name wi
rs ta identify the

Connection name: KenServerHv

Virtual machines:
®) Use XenDesktop to create virtual machines

Manually create virtual machines

CiTRIX
=

5. If you want to configure more than one XenServer host in high availability, click on
the Select button from the HA Servers section, and choose an additional machine to
configure in the HA cluster.

6. On the next screen, which is the Host section, choose a configured network
(depending on your XenServer host configuration, you could have one or more
available networks) on which you want to assign the generated virtual desktop
instances, then click on the Next button.
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7. Next, for the Storage section, select an available storage on which you want to create
virtual machines and select the desired radio button for personal vDisk location (Use
same storage for virtual machines and personal vDisk or Use different storage for
personal vDisk), as shown in the following screenshot:

Add Host

Steps Virtual machine storage

@ Connection Selzct ane or meore storage devices for the new virtual machines.

9 ot [¥] Local storage on espevmasetol

) Storage

© Summary

Personal vDisk storage: Learn maore sbout personal vDisk
) Use same storage for virtuzl machines and personal vDisk
(@) Use different storage for personal vDisk
Seect gifferent storage. (None selected)
.
.

\ In the presence of available storage, you should consider separating
~ the operating system disk area from personal vDisk storage. Separating
Q these areas could make it easier to locate user disk zones, especially for
backup operations or troubleshooting activities.

8. As the last step, on the Summary screen, assign a hame to the configured host in the
Host name section, and then click on the Finish button.

9. Going back to the first screen, now we can see a XenServer host with a configured
connection, as shown in the following screenshot:

MName Type Address Enabled
KenSenverHY Citrix XenServer http://xserverhostlocal Enabled

XSRVHOL

=)
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10.

11.

If necessary, we could change the connection parameters. Select the connection
name that you want to modify, and click on the Change details link in the right-hand
menu. At this point, it's possible to reconfigure the main information such as Address,
User, and Password, and you can also include HA Servers where configured, as
shown in the following screenshot:

Address: [ nttpyxserverhostlocal l
User: [ roat l
Password:  [ssessase ]
HA Servers: 0 servers

Clicking on the Advanced... button, the administrator has the capability to

configure Max active actions, Max new actions per minute, Max power actions

as percentage of desktops, and Max personal vDisk power actions as percentage.
You can leave the default values; in fact, these parameters are applicable to the most
standard infrastructure types.

Advanced Host Details I

Max active actions:
Max new actions per minute:
Max power actions as percentage of desktops:
Max personal vDisk power actions as percentage: 25 -

Connection options:

To perform any modification activity on host and connection,
L you must put them into maintenance mode.

@1

vww allitebooks.conl
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XenServer is the hypervisor included in the Citrix virtualization platform. At this moment, it's
the best integrated hypervisor with the Citrix VDI platform, also thanks to the cooperation
between the XenDesktop and XenServer teams. The way in which XenDesktop interfaces

with XenServer is simpler despite the other hypervisors; in fact, Desktop Controller directly
contacts the server, without any intermediate server console. One of the advantages of using
this hypervisor is the capability to use XenServer's information caching feature, also known as
IntelliCache. This technique drastically reduces the read and write activities for your storage.

1
~ The XenServer IntelliCache feature has to be enabled
during the installation procedure of this hypervisor.

In the presence of many tens or hundreds of virtual machines, the XenServer hypervisor could
have performance issues in terms of lack of physical resources for Dom0, the most privileged
domain in a XenServer installation and the only domain able to directly interface with the
hardware or starting nonprivileged domains, for instance. To solve this problem it is necessary
to assign more physical resources to Dom0; this operation can be performed by connecting to
the desired XenServer machine using the XenCenter console or through the SSH connection,
then editing the /boot/extlinux.conf file and modifying every occurrence of the domo__
mem parameter, assigning it the desired value in MB. You should consider using the advised
value from Citrix, setting the parameter in the following way:

domO_mem=2940M

The default memory value assigned to dom0 is 752 megabytes.

To apply the memory changes, you have to restart the XenServer node.

After the reboot operations, run the following commands from the XenServer CLI in order to let
XenServer understand how to use all the new assigned memory size:

./etc/xensource-inventory

staticmax="xe vm-param-get uuid=$CONTROL DOMAIN UUID param-name=memory-
static-max”

echo staticmax=$staticmax
xe vm-param-set uuid=$CONTROL DOMAIN UUID memory-dynamic-max=$staticmax

xe vm-memory-target-set uuid=$CONTROL DOMAIN UUID target=$staticmax

=)
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See also

» The Configuring the Branch Repeater virtual appliance recipe in Chapter 5,
Configuring Additional Architectural Components

Configuring XenDesktop to interact with

VMware vSphere

Citrix XenDesktop not only offers compatibility for Citrix proprietary platforms, but also
supports the most important virtualization architectures on the market. VMware is currently
the virtualization solution which better permits you to manage the resource over commitment
for your virtual environments.

Getting ready

To ensure that all the activities in this chapter are fully executed, it's required that you have an
already functioning VMware vSphere environment, made up of at least two ESX or ESXi servers
and Windows Server (on which we want to install the VMware Virtual vCenter software).

After this, the step you've got to perform is to import the VMware vCenter certificate on
the XenDesktop server, to allow Desktop Studio to connect with the SSL connection to
vCenter SDK.

How to do it...

The following are the steps that you have to execute in order to activate the communication
between the XenDesktop Controller machine and the VMware vSphere infrastructure:

1. Launch your chosen web browser and then type, in the address bar, the hostname of
the vCenter server, using the HTTPS connection. When prompted regarding security
risks, accept to continue with site navigation.
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2. 0On the certificate status bar, click on the Status error and click on the View
certificates link (the vCenter certificate is currently invalid for XenDesktop),
as shown in the following screenshot:

= https:/fvirtualcenter Jocal/ ,Oj )
x

& centficate Invalid

k-

The security cerificate presented by this
wehsite has errors.

This problem might indicate an atternpt to
fool you or intercept any data you send to
the server.

e recommend that you close this
wehpage.

Ahout cerificate errors

View certificates

3. After certificate presentation, click on the Install Certificate... button, as shown in
the following screenshot:

Certificate [ |

General | Details I Certification Path I

0?; Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

Issued by:

¥alid from 10/ 04/ 2012 to 03/ 04/ 2022

Issuet; Staterment |

Learn maore about certificates

OF

Make sure that the hostname associated with the certificate matches
M the name assigned to the vCenter server. In case of mismatching, in
Q fact, XenDesktop won't be able to connect with VMware. To avoid this,
you could consider adding a record to the local file hosts of XenDesktop
server to match the IP address and hostname in the certificate.

NED
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following store radio button option, and then click on Browse....

5. Check the Show physical stores checkbox, and select the Local Computer
subfolder under the Trusted People folder. After this, click on OK, as shown

in the following screenshot:

Select Certificate Store [ ]

Select the certificate store you want to use.

(-] Third-Party Root Certification Autharities a |

E!H Trusted People

lii 771 Srart Card Trosted Renks |_|LI
1 »

Registry
Graup Policy
Local Computer

¥ Show physical stores

[0]4 I Cancel |

6. To complete the certificate import activities, click on Finish, as shown in the

following screenshot:

Certificate Import Wizard [ %]

Completing the Certificate Import
Wizard

The certificate will be imported after you click Finish,

¥ou have specified the following settings:

( } Trusted Peopleilocal
Conkent Certificate

< Back. I Finish I Cancel |

7. To verify that the certificate import was successful, you must reconnect to
the SSL VirtualCenter address (https://hostname). If you receive no more
prompts about unsecure connections (as previously seen), the import has

successfully been completed.

Chapter 2

After clicking on Next on the Welcome screen, select the Place all certificates in the

i
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8. Connect to Citrix Desktop Studio and go to Configuration | Hosts, as seen in the
Configuring XenDesktop to interact with Citrix XenServer recipe. Then click on Add

10.

11.

12. On the Add Host screen, click on the Browse... button to select a vSphere cluster on
which to deploy virtual machines. After this operation, select a network for VDI from

A\l

Q

This procedure must be performed for the Desktop Controller
server and Provisioning Services server, depending on what
architecture you've implemented.

Host, as done for XenServer.

Specify the Connection name, and then select VMware virtualization from the Host

type drop-down menu.

In the Address field, specify the VirtualCenter address previously configured
for SSL authentication, pointing to the SDK API platform (a URL of the form

https://FQDN/SDK).

For the Virtual machines section, specify the right choice for your infrastructure,

as described earlier.

@ Host (#) Connect ta a new Host
R o= The Connection name will be displayed in Desktop Studio. Consider using a name
© Summary that will help administrators to identify the host type and address of the deployment
to which the connection relates,
Connection name: [ eg. MyCampanytypenvisor |
Host type: [ Viviware virtualization - ]
Address: [ https:/fvirtualcenter.lecal/SDK ]
Username: [ domainiusername ]
Password: | LTS |
Virtual machines:
(8) Use XenDesktop to create desktops
() Manually create virtual machines
CITRIX
O
Back | | Next | [ Cancel

Q

The specified username and password for the connection must
be valid domain credentials, with privileges within VirtualCenter.

the presented list.

=
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13. Also, in this case, select the storage for your virtual machine's system disks
(local or shared) and decide whether to select a separate datastore for personal
vDisks (recommended).

Add Host I
Steps Virtual machine storage
ices o virtual e
@ Connection Select ane or more storage devices for the new virtual machines.
© Host [Sr'a'ed -
) Storage 2
e Eﬂ sTE01
[]sTE0z
Personal vDisk storage: Leamn more sbeut personal vDisk
_) Use sama storage for virtuzl machines and personal vDisk
i®) Use oifferent storage for persona wDisk
- Select different storage. (None selected)
.

14. As a last step, assign a name to this connection, in the Host Name field, and then
click on the Finish button, as shown in the following screenshot:

Add Host

Steps Summary
&) Connection Type WMuware virtualization
@ Host Address https://espesvvctp0l.t-esecurity.prv/sdk
() Storage
@ summary Storage 5TGO1

Personal vDisk storage 5TGO1

Metwerk TEST_VDI

Host Name: VIMWARE-VCT
CIiTRIX
L]
Back ][ Finish ] [ Cance! ]

-


http:///

Deploying Virtual Machines for XenDesktop

The communication between XenDesktop and VMware VirtualCenter can be realized through
two kinds of channels, HTTP and HTTPS. The second is obviously more secure, and this
communication is also what is advised by Citrix, so to be able to communicate in HTTP
over SSL, you need to import your VirtualCenter certificate. For these components, VMware
best practices say that you should create your own certificate from a personal certification
authority. Anyway, communication could be established by using and importing the default
self-signed VMware certificate. Once this import has been completed, the only thing
remaining is to connect to the VMware API by its published SDK. The use of the VMware
VirtualCenter is not only necessary, but it is also a way to implement an architecture that
is centrally managed and tuned by a controlling platform such as the VMware vSphere
VirtualCenter platform, as explained.

See also

» The Creating and configuring the machine catalog recipe in Chapter 6, Creating and
Configuring a Desktop Environment

Configuring XenDesktop to interact with

Microsoft Hyper-V

In the last few years, collaboration between Citrix and Microsoft has grown so much that they
now share the application virtualization and deployment market. Owing to this partnership, it's
possible to deploy virtual desktops for Citrix with Hyper-V, the Microsoft hypervisor.

Getting ready

To be able to use virtual machines with Windows 2008 R2, first of all, we need to install and
configure the hypervisor server role. After this, in order to allow Desktop Controller to interact
with the Hyper-V server, it's necessary to install Microsoft System Center Virtual Machine
Manager (also known as SCVMM).

In the November, 2012 tech preview of the Excalibur release—Project
Avalon—Citrix has announced the support for the Microsoft Windows
2012 operating system and its Hyper-V version. You can find more
= details about Project Avalon at http://www.citrix.com/
products/xendesktop/whats-new/project-avalon.html.

=
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How to do it...

In this recipe, we will configure the Microsoft Hyper-V system and the XenDesktop installation
such that they are able to communicate with each other. Perform the following steps:

1. On aclean Windows 2008 R2 installation, click on the Server Manager icon on the
Windows taskbar, and then click on Add Roles, as shown in the following screenshot:

Robes_____________________________|

& E Wiew the health of the roles installed on your server and add or remove roles and Features,

—~

+~! Roles Summary E Raoles Summary Help

~ Roles: 0of 17 installed S Add Roles

52 Remove Roles

2. After clicking on Next on the welcome screen, check the Hyper-V checkbox from the
Roles list, and then click on Next twice.

Add Roles Wizard

g
!! Select Server Roles

Eefore You Begin

Select one or more roles ko install on this server,

Server Roles Roles: Description:
Hyper-i [] Active Directory Certificate Services Hyoer- provides the services that
. ) N ; woul can use ko create and manage
Virtual Netwarks O Act!ve D!rectory Damain .Serwces. wirtual machines and their resources.
R [ active Directory Federation Services Each virtual machine is a virtualized
’: Active Directory Lightweight Directary Services computer system that operates in an
Progress [] active Directary Rights Management Services \s"D\ated EX:E“t'Dn enlg'lrlnnment.tTh\s
allows you ka run multiple operating
Results [] Application Server

[ bHeP s syskems simultaneously.
erver

’: DMS Server
’: Fax Server

[] File services
[v] (e
[ Metwark Policy and Access Services
’: Print and Document Services

’: Remote Deskbop Services

[] web Server (115)

[ wWindows Deplovment Services

[ Windaws Server Update Services

More about server roles

< Previous | ek = I Install Caniel

]
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3. After flagging the desired network card from the Network Adapters section (by which
we erogate network services for the virtual machines that we will attach to the virtual
network), click on Next.

Add Roles Wizard [ =]

Create Virtual Networks

Before You Begin ‘irtual machines require virtual networks ko communicate with other computers, After vou install this role, vou
can create virtual machings and attach them to a virtual network,

Server Roles

One virtual network will be created for sach network adapter you select, We recommend that you create at

least ane wirtual nebwark now For use with virtual machines. You can add, remove, and madify your virkual

Virtual Netwaorks netwarks later by using the Yirtual Metwork Manager,

Hyper-4

Confirmation

ebwork Adapters:
Progress

Mame | Metwork Adapter |
Local Area Connection  Intel{R) PROY1000 MT Metwork Connection

Results

'] | We recommend that you reserve ane nebwork adapter for remate access ta this server. To reserve a
~ network adapter, do nok select it For use with a virtual network,

More abouk virtual networks

< Previous | Mext = I Install | Cancel |

4. If the information in the Confirmation section is correct, click on Install to complete
role installation.

5. Now you have to restart Windows Server in order to complete the installation
procedure. Click on Close, and then restart the machine.

Add Roles Wizard B

Installation Results

Before You Begin . . .
One or mare of the Following roles, role services, or Features require wou ko restart:
Server Roles

‘1 1 warning message below

Hyper-Y

Virtual Metworks #| Hyper-¥ /1. Restart Pending
Confirmation /¥, ou must restart this server ko finish the installation process.
Progress

Prinkt, e-mail, or save the installation report

< Previous [ext = | Close I Cancel



http:///

Chapter 2

The Xendesktop 5.6 release is fully able to use the 2012 version
VS of Microsoft SCVMM.

6. After completing role configuration for Windows Server Hyper-V, download the SCYMM
software from the Microsoft portal, at http://www.microsoft.com/en-us/
server-cloud/evaluate/trial-software.aspx.

M For performance reasons, you have to install SCVYMM Server on a machine
Q other than XenDesktop Controller; instead, SCVMM console must be
installed where Citrix XenDesktop Controller has been configured.

7. On a server different from XenDesktop DDC, run the download archive (SC2012_ VMM)
to extract the software; then, launch Setup . exe from destination folder.

8. On the presented screen, click on the Install link in the Virtual Machine Manager
section, and leave the Get the latest updates to Virtual Machine Manager from
Microsoft Update checkbox checked.

K Before SCVMM installation, be sure you've installed and configured
~ IIS Web Server and Windows Automated Installation Kit (AIK) for
Q Windows 7 (available at http://www.microsoft.com/en-
us/download/details.aspx?id=5753).

9. Inthe Select features to install list, select VMM management server and VMM
Self-Service Portal, and then click on Next. The VMM Console component will
automatically be selected, as you can see in the following screenshot:

/B Microsoaft System Center 2012 Virtual Machine Manager Setup Wizard

Getting started Report a problem

Select features to install
Expand all
¥ VMM management server ~

~

-

| et > | cancel

[vww allitebooks.cond
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10. Populate the Name, Organization, and Product key fields, and then click on Next, as
shown in the following screenshot:

FE Microsoft System Center 2012 Virtual Machine Manager Setup Wizard

Getting started Report a problem

Product registration information

MName: |Windnws User

Organization: | Company

Product key: ||

4P If you don't provide a product key during setup, VMM will be instzlled as an evzluation edition. You can
provide 3 product key after setup is complete by using the VMM cansole.

Erawousl Net> |  Cancd

sl . .
‘Q You can also insert your license number after the

installation procedure.

11. Accept the license agreement (check | have read, understood, and agree
with the terms of the license agreement) and click on Next, as shown in
the following screenshot:

B Microsoft System Center 2012 ¥irtual Machine Manager Setup Wizard [ x]

Getting started Report a problem

Please read this license agreement

MICROSOFT EYALUATION SOFTWARE LICENSE TERMS ﬂ
IMICROSOFT S¥YSTEM CENTER 2012 STANDARD EVALUATION

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read ther. They apply to the evaluation software named above, which includes the
rnedia on which you received it, if any, The terms also apply to any Microsoft

= updates,

= supplements,

s Internet-based services, and

o SUpport services

ifor this software. unless other terms accomnany those items. If so. those terms aonly. =

.7 have.read and aares. with the tams of the ficense 3 print

VMM Privacy Statement

Previous | Net> |  Cancel |
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12. Check the appropriate radio button, depending on whether you want to participate in
the Microsoft collaboration program or not.

13. Select the installation location by typing it in the Location field and proceed by
clicking on Next, as shown in the following screenshot:

B Microsoft System Center 2012 ¥irtual Machine Manager Setup Wizard [x]
Getting started Report a problem
E—

Installation location
The recommended location for pragram files is displayed.
Location: |c:\ngram Files\Microsoft System Center 2012\Virtual Machine Manager Browse...

Fres space 40,03 GB

Cancel

Previous

14. After passing the prerequisites check, you must specify the database location (Server
name and Port), Windows administrative credentials (check the Use the following
credentials checkbox), and Instance name. You also need to specify a database
name after choosing between the New database and Existing database radio
buttons, as shown in the following screenshot:

IB Microsoft System Center 2012 Yirtual Machine Manager Setup Wizard [x]
Configuration Report a problem
—— —

Database configuration

Provide information about the database that you would like to use for your VMM management server.

Server name; | DBSERVER, Browse
Port: 1433

mat: Domain\UserName

Instance name: [ =

Select an existing database o create a new database.

@ New database: I‘Ilrtua\l-\anagerDE

€ isting database: | =l

Previous | Net> | Cancel

s
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SCVMM 2012 does not support SQL Server
VS Express edition!

15. Select whether you are using local system account or domain account (service
type), and decide whether you want to save the encryption keys in Active Directory
by checking the specific option; in this case, you also have to specify the location in
Active Directory on which the machine object will archive the keys.

& Microsoft System Center 2012 Yirtual Machine Manager Setup Wizard [ x|
Configuration Report a problem
-_—

Configure service account and distributed key management

Virtual Machine Manager Service Account

Select the account to be used by the YMM service. Highly available WYMM installations require the use of a domain account.
Which type of account should I use?

" Local System account

User name and domain: Password:

I Select... |

Distributed Key Management

Select whether to store encryption keys in Active Directory instead of on the local machine. Highly available WM installations reguire the
keys be stored in Active Directory.

[~ store my keys in Active Directory
Provide the location in Active Directory. For example, CN=DKM,DC=contoso,DC=com.

How do I configure distributed key management?

Previous Next > Cancel

&)
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16. Configure the ports for server communication, as shown in the following screenshot:

[ Microsoft System Center 2012 ¥irtual Machine Manager Setup Wizard []

Configuration

Port configuration

Report a problem

Management Server

Please select the ports for various VMM features.

8100 ‘Communicaticn with the VMM console

5985 Communicaticn to agents on hests and library servers
L) File transfers to agents on hosts and library servers
8102 Communication with Windows Deployment Services

8101 Communication with Windows Preinstallation Envirenment (Windows PE) agents

T

8103 Communication with Windows PE agent for time synchronization

Previous

Cancel

17. On the next screen, you can choose to create a new VMM library (select Create a new
library share, including a description for the share) or use an existing one (Use an

existing library share), as shown in the following screenshot:

I Microsoft System Center 2012 Yirtual Machine Manager Setup Wizard [ x|

Configuration

Library configuration

Report a problem

Specify a share for the Virtual Machine Manager library
< Create a naw library share

Share name: | MSSCYMMLibrary

Share |ocation: C:\ProgramData\Virtual Machine Manager Library Files

Select...

Share description: IVMI“ Library Share

" Use an existing library share

Share name: | MSSCVMMLbrary

Share location: C:\ProgramData\Virtual Machine Manager Library Files

Share description: VMM Library Share

Previous

Cancel
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18. If the summary information is right, click on the Install button to complete
the procedure.

19. Once the installation of the server components is terminated, you need to install
Management Console on the XenDesktop Controller machine. Repeat the launching
setup procedure seen for server components, and then check only the VMM console
checkbox, as shown in the following screenshot:

Getting started Report a problem
-
Select features to install
Expand all
[~ VMM management server -
W VMM console v
[~ VMM Self-Service Portal v
Previous | Mext = I Cancel |

20. After accepting the license agreement, click on Next to proceed; on the next screen,
you'll be advised to automatically join the Microsoft collaboration program, as shown
in the following screenshot:

&
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Customer Experience Improvement Program

Program {CEIP), the VMM consale also will be autematically enrolled in CEIP.

More about the Customer Experience Improvement Program
Privacy Statement for the Microsoft Customer Experience Improvement Program
VMM Privacy Statement

Previous | i

If you use this VMM consele to connect to @ VMM managemeant server that is participating in the Custemer Experience Improvement

The Customer Experience Imprevement Program collects statistical information about trends and usage patterns. This information is
collected for the sole purpose of improving the guality, reliability, and performance of the next version of Virtual Machine Manager.

If you do not want to participate in CEIP, after you complete the installation, open the VMM console, go to the Settings workspace, click
General, double-dick Customer Experience Improvement Programs Settings, and then click Mo, I prefer not to participate in CEIP.

Report a problem

Cancel |

Chapter 2

21. Click on the On (recommended) radio button to activate updates, and then click on

Next, as shown in the following screenshot:

Getting started

Microsoft Update

2012 VMM, Updates are delivered using Automatic Updates, or you can visit the Microsoft Update website,

Use Microsoft Update to check for updates.
 off

Do not automatically check for updates.
Microsoft Update FAQ
Microsoft Update Privacy Statement

Microsoft Update offers security and important updates for Windows and other Microseft software, including System Center

Previous | Hext > I Cancel |

Report a problem

(&5}
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22. Select the installation location by populating the Location field, as seen earlier, and

click on Next.
B Microsoft System Center 2012 Yirtual Machine Manager Setup Wizard [ x]
Getting started Report a problem
L R p—

Installation location

The recommended location for program files is displayed.

Location: IC:'\Pquram Files\Microsoft System Center 2012\Virtual Machine Manager Browse...
Free space 24,52 GB

Previous Cancel

23. Select a port on which you want to configure the console (Communication with the
VMM management server; default port is 8100) and click on Next to proceed, as
shown in the following screenshot:

[H! Microsoft System Center 2012 ¥irtual Machine Manager Setup Wizard [ %]
Configuration Report a problem
— —— =

Port configuration

Administrator Console

2100 Communicatien with the ¥MM management server

Previous I Mext > I Cancel

=
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24. If the information on the Installation summary screen is correct, click on Install to

complete this procedure.

25. After setup has been completed, click on Close and leave the Open the VMM

console when this wizard closes checkbox checked.

26. On the logon screen, enter server name and port (in the form hostname : port) for
SCVMM Server and specify credential access; you can choose Use current Microsoft

Windows session identity or Specify credentials:

IH! Connect to Server M=l E3
‘:"@Z} Microsaft”
< System Center2012
Virtual Machine Manager
Server name; | localhost:8100
Example: vmmserver.contoso.com:8100
(% Iige current Microsoft Windows session identity
" Specify credentials
User name: |
Example: contoso\domainuser
Password I
[ Automatically connect with these settings Connect I Cancel

]
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27. Once logged in, right-click on All Hosts in the left-hand menu and select Add Hyper-V
Hosts and Clusters, as shown in the following screenshot:

Home Falder
1 =

Create  Crzate Virtual Create Creats Host Assign
Service  Machine - Cloud Group Cloud
Create Cloud
VM= and Services < VMs (0)
Clouds I
E MName
1 All gy L TH

4 Create Service
Create Virtual Machine

mF

| Add Hyper-V Hosts and Clusters
Add Citrix XenServer Hosts and Clusters
Add VMware ESX Hosts and Clusters

Create Host Group

' Move

/A Delete

| Properties

28. Select the Hyper-V host location from one of the following and click on Next:
o Windows Server computers in a trusted Active Directory domain
o  Windows Server computer in an untrusted Active Directory domain
o Windows Server computers in a perimeter network
o Physical computer to be provisioned as virtual machine hosts

29. Insert username and password (choose Use an existing Run As account or

Manually enter the credentials) to run resource discovery for Hyper-V, and then click
on Next, as shown in the following screenshot:

(&)
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Resource location Specify the credentials to use for discovery

The Run &s account or credentials will be used to discover computers and to install the Hyper-V role and the Virtual
Machine Manager agent if necessary,

C Usg an existing Run As account

Target resources
s o Run As account: I B . |

Host settings

(& Manually enter the credentials

Summary User name: I

Example: contoso\domainuser

Password: |

i ' The above provided credentials or Run As account should be a local administrator on the host machines. They
will only be used while adding the host. Once the host has been successfully added, the VMM service account
will be added as local administrator on the host and used to provide any future access to it.

Previous | Next | Cancel |

30. Specify a discovery scope (choose Specify Windows Server computers by names
or Specify an Active Directory query to search for Windows Server computers) to
reduce the range on which it performs host searches.

31. After you've received query results, flag desired host(s) and proceed by clicking
on Next:

“E Add Resource Wizard
+ o
£ Dis

Resource location Specify the search scope for virtual machine host candidates

Credentials Search for computers by whole or partial names, FQDNs, and IP addresses. Alternatively, you may generate an
Active Directery query to discover the desired computers,

& specify Windows Server computers by names

Target resources " Specify an Active Directary quary to search for Windows Server computers

Host settings Enter the computer names of the hosts or host candidates that you want WMM to manage. Each computer name
must be on a separate line.
Summary

Computer names:

HYPERV-HOST

™ skip AD verification

Examples:  serverl
serverl.conteso.com

10.0.1.1
2a01:110:1e:3:f8ffcfed4:23

Previous Next Cancel |

&7}
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32. Select a host group to which you want to attach the selected Hyper-V server;
if you want, you can also check the Reassociate this host with this VMM
environment checkbox.

33. After this, specify a location where you want to store virtual machines, and click on
Next to proceed:

*8 Add Resource Wizard

=
v

Resource location Specify a host group and virtual machine placement path settings for hosts

Credentials
Assign the selected computers to the following host group:

Host group: S X

Discovery scope

Target resources

If any of the selectad hosts are currently managed by another Virtual Machine Manager (VMM) environment, select
this option to reassociate the hosts with this VMM management sarver,

Summary ™ Reassociate this host with this VMM environment

WMM uses virtual machine placement paths as default locations te store virtual machines placed on a host. To add a
new virtual machine placement path, specify a path and dick add.

Add the following path:

Selected virtual machine placement paths:

Previous | Next I Cancel |

A

34. If configuration information is compliant with your environment parameters, click on
Finish to complete the procedure.

35. As previously done for XenServer and vSphere, run Desktop Studio, and select the
Hosts link from the Configuration section.

36. In the right-hand menu, click on Add Host.
37. Now choose Microsoft virtualization from the Host type drop-down menu.

38. Populate the fields with the necessary information (Hyper-V server's address in the
Address field and valid domain administrative credentials in the Username and
Password fields). Also in this case, you can choose between manually creating virtual
machines and letting XenDesktop create them automatically (the better choice).

&)
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39. Populate the Connection name field and click on Next, as shown in the

following screenshot:

Steps

) Connection
) Host
Storage

© Summary

CiTRIX

Host type: [ Microsoft virtualization - l
Address [[sromvtovioca |
Username: [ escaps\administrator l
Password: [eessreesene |

The Connection name will ke displaysd in Deskiop Studio. Consider using a name that will
help administrators to identify the host type and address of the deployment to which the
conneciion relates,

Connection name: Hvs-1

Virtual machines:
®) Use XenDesktop to crezte virtual machines

) Manually creste virtus! machines

Chapter 2

40. Select your Hyper-V cluster from the list, click on the radio button for the desired
network , and click on Next:

Steps

@ Connection

@ Host
Storage

) Summary

CiTRIX

Cluster

Select a cluster for the new virtual machines.

esnvoms

Network

Select a network for the virtual machines to use.

(®) Netd

[}
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41. Select the storage where you want to archive the virtual machine; it's also possible to
separate the VM's operating system storage from personal vDisk storage:

Add Host
Steps Virtual machine storage
. Pa— -
& Sricton Select ane or more storage devices for the new virtual machines.
© Host [¥] MSSCYMMLitrary
() storage
) Summary
Personal vDisk storage: Leam more about personal vDisk
(#) Use same storage for virtual machines and personal vDisk
_) Use different storage for personal vDisk
Sale storag:
CIiTRIX
.
[ Back ] [ Mext ] [ Cancel ]

42. After reviewing the setup information, insert a name in the Host name field and click
on Finish to complete the procedure.

Citrix XenDesktop 5.6 is able to communicate with Microsoft Hyper-V servers only by the use
of Microsoft SCVMM; more precisely, it uses the SDK platform offered by Microsoft System
Center. For this reason, we've previously installed the VMM console (the SDK is included in it)
on Xen Controller. This is an interaction similar to that used for VMware vSphere. So, you can
consider System Center as similar to VMware VirtualCenter; by this, system engineers can
centrally manage all configured Hyper-V hosts in a server farm.

from different vendors. So, you can also consider using it to centrally

M SCVMM is able to manage not only Hyper-V hosts but also hypervisors
Q manage Citrix XenServer and VMware vSphere machines.

@]
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Chapter 2 XenDesktop lab

The main task to perform in this lab is to install Microsoft System Center Virtual Machine
Manager (SCVMM), to which to attach the hypervisor host(s) you've decided to use to perform
the lab in Chapter 1, XenDesktop Installation and Configuration (Citrix XenServer, Microsoft
Hyper-V, or VMware vSphere). Perform the following steps:

1. First of all, you need to create a virtual machine that will assume the role of SCVMM
Server. You need Windows 2008 R2 virtual machine, with these parameters:

Q

=]

Recommended virtual hardware resources, that is, two vCPUs, 4 GB of RAM,
and 50 GB of hard disk

vmctxscv0l as the hosthame
192.168.1.90 as the IP address
Join it to the ctxlab. local domain before configuring any software role

You need to create a SQL Server database, or reuse an existing one, on a
SQL Server database machine; as explained earlier, you cannot use SQL
Server Express because it's not supported by SCYMM 2012

During SCVMM setup, install the VMM Server and VMM Console roles

2. 0On the XenDesktop Controller machine, with vmctxddc01 as hostname and
192.168.1.60 as IP address, install the VMM Console role.

3. After you've installed the second console, you can attach your hypervisor under
SCVMM. Depending on your platform, add the following:

[m]

[m]

[m]

[m]

Server address in case of XenServer host

Server address in case of Hyper-V standalone host

Virtual address in case of Hyper-V failover cluster implementation
VirtualCenter address in case of VMware vSphere hypervisor

[ At the time of this writing, SCVMM 2012 does not support ]
V4 .

version 5 of VMware vSphere.

4. On XenDesktop Contoller, run Desktop Studio MMC and configure interfacing
between XenDesktop DDC and your hypervisor host, as explained in this chapter.
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Master Image
Configuration and
Tuning

In this chapter we will cover:

» Installing Citrix Profile Management
» Configuring virtual desktop policies
» Configuring Active Directory policies

» Optimizing the desktop experience

Introduction

In the previous two chapters, we installed and configured important VDI infrastructural
components such as database servers, XenDesktop components, and hypervisor servers for
virtual machine creation and provisioning. Now it's time to put aside this class of elements for
a while, and concentrate our activities on desktop client components.

End users will interact only with Windows Desktop machines, and not with architectural
components shown earlier, so you have to apply particular care to the configuration process of
the virtual desktops, in terms of optimization and tuning.

In order to obtain a high-level user experience, without losing agility, performance, and
security, most of your activities on clients will be on policy application and optimization.

To do so, in this chapter we'll configure policies at three different levels, Citrix Profile Manager
policies, Active Directory policies, and VM base image policies.
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Installing Citrix Profile Management

Citrix Profile Management, also known as Citrix User Profile Manager, is a software suite that
a system administrator can use as an alternative to other profile management techniques.
With this software, you're able to centrally manage user profiles, applying particular policies
configured under your Active Directory domain to them.

Getting ready

To permit Profile Manager to work correctly, you need to have a centralized and shared store,
usually implemented on a file server, with SMB or CIFS protocols. The first part of the recipe
explains a procedure to install a file server role on a Windows 2008 R2 operating system.

How to do it...

In the following steps, the process of implementing the Citrix Profile Management software will
be explained:

1. Click on the Server Manager icon on the Windows taskbar (or as an alternative, click
on Start | Run and type in ServerManager .msc); on the opened windows, click on
the Add Roles link.

2. After clicking on Next on the welcome screen, check the File Services checkbox from
the Roles list, and then click on Next twice.

Add Roles Wizard [x]

Select one or more roles ba install an this server.

Roles: Description:

File: Services [ Active Directory Certificate Services Ll i i vt e g
that help you manage storage, enable

file replication, manage shared

Role Services Active Directory Domain Services (Installed)

Confirmatian [] Active Directary Federation Services folders, ensure fast File searching, and
[] Active Directory Lightweight Directary Services enable access for UNIX client
Progress [7] Active Directory Rights Management Services computers.

[] Application Server
DHCP Server (Installed)
DMS Server (Installed)

|: Fax Server

v iEE

[] Hyper-y

[ Metwark Policy and Access Services

|: Print and Document: Services

|: Remote Desklop Services

[ weh Server (115

[ wWindows Deplayment Services

[ wWindows Server Update Services

Results

IMore about server roles

< Previous | Mext = I Install Cancel

7
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3. Check the File Server and File Server Resource Manager checkboxes; if you have
multiple servers, you can also include the Distributed File System (DFS) replication
topology. Then click on Next:

Select Role Services

Before You Begin Select the rale services to install For File Services:
Server Roles Rale services: Description:
File Services (4] File server Eile Server Resource Manager (FSRM)
[ Distributed Fi enables you ko generate storage
| Distributed Fils System reports, configure quotas, and define
L [ DFS Hamespaces file screening policies,
Storage Monitaring ': DFS Replication
Confirmation
Progress [T] services For Network File System

[] windaws Search Service

Pemlis =l [] windaws Server 2003 File Services
[] 1ndexing Service

[ BranchCache for netwark files

More about role services

< Previous | Mext = I Iristall Cancel

4. Select which volume you want to monitor and include it in reporting activities and
click on Next, as follows:

Configure Storage Usage Monitoring

Before You Begin *fou can monitor the amount of space used on each volume on this computer and generate starage reports
when a volume reaches a specified usage threshold, A usage threshold is a percentage of the total storage
Server Roles ; A b
capacity of a volume, First, select the valumes ywou want ko monitar, Then, For each volume, define the
File Services usage threshold and choose the reports ko generate.

Role Services

Yalumes (NTFS volumes only):

Mame Capacit’ Free Space
Report Options Lacal Disk (1) 49,9 GB 40,6 GB
Confirmation
Progress
Results

—Yolume monitaring options

Yalume capacity: 49,9 GB
‘olume usage threshold: 85
Feeports to generate at the threshald:

Files by Cwuner Report:
Files by File Group Report,

< Previous [ext = Install Cancel |

(7]
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5. Select a location for the Save reports at this location section when saving
generated reports, then check Receive reports by email, and insert a valid
e-mail ID to receive reports as well. This option is not mandatory. After this,

you can click on Next to proceed:

Set Report Options

Before You Begin
Server Roles
File Services

Role Services

Select a location to save the reports that are generated when wolumes reach their threshold values. One
repart is generated each time a volume reaches its threshold, Old reparts will not be overwritten and must be:
manually deleted, You can also choose to receive each report by e-mail,

Save reports at this location:

Skorage Monikaring

Corfitrnation
Progress

Results

I~ Receive reports by e-mail

C:\StorageReparts

Browse, ..

Reeports can be sent ta one or more e-mail addresses. Type each e-mall address where you want to
receive the reports. Use semicolons (;) ko separate multiple addresses.

E-mail addresses:

Farmat: account@domain

An SMTP server must be used for sending the reports by e-mail, Select the SMTP server ta use,

Browse. |

SMTP server:

< Previous I |

[ExE = | Imstall Cancel |

6. On the Confirmation

screen, click on Install to complete the installation procedure,

as shown in the following screenshot:

Befare You Begin

Server Roles

File Services
Role Services

Storage Monitoring

Report Options

Progress

Resulks

Confirm Installation Selections

Toinstall the Following rales, role services, or Features, click Install.

(i} 1 informational message below

{ -[ ) This server might need to be restarted after the installation completes.
~| File Services

File Server
File Server Resource Manager
Yolurnes o monitor:

Name : Local Disk {C:)
Monitoring threshold @ 5%
Report bypes @ Files by Owner Report, Files by File Group Report

Report location Ct\StorageReports

Print, e-mail, or save this information

[dext = | Install I

< Previous Cancel

[
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7. Click on Start | Administrative Tools | File Server Resource Manager to open
the File Server role console, and further proceed with any advanced configuration,

if necessary.

Local Disk (C3)

Q<_>v ﬁ. - Computer ~ Local Disk (C5) ~

Organize ¥ 5 Open Indudein library +

Mama *

@ Internet Explorer

C

(2J DHCP

dha

J'gﬁ File Server Resource Manager

3 All Programs

Share with v New folde

Administrator

Documents

Computer

Network

Control Panel

Devices and Printers

Help and Support

I Search programs and files

oo | B &5

Remote Desktop Services 3
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Data Sources (ODBC)

DHCP

DNS

Ewent Viewer

nanement
Manages directory quotas and file screes
ISCSI Initiator
Local Security Policy
Performance Monitor

Security Configuration Wizard

Group Policy

&b Bl pe S DB wRJIUE B 81&

B B @

Server Manager

T Services

'3z Share and Storage Management

\_® Storage Explorer

System Configuration

® Task Scheduler

@ Windows Firewall with Advanced Security
|;] Windows Memory Diagnostic

E Windows PowerShel Modules

@ Windows Server Backup

8. The console will allow you to perform operations such as quota assignment or
reporting activities management:

Eq,— File Server Resource Manager

File Action View Help

150X

= [

@

=

Name

| Actions

Quota Management
% Quotas
5| Quota Templates
= File Screening Management
Storage Reports Management
=i Classification Management
% File Management Tasks

Quota Management
;gFiIe Screening Management
ﬁstorage Reports Management
éﬁclassiﬁmﬁon Management
|4 File Management Tasks

Connect to Anot...
Configure Optio...
View

|i= ExportList...

E Help

(77}
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You can find more information on the Windows 2008 R2 File

Server role at http://technet .microsoft.com/library/
’ dd463985%28WS.10%29.aspx.

9. Connecttowww.citrix.com/MyCitrix using your personal Citrix account, click
on the Downloads tab, apply filters for the XenDesktop 5.6 product, then click
on Profile Management 4.1 under the Components section. After this, you can
download your . zip archive.

© Components Hide Downloads
XenDesktop 5.6

m

XenDesktop Collector 1.0 NEW!

E  Profile Management 4.1 Windows

10. Extract the downloaded archive on the master image template machine, and
run the required setup based on your machine platform (64 bit or 32 bit),
profilemgt4.1.0 x64.msiorprofilemgt4.1.0 x86.msi.

11. On the welcome screen, click on Next to proceed, as follows:

5 Citrix Profile management Setup EI_Iﬂ—hJ

Welcome to the Citrix Profile
management Setup Wizard

The Setup Wizard will install Citrix Profile management on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard,

CITRIX'

ack [ oNext | Cancel

[
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http://technet.microsoft.com/library/dd463985%28WS.10%29.aspx
http://www.citrix.com/MyCitrix
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12. Accept the end user license agreement, and click on Next, as shown in the
following screenshot:

5 Citrix Profile management Setup [EI_IéJ

End-User License Agreement . b
Please read the following license agreement carefully crrk!x

CITRIX® LICENSE AGREEMENT -

Use of this component is subject to the Citrix license covering the specific
edition of the Citrix product(s) with which you will be using this component.
Entitlement to this component is based on Subscription Advantage eligibility
requirements. This component is only hicensed for use with specific editions
of specific Citrix product(s).

m

If the component is Profile management (“Pm™) for XenApp (Enterprise or
Platitum editions), you may install Pm on the product servers and you have

the option to install Pm on the product client devices for the respective users
(including prior versions going back to Presentation Server 4.3, Feature Pack 3 ~

[¥1i accept the terms in the License Agreement!

Print ] [ Back ” Mext ] I Cancel

13. Select a path where you want to install the software. You can use the default path, as
shown in the following screenshot:

4 Citrix Profile management Setup il lil_léj

Destination Folder o "
Click Mext to install to the default folder or dick Change to choose another CITR!X

Install Citrix Profile management to:

|C: ‘\Program Files\Citrix\User Profile Manager',

Back ][ Mext ] I Cancel
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14. Click on Install (administrative privileges needed) to complete the
installation procedure.

15. Click on Finish to close the setup wizard.

16. Restart the machine after the installation is complete. Select Yes or No depending on
whether you want to restart after installation or not.

17. After restarting, in the Services console of your client operating system, you can find
a new service created for your machine, Citrix Profile Management, as shown in the
following screenshot:

_iCitrix Profile Management Manages user personalization settings

Citrix Profile Manager has the responsibility of managing the logon and logoff phase of

user profiles and maintaining user data in a consistent status. The way it works is similar to
Windows roaming profile techniques. In this case, moreover, you've got the ability to avoid
some common problems of roaming profiles (such as overriding profile resources when
accessing them from multiple points of access; for example, different virtual or physical
desktops). The way it works is quite simple; profiles are saved to a centralized user store; then,
for every logon phase, data is copied locally on the machine, and for the logoff phase, every
change made to user data or registry keys is synchronized and copied to the central store.

There's more...

Citrix Profile Manager is configured to point to the default location for user profiles folders.
This means that it will always perform read and write activities starting from the C: disk
path. This can be correct in many cases, except for a situation where you have decided

to implement the personal vDisk technology as a profile store location. As explained later

in this book, the personal vDisk mode uses, by default, a drive letter different from C:, in
order to differentiate the operating system volume from the user data disk. So, in this case,
you could have an error while trying to retrieve data or simply operating on your profile. To
avoid this problem, you have to modify a registry key on the client template machine; it's
located at HKLM\Software\Citrix\personal vDisk\Config, the key's name is
EnableUserProfileRedirection, and the value to assign to it is 0.

(&)
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1
~ Please refer to this registry modification when you install personal
vDisk later in this book.

» The Implementing profile architecture recipe in Chapter 4, User Experience - Planning
and Configuring

Configuring virtual desktop policies

After you've completed the installation procedures for the profile management client, it's time
to configure the policies for your Active Directory domain that will be applied to the virtual
desktop clients.

Getting ready

To configure the specific domain policies for the VDI environment, you need to have elevated
permissions, and you also have to be able to propagate them to the client that will be used
as the master image template. You have to apply this custom configuration only to the
Organizational Unit (OU) containing the machines belonging to the VDI architecture.

How to do it...

The following are the required steps to configure the Citrix Profile Manager policies, which will
be applied to the virtual desktop machines:

1. Log into your domain controller server(s), then copy and extract the Profile
Management ZIP archive.

1
~ As an alternative, you can install Group Policy Management Console
on any Windows 2008 R2 server to manage the domain policies.

2. Click on Start, then type in the following command to access the Group Policy
Management Console:

gpmc.msc
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3. Expand the Forest: escape.local tree, the Domains tree, and then right-click on the
domain name of your organization and select New Organizational Unit to create a
container for including all Windows desktop clients; assign it a name.

= Group Policy Management

|54 File  Action  Wiew Window Help

e A sl EREREN 7 15

;-;’I Group Policy Management escape.local
= 5\:\‘ Forest: escape.local

Linked Group Policy Objects

B & [10mains
Sh==]

1
»
j

Create a GPO in this domain, and Link it here. ..
Link am Existing GPO. ..
Block Inheritance

Bl

Group Policy Modeling Wizard, ..

tional Linit

Y Group Polics  Search,.,
= Group Palicy Change Domain Contraller . ..
Remaowve
Active Directory Users and Computers, .,

e 3
Mew ‘Window from Here

Refresh

Properties

Help

4. Right-click on the created organizational unit, and select Create a GPO in this
domain, and Link it here...; in this way, we're starting to link Citrix policies to
Active Directory.

= Group Policy Management

e ) - )
| & File Action  Wiew Window  Help

L A EIENEREN =

;'E. Group Policy Management escape.local
=] ﬁ Forest: escape.local
[ [ &5 Domains

Linked Group Policy Objects

Link Order_~ |
Defaul: Domain Policy 1

G
125

'Cin

ain, and Link it hete. ..

T ‘
5 ¢ Link an Existing GPO. .,
'?, y  Block Inheritance
= L& <
. ;esg Group Policy Modeling Wizard, ..
fl Group P Mew Organizational Unit

£ GrOUP PE New Window From Here

Delete
Renarne
Refresh

Properties

Help

[
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5. Give this policy a name (for example CTXPMPolicies), select (none) from the
Source Starter GPO drop-down menu, and then click on OK, as shown in the

following screenshot:

New GPO E
Mame:

||:T><PMPc.|icies{

Source Starker GPO:

I[none]

6. Right-click on the policy and select Edit... from the menu, as shown in the

following screenshot:

E Group Policy Management

(ZL File  Action  Wiew Window Help

&= | 5HmIX s

HE

;{I Group Paolicy Management
= 4% Forest: escape.local
= | 55 Domains
= 3 escape.local

F 2] CTawDI
@
= = Domain Conkre
| Default Dc
= Group Policy C
+ WM Filters
]| Starter GPOs

[ Sites
sF% Group Policy Modeling
4 Group Policy Results

CTXPMPolicies

5| Default Domain Policy

Enfarced
v Link Enabled
Save Repart...

Scope | Detailsl Settingsl
Links
Dizplay linksz in thiz location:

T~ followming gites, domaing

ation
CT=vDI

Viesta
Mew \Window from Here

Delete
Rename
Refresh

Help

[}
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7. On the presented console, expand the Computer Configuration tree, then expand the
Policies tree, and right-click on Administrative Templates and select Add/Remove
Templates... from the menu, as shown in the following screenshot:

4 Group Policy Management Editor

File  Action ‘iew Help

¢ =lE = HE

__’ CTePMPolicies [WMESDCO1 . ESCAPE LOCAL] Policy
= i Computer Configuration

= | Palicies
| Software Settings
| Windows Settings
Administrative Tem

| Preferences
= 4% User Configuration Filter Cn
| Palicies Filker Cpkions. ..
| Preferences Re-fpply. Filber
All Tasks »
Help

8. Click on Add..., then locate the Profile Management folder on your DC machine
(earlier copied). Before this step, you will not see any kind of information in the
opened Add/Remove Templates snap-in, as follows:

Add/Remove Templates E3 I

Current Policy Templates:

Name | Size | Modified |
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Browse the machine disk where you have previously extracted the Citrix Profile
Manager ZIP archive, navigate to the GPO_Templates directory, select your

configured policy language (in our case, the en folder, English language), and finally
select the ctxprofile4.1.0.adm file, as shown in the following screenshot:

B Policy Templates

= Recent Flaces

= Libraries
3 Documents
J Music
=/ Pictures

 videos
1M Computer

*?I_l Metwork,

(|

(‘;(_.)v I j [‘al I Search en ¥=)
Organize *  Mew folder g E:l 0
¢ Favorites MName ~ | Date madified I Type |
B Desktop AD
g Downloads

File name: | coprofiled Liadm

j IPUIi:yTempIates j
gpen |

Cancel |

10. Click on Close to complete this step.
11. Expand the trees Computer Configuration | Policies | Administrative Templates |
Classic Administrative Templates (ADM) | Citrix. Within this level, you can find all
the configurable options about the imported Citrix policies, as follows:

.’ Group Policy Management Editor

File  Action  View Help

[ (O] x]

€3 FE|=Emly

_f CT¥PMPolicies [¥MKEDCOL.ESCAPE.LOCAL] Palicy
[= i Computer Configuration
= ] Policies
" Software Settings
Windows Settings
Administrative Templates: Palicy definitions (o
~ Cortrol Panel
| Metwork,
| Printers
| System
| Windows Components
| Classic Admiristrative Termplates (ADM)

Mm@

e Y )

0 & ®

ement
| Profile handling
| Advanced ssttings
| Log settings
_| Renqiskry

| File system

Streamed user profiles
| Cross-Platform Settings
1 All Settings

0l

=l B Profile Management

Select an item to view its description.

Setking

_ Prafile handling

| Advanced settings

3| Log settings

; Registry

| File: system

| Streamed user profiles

| Cross-Platform Settings
|| Enable Profile management
Processed groups
Process logons of local administratars

Path to user store
Active write back
|i2] Offfine profile support

Extended /4 Standard /

|6 setting(s)

Chapter 3
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Policies loaded in the previous recipe work in the same way as normal Active Directory
policies. For this reason, you have to configure them, modifying their default configuration
(the default state is "Not Configured") to the Enabled or Disabled state. The following is a
list of all of the policies sections, with the explanation of the most important among them:

» Profile Management

o Enable profile management (Enabled): Enabling this policy will activate the
processing of the logon and logoff phases by the Citrix Profile Manager.

o Path to user store (Enabled): You must enable this policy to be able to
specify the centralized folder on the file server where you want to store the
profiles. By enabling this policy you have to specify the right network path.

o Active write back (Enabled): By enabling this policy, synchronization
between a desktop and a user store (only for user data and not for registry
keys) will be performed during an active session, before the logoff action.

o Offline profile support (Enabled): Enabling this policy will permit users to
work offline as well, without any kind of network connection.

» Profile handling

o Local profile conflict handling (Enabled): In order to respect the default
Profile Management concepts (the only profiles used are domain profiles),
you should configure this policy to delete local profiles, in order to substitute
any nondomain resources with information stored on central profile
manager.

» Advanced settings

o Number of retries when accessing locked files (Enabled): This policy has a
default value of five retries when accessing locked files. After being enabled,
you can re-use this parameter.

» Log settings
o Enable logging (Disabled): With this, only errors will be logged; if you want to

activate the debug mode to log activities in a verbose mode, you can decide
to enable the policy.

o Log Settings (Enabled): Enable this policy and select what you want
to log in a more detailed way. You can select the options shown in the
following screenshot:
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Define events or actions which Profile management logs in depth:
[~ Camman warmings
[~ Caormrnon information
[ File system notifications
[ File systern actions
[~ Registry actions
[ Registry differences at logaff
[ Active Directory actions
™ Palicy walues at logan and lagoff
[~ Lagon
[ Lagoff
[ Persanalized user infarmation
o Maximum size of the log file (Enabled): The default value for the log file size
is 1 MB. Define a preferred value in bytes after which the current log will be
rotated in a BAK file, and a new active log file will be generated.
o Path to log file (Enabled): Specify this location, if possible, using a
centralized location, as we did for the user profile store.
» Registry
o Exclusion list: Depending on your requirements, you can specify a set of
registry keys to exclude during synchronization activities. So, any changes
made to these values will be discarded and not sent to the user profile store.
o Inclusion list: If you specify keys in this policy, they will be synchronized

during the logoff phase.

» File system

Q

Exclusion list - files (Enabled): Specify the files that you don't want, and
they will be saved in the profile store after logoff.

Exclusion list - directories (Enabled): Specify the folders that you don't
want, and they will be saved in the profile store after logoff.

» Streamed user profiles

Q

Profile streaming (Enabled): With this policy enabled, profile synchronization
activates caching on the local computer only when files and folders are
accessed; for registry keys, synchronization is in real time.
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There's more...

The logging activities are, in many cases, the only way to understand what has happened on a
computer. We've seen how to enable them from the Group Policy snap-in; as an alternative it's
possible to enable the log creation from the Citrix Profile Manager configuration file. After you've
installed it on the client's machine, you have to go to its installation path, and double-click on
the UPMPolicyDefaults_V2Profile_all.ini file. Now you can enable the logs for the desired area
by assigning it the value of 1, as shown in the following screenshot:

; Log settings

;
LoggingEnabled=1
LogLevelwarnings=1
LogLevelInformation=1
LogLevelFilesystemNotification=1
LogLevelFilesystemactions=1
LogLevelRegistryactions=1
LogLevelRegistryDifference=0
LogLevelActiveDirectoryActions=0
LogLevelPolicyuserLogon=1
LogLevelLogon=1

LogLevelLogoff=1
LogLeveluserName=1
MaxlLogsize=1000000000|
PathToLogFile=C: \UPM_Logs

The logs also need to be examined; Citrix helps us in giving the possibility to download a free
tool to locate and analyze the UPM logs; this tool is called UPM Log Parser, and it can be
downloaded from http://support.citrix.com/article/CTX123005. Once you've
extracted the ZIP archive, you only have to run the executable file and import the logs that you
want to analyze.

[ Citrix UPM Log Parser = (——)

Computer with Citric Profile Manager  FTEEE] ¢ -)_)
Open Log File

Event details

| - Emors
B Service Start/Stop
B Logoff
B Logon

About...

(e
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Configuring Active Directory policies

Now that we have configured the entire Citrix User Profile Management component (both
installation and policies confirmation activities), it's time to configure general Active Directory
policies for the virtual desktop images, in order to tune and standardize Windows-deployed
operating systems.

Getting ready

The modification activities of the desktop optimization policies only involve the Windows
client machine and the domain which it has joined. So you will need domain administrative
credentials, in order to be able to modify the necessary policies, and to force their application
on the involved clients.

How to do it...

In this recipe we will explain the procedure to configure the Active Directory domain policies,
which will be used by the virtual desktop together with the previously configured Profile
Manager policies:

1. Login to one of your domain controller servers, then click on Start, and then type in
the following command:
gpmc .msc

2. Onthe same OU created for user profile policies, right-click on its name and select
Create a GPO on this domain, and Link it here....

3. Assign this policy a name, as seen in the first recipe of this chapter, then click on OK.

4. After you've created the new policy, right-click on it and select Edit....

5. Configure the policies as follows:

o Go to Computer Configuration | Policies | Administrative Templates
| Windows Components | Windows Update, and set the Configure
Automatic Updates policy to the Disabled state, then click on OK.

o Go to Computer Configuration | Policies | Administrative Templates
| System | System Restore, and configure Turn off System Restore as
Enabled. After this, click on OK.

o Go to User Configuration | Policies | Administrative Templates | Control
Panel | Personalization, and enable the screensaver by configuring the
Enable Screen Saver policy as Enabled by default. After this, click on
OK to continue.
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o Inthe same section, configure Prevent Changing Screen Saver as Enabled,
configure Password Protect Screen Saver as Enabled, and assignh a
numeric value, in seconds, to the Screen Saver Timeout policy after setting
it to Enabled.

6. After completing the main Active Directory policy configuration, log on to your
Windows 7 machine base image, click on Start, and run the cmd command to open a
prompt shell.

7. Inthe shell, run the following command to force the application of those policies
configured earlier for the client:

gpupdate /force

[&+.] Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811]
Copyright <(c>» 208? Microsoft Corporation. All rights reserved.

C:=sUserssAdministrator>gpupdate ~force
Updating Policwy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:sUserssAdministrator>_

The use of Windows Active Directory policies is due to the necessity to standardize, as much
as possible, the Windows image template to deploy to the end users. For this reason, we've
disabled Windows Update on the first applied policy; the required updates will be propagated
only once to the base image, and the entire set of assigned desktops will be updated every
time they will be generated from the source machine. A security plus to this policy is given

by using a Windows Server Update Services (WSUS) server, a centralized Windows Update
server manager. This is the only point of contact to the public network, which covers the
updates' propagation task in your local area network (LAN).

5]
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Moreover, we've also blocked screensaver customization and system restore points;
so the user will be subject to a predefined configuration, in most cases optimized for
the company's requirements.

» The Managing Active Directory accounts - AD identity cmdlets recipe in Chapter 9,
Working with XenDesktop PowerShell

Optimizing the desktop experience

Windows operating systems, starting from the Vista version in particular, offer the users a lot
of graphical enhancements to better appreciate their potential and usability. In a complex VDI
architecture, we need to be careful about both of these aspects, as shown in the previous
recipe. Consider that the customization process can vary depending on the configured
environment; anyway, the steps implemented in this recipe can be generally applied without
specific issues.

You can also refer to the following official Microsoft link to optimize a

Microsoft Windows 7 installation:
e

http://windows.microsoft.com/en-US/windows7/
Optimize-Windows-7-for-better-performance

Getting ready

This recipe involves the only Windows client machine; in order to be able to operate all the
modifications to the services, the graphical appearance, and the system configuration, you
need to use domain or local administrative credentials.

How to do it...

In this recipe, we will execute a set of operations useful for optimizing the Windows 7 virtual
desktops, in order to have a better user experience:

1. Log in to your Windows 7 base image template with administrative credentials.

s
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2. Click on Start and type in the services.msc command; the Windows Services
snap-in will be opened, as follows:

_ elle =

| Eile | Action View Help

@2 |EH = HmE

i Services (Local) . Services (Local)

Select an item to view its description. | Mame ‘ Status Startup Type Lo *

{D;Artive)(lnsta\ler (AxdnstSV) Manual LD!E!
. Adaptive Brightness Manual Lo:_._i
-J.;’;Appllr_atlon Experience Started Manual Lo
Q;Appli(atinn Identity Manual Lo
Q;Application Information Manual Lo
5 Application Layer Gateway Service Manual Lo
{Q;Appli(atinn Mat}gement Manual Lo
\,’.‘.EBa(kground Intelligent Transfer Service Started Manual Lo
-S.;‘;Base Filtering Engine Started Automatic Lo
15 BitLocker Drive Encryption Service Manual Lo
{,('EBlock Level Backup Engine Service Manual Lo
£ Bluetooth Support Service Manual Lo
Q;Bran(hCa(hE Manual Ne
‘5. Certificate Propagation Started Manual Lo

3. From the Services (Local) list, search for Background Intelligent Transfer Service:

-.S(-_’;Application Layer Gateway Service Manual
£k Application Management Manual
'-u.'.:::? Background ]ntelligeri*Trcmsfer Service Started Manual

£ Base Filtering Engine Started Automatic

4. Right-click on the name service, and select Properties from the menu.

5. From the Startup type drop-down list, select Disabled as the default state, then click
on Stop if the service is running. After completing, click on OK to exit from this screen.

[
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General | Log On | Recovery | Dependencies

Service name: BITS
Display name: Background Inteligent Transfer Service

Transfers files in the background using idle networkc .

Description:
esciption bandwidth. f the service is disabled, then any

=

Path to executable:
CWindows'\System 32 svchost exe 4 netsves

Startup type: | Disabled e

Help me corfigure service startup options.

Service status:  Started

Start St_opl: Pause Resume

“fou can specify the start parameters that apphy when you start the service
from here.

[ ok ][ canced |[ soply

Background Intelligent Transfer Service Properties (Local Cormputer) @

6. Repeat steps 4 and 5 to disable the following services:

Q

Q

Q

Desktop Windows Manager Session Manager
HomeGroup Listener

HomeGroup Provider

Windows Search

Security Center

SuperFetch

Windows Defender

Windows Media Player Network Sharing Service

Chapter 3

7. Click on Start and run the cmd command to open a prompt shell, then run the
following command required to disable Windows' animation at boot time, in order to
perform a faster machine startup:

bcdedit /set bootux disabled

55}
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8. Click on Start | Control Panel, and click on the System icon; then click on Advanced

system settings from the left-hand side menu, as follows:

@\;,.vLH » Control Panel » System and Security » System + [ ## ][ Search Control Panel

Control Panel Home . o~ .
View basic information about your computer

%) Device Manager Windows edition
F) Remote settings Windows 7 Professional
Byl System protection Copyright © 2008 Microsoft Corparation. All rights reserved.

‘E‘:;' Advanced system settings

L

m

9. Select the Advanced tab and click on the Settings... button in the Performance

section, as shown in the following screenshot:

System Properties @

| Computer Name | Hardware | Advanced |Sy5tem Protection I Hemote|

‘You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memory usage, and virtual memony

User Profiles
Desktop settings related to your logon

Startup and Recovery
Systemn startup, system failure, and debugging information

Enviropment Variables...

=
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10. Select the Advanced tab and click on the Change... button in the Virtual memory
section, as shown in the following screenshot:

Performance Options @

Visual Effects | Advanced | Data Execution Prevenﬁonl

Processor scheduling

Choose how to allocate processor resources,

Adjust for best performance of:

_ Background services

Virtual memory

A paging file is an area on the hard disk that Windows uses as
if it were RAM,

Total paging file size for all drives: 1024 MB

1=l

[ OK ][ Cancel ] \pply

11. Remove the check from Automatically manage paging file size for all drives, then
select the Custom size radio button, and enter the same value for both textboxes.

[s5]-
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12. After this, click on Set, and then click on OK, as follows:

Virtual Memory

=5

[ ] Automatically manage paging file size for all drives
Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)

Selected drive: C:

Space available: 15512 MB
@) Custom size:

Initial size (ME): 2043

Maximum size (ME): 2048

() System managed size

() No paging file §et
Total paging file size for all drives

Minimum allowed: 16 MB

Recommended: 1534 MB

Currently allocated: 1024 MB

oK l l Cancel

Al

~ It's typical to assign to the swap memory area, a size equal to
double the machine memory (1 GB of RAM = 2 GB of swap size).

13. After the amount of swap has been modified, you need to restart your machine, in
order to make the changes available.
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To reduce the usual time needed by Windows 7 machines to boot and start up all services,
we've turned off a part of them, which are considered not necessary for the normal
functionality of this operating system in a VDI environment; so, after disabling the animation
presented at boot time (with a time reduction of approximately 20 percent), we have reduced
the impact on the network by disabling services such as Background Intelligent Transfer
Services (BITS, used to automatically download programs or information with software such
as Windows Update or Windows Live), and impact on the virtual machine's CPU and memory
usage (we've disabled Desktop Window Manager Session Manager, the Desktop Windows
Manager (DWM) service, which manages, for example, the Windows Aero graphical user
interface). In this second case (CPU/RAM resources), we have also reduced the service's
impact on the system by disabling indexing (Windows Search, not required in a nonpersistent
VDI environment), operating system's long term performance optimizer (Superfetch service),
system protection (Security Center and Windows Defender, substituted by system protection
software better integrated with VDI that we're going to explain throughout this book), and
unnecessary multimedia components (Windows Media Player Network Sharing Center). The
last performed operation is the assignment of a single value (for both minimum and maximum
size parameters) for the swap area memory size.

M Disable the Windows Search (indexing) service only in the presence of
Q nonpersistent virtual desktops; in any other case, you should maintain
it as active to avoid general content search issues.

Chapter 3 XenDesktop lab

In this laboratory, we will create a Windows 2008 R2 machine to configure and use as a file
server where you want to store the centralized profiles under Citrix UPM. Then we'll configure
Citrix and Windows native policies, in order to use the centralized profile management

and to optimize the performance for the deployed Windows clients, both for PVS and MCS
architectures. Perform the following steps:

1. Create a Windows 2008 R2 virtual machine on a supported hypervisor, with the
following parameters:

o Recommended virtual hardware resources, that is, two vCPUs, 4 GB RAM, 40
GB hard disk for system disk (C:), and at least 50 GB hard disk for file server
volume (assigned driver letter, F:)

o vmctxdfs01l as the hostname
o 192.168.1.55 asthe IP address

o Joinittothe ctxlab.local domain, before configuring any software role

o7}
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o For File Services installed role, select F: as the file server volume.

o Create a directory called Profiles under the default shared volume (F:)
On the domain controller server (vmctxdc01 - 192.168.1.50), copy and install
Citrix Profile Manager policies, then configure them, as follows:

i. Enable Profile Management and configure path to the user store as
\\192.168.1.55\Profiles.

ii. Enable Active Write Back and Offline Profile Support policies.
iii. In case of profile conflict, configure the UPM policy to delete local
profiles.
On the domain controller server (vmctxdc01 - 192.168.1.50), configure Active
Directory policies, as follows:
i. Disable the Automatic Windows Update policy.
ii. Turn off system restore by enabling this policy.
iii. Disable the user capability of changing the default screensaver enabling
the appropriate policy.
Install Windows 7 with a 64-bit version virtual machine, on a supported hypervisor,
with the following parameters:

o Recommended virtual hardware resources, that is, one vCPU, 4 GB RAM,
and 30 GB hard disk

o vmctxtdo2 asthe hostname
o [P address as assigned by DHCP
o Joinittothe ctxlab.local domain before configuring any software role

This Windows 7 client will be used in future laboratories as the
s base template for MCS architecture.

On Windows 7 PVS desktop base image (vimctxtd01l - address assigned by DHCP
server), perform the following operations:

i. Copy Citrix Profile Manager software and install it.
ii. Disable and stop BITS service.
iii. Disable and stop all the known Windows 7 security services.

iv. Assign a locked value of 8 GB as minimum and maximum swap
memory size.

v. Disable Windows 7 animation at startup by using the bcdedit command.

vi. Force policy application using the appropriate command.

5]
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6. On the second Windows 7 client (vinctxtd02 - address assigned by the DHCP
server), perform the following operations:

iv.

vi.

Copy Citrix Profile Manager software and install it.
Disable and stop BITS service.
Disable and stop all the known Windows 7 security services.

Assign a locked value of 8 GB as minimum and maximum swap
memory size.

Disable Windows 7 animation at startup by using the bcdedit command.

Force policy application using the appropriate command.
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User Experience
- Planning and
Configuring

In this chapter we will cover:

» Implementing profile architecture
» Installing Virtual Desktop Agent
» Configuring advanced user experience - HDX 3D Pro

» Configuring Citrix Receiver

Introduction

In Chapter 3, Master Image Configuration and Tuning, we discussed how to optimize the
virtual desktop component in order to optimize and standardize the operating system's base
image, which we're going to deploy in future activities.

Now it's time to configure those components that are nearest to the user perspective, such
as advanced profile techniques, plugin installations, and appearance configuration settings.
These configurations will be more oriented to the tuning and optimization of the user
experience, instead of the operations oriented to the installation and configuration of the
desktop template, as explained in the previous chapter.

This was formerly known as the user experience, that is, the way in which an end user notices
no difference between the use of a standard physical desktop and a virtual desktop deployed
by a VDI architecture.
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Implementing profile architecture

When you've decided to implement a VDI architecture for your company, you've got to take
care about the location where you will be storing all the user's data, such as documents,
projects, and mailbox file data, for example.

So, an important step is deciding what kind of profile architecture you will be implementing for
your organization. With XenDesktop 5.6, you have the capability to choose among three kinds
of profiles - standard local profiles, Microsoft roaming profiles, and the Citrix solution known
as personal vDisk, a new feature implemented in this latest release.

An alternative to Microsoft roaming profiles is using Citrix User Profile
Management, discussed in the Installing Citrix Profile Management
recipe from Chapter 3, Master Image Configuration and Tuning.

Getting ready

To rightly implement any kind of profile architecture, you need to have domain administrative
credentials to be able to operate on the AD user objects. Moreover, it's also necessary to have
an assigned centralized storage (network share and/or SAN) to implement the roaming profile
technique or Citrix personal vDisk technology.

How to do it...

In this recipe, we will configure the users' profiles based on the technologies supported by
Citrix XenDesktop. Perform the following steps:
1. Log in to one of your domain controller servers with domain administrative credentials.

2. Click on Start and run the following command to open the Active Directory Users
and Computers snap-in:

dsa.msc
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3. Right-click on the desired Organizational Unit (OU), and select New | User, as shown

in the following screenshot:

Delegate Control. ..
Find...
All Tasks 3 Contact
X Group
e InetCrgPerson
Refresh msImaging-PSPs
Export List. .. MSMQ Queue Alias
Printer
Properties Lser
Help Shared Folder

4. Populate the fields with the required information (First name, Last name, and User
logon name), then click on Next to proceed, as follows:

T ~ |

J ) Create it escape local/CT:NDI

Initialz; I

First name: ILlser
Laszt name: ITest
Full name: ILIser Test

Uzer lagan name:

IUSEflESd I Fescape.local j
|dzer logon name [pre-windows 2000];

IESE.-'-‘«F'E&

Iusertesl

< Back I Mest » I Cancel
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5. Assign a password to the user, then uncheck all the options shown in the following
screenshot. Click on the Next button after finishing with that.

N ~ |

2 ) Create in:  escape.local/CTHVDI

Pazzword: Iououuuuu

LConfirm password: Iououuuuu

I User must change password at next logon
[ User cannot change password
[ Pazsword never expires

[ Account is disabled

< Back I MHext > I Cancel |

6. On the latest summary screen, click on Finish to create the user account.

You can also configure the profile location on an existing
i user account; you don't have to recreate it from scratch.
The following are the steps to implement profile architecture by using local profiles:

1. Right-click on the created (or already existing) user profile, then select the
Properties choice.
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Select the Profile tab, and verify that no network path has been selected. In this
way, you're going to implement the user profile on the local machine storage. A copy
of the user profile will be created on any machine from which the user will perform
the login operations.

Userk Test Properties [ 7] I

Dial-in | Ervviranment I Sessiohs | Remate contral
Fiemaote Desktop Services Prafile I Perzonal Wirtual Desklop I COM+
General | Address | Account  Profile I Telephones | [rganization | Wember Of

— User profile

Profile path: ||

Logon seript: I

— Home folder

% | ocal path: I
" Connect: I j Tio: I

(1] I Cancel Apply Help

+ When using the standard local profiles, make sure you've implemented
%»‘ a persistent machine instance, otherwise you'll lose any user data.
’ Virtual machine types will be discussed later in this book.
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The following are the steps to implement profile architecture by using roaming profiles:

1. Right-click on the created (or already existing) user profile, then select the
Properties choice.

2. Select the Profile tab, and insert a valid network path (for example, a network share
governed by a file server) where you want to store the user data.

Usert Test Properties [ 2]

Dial-in I Erviranment | Sessions | Remate contral I
Remote Desktop Services Profile I Perzonal Wirtual Desktop I COk+ I
Generall Address | Acocount  Profile |Teleph0nes| Organization | Member Dfl

Uzer profile

Profile path: I\'wmc:txdfsﬂ‘l s profilesy]

Logon script: I

The following is the step to implement profile architecture by using personal vDisk:

1. Inthe following recipes of this chapter, we will discuss installing a Citrix agent on
the client machine; in this procedure, it will also be possible to install another user
profile management option - the Citrix personal vDisk. It is the feature included
in XenDesktop from the 5.6 version. By selecting Yes, enable personal vDisk, it
will be possible to deploy the desired number of virtual desktop instances with the
additional feature of having a virtual disk assigned to every user.

r@ XenDesktop l '*]

Personal vDisk Configuration

Personal vDisk retains the single image management of
pooled and streamed desktops while allowing pecple to
install apps and change their desktop settings.

Enable personal vDisk for Virtual Deskiop Agent?

Ne, den't enable personal vDisk right now
Select this option for standard installation without personal vDisk configuration.
You can configure personal vDisk later if necessary.

@ Yes, enable personal vDisk
Select this option only if you want o create personal vDisk desktops from this master image.
Drive V: is reserved for system use when personal vDisk is enabled. The V: drive will be unavailable
for network mapping and must not be selected for end-user personal vDisk storage in Desktop
Studio. To choose a different drive for system use, see C 4y

he

< Back H MNext » l| Cancel |!I
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In the next recipe, Installing Virtual Desktop Agent, we'll discuss the full
s agent installation procedure, including the personal vDisk technology.

The user profile is the location where all the user data is usually stored. The first and most
common profile is the local profile. With this option, you will have a copy of your user profile
for every device from which you will start a user session. This technique is usable only when
you have deployed static and persistent virtual desktops (this will be explained better later in
this book). In this case, you will not lose your profile data when executing a logoff (persistent
deployment), and with the static machine assignment, you can also avoid the profile's
duplication on different devices, because you will have a one-to-one association between the
user and the assigned machine.

As a second option, we have the Windows roaming profile. This solution is similar to the

Citrix User Profile Manager that we saw earlier in Chapter 3, Master Image Configuration and
Tuning, but with fewer features; also, because of the fact that the Microsoft solution has been
developed in the past, we can consider the Citrix product as an evolution of this technique.
It's based on a centralized store on a network share, where you want to archive all the user
data. This is a way to solve the problem of duplicate information caused by a local profile. In
the end, we have the newly implemented feature for XenDesktop 5.6 - Citrix personal vDisk.
This is a secondary virtual disk created by the hypervisor chosen for your infrastructure, and
assigned to every deployed desktop machine instance associated to only one user; so, in this
case also, we'll have a one-to-one association between the user and its personal vDisk. Citrix
PvD is made up of two components, a hidden volume identified with the v drive letter, which is
a sort of catalog of the applications installed by the user, and a visible volume identified with
the default p drive letter, on which the users can archive their personal data. This last solution
permits you to have a huge reduction of storage occupation, giving more flexibility to the users
about the applications' installations and data modifications without impacting the operating
system's volume.

The following is a table showing the comparison of the pros and cons of every profile method,
with a set of real-world application cases:

Profile Technology Pros Cons Use cases
Local profile Faster than Data duplication with Persistent virtual
centralized profiles multiple desktops desktops, physical
desktops
Roaming profile Centralized profile Slower than local Nonpersistent
location, no profiles (pooled) virtual
duplicated data desktops
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Profile Technology Pros Cons Use cases
Personal vDisk Virtualization of the Backup and restore Non-persistent
user profile space, is a little bit more (Pooled) Virtual
no reason to use difficult than other Desktops
centralized profiles technologies,
to maintain the user performed at the
customization hypervisor level

There's more...

The personal vDisk drive letters can be modified, but they follow two different procedures.
For the user data visible drive (default P), you can modify the assigned letter in the phase of
creation by using Desktop Studio. For the v hidden drive, you have to modify a registry key on
the template virtual machine. The key is located at HKLM\ Software\Citrix\personal
vDisk\Config in your Windows machine registry, and its name is VHDMountPoint. The
only operation to perform is to edit the value of the registry item, specifying the drive letter
that you want to assign.

Please remember that you must perform the v hidden drive letter
modification before creating the personal vDisk inventory and before
’ generating any machine catalog from Desktop Controller!

» The Using Citrix Desktop Director recipe in Chapter 6, Creating and Configuring a
Desktop Environment

Installing Virtual Desktop Agent

After you've chosen the way to implement the profile technology, it's time to allow your
Windows base image to communicate with your XenDesktop infrastructure; you can
accomplish this task by installing Virtual Desktop Agent.
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Getting ready

In order to permit the communication between the virtual machine's base image and Citrix
Desktop Controller, you have to turn off the Windows firewall or permit opening the following
ports and services:

» TCP:80, 1494, 2598, 3389

» UDP: From 16500 t0 16509

» Services: Remote Assistance and Windows Remote Management

How to do it...

In this recipe, the installation process of Virtual Desktop Agent will be explained. Perform the
following steps:

1. Log in to your Windows client template machine, and from the Citrix installation
media run the Autoselect.exe executable file, to launch the XenDesktop setup.

2. Click on the Install Virtual Desktop Agent section, as shown in the following screenshot:

© XenDesktop ——————— M

= | Install XenDesktop

Cannot be installed on this operating system

@ Install Virtual Desktop Agent
...... Install compenents and prerequisites

Extras

Cpticnal extras including Wyse Xenith Manager

Cloze
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3. Accept the licensing agreement and click on Next.

4. Select the Virtual Desktop Agent radio button, and click on Next, as shown in the

following screenshot:

5.

@ XenDesktop .
e, —— o _—

Select the Virtual Desktop Agent you would like to install:

@ Virtual Desktop Agent

Recormmended for most users, including those with RemoteFX-enabled desktops,

A\Vindowes Display Driver Model (WDDM) graphics driver is currently installed on this
computer,

HenDesktop rmust disable it to complete this installation,

Virtual Desktop Agent for HDX 3D Pro

Recommended if the Wirtual Desktop &gent needs access to a graphics processar on the host for 30
rendering,

HD 30 Pro key file:

Erowse

[leed a key file? Visit the following link to download one (2 Wy Citrix account is required);
it citrizcom/downloads

< Back H Mext = ]l Cancel

In the next recipe, Configuring advanced user experience - HDX
s 3D Pro, we'll see how to use and configure the HDX 3D Pro suite.

Select all the components from the list that you want to install; in this step, please
don't enter any Web Interface URL in the Please enter the URL for XenApp delivery
textbox. If you want, you can also change the default install location (C:\Program
Files\Citrix) by clicking on the Change install location... link. After this, click on the
Next button, as follows:
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(&) XenDesktop u—"‘_

Select Components to Install

Virtual Desktop Agent

[#  Citrix Receiver
Installs Citrix Receiver and the Offline Plug-into enable access to XenApp applications.

Install location: C:\Program Files\Citrix Change install location ...

Please enter the URL for XenApp delivery:

[ <Beck |[ Nea> | [ cCance |

Based on your profile policies, you can choose whether you want to use the personal
vDisk technology, as shown in the previous recipe. Then click on the Next button.

Manually enter the FQDN of your controller server, and click on the Check button to
verify that your client can correctly contact XenDesktop Desktop Delivery Controller
(DDC). If all is ok, click on Next to proceed:

(&) XenDesktop LJ-"'-

Controller Location

@ Manually enter controller location(s)

vmcbeddc 1 .chdab local Check

[ () Select from Active Directory L

) Configure at a later time

Use Group Policy or this wizard to specify the controller

< Back H Mext > ]i Cancel
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8. Check all the components presented to you, and click on Next, as shown in the
following screenshot:

@ XenDesktop —

Virtual Desktop Configuration

You must perform the following actions to complete the installation:

il KenDesktop Controller Communications

Enable TCP ports 80, 1494, 2598,

[¥] User Desktop Shadowing
Enable Remote &ssistance and open TCP port 3338,

[¥] Real Time Menitoring

Enable and secure Windows Remote Management service

[7] Use Real-time Transport for Audio
Open UDP ports 16500 through 16509,

Far mare information, please visitthe Citrix knowledge base,

< Back |[ MNext = l| Cancel |

installation, but it's preferable to enable it in order to have a trace of

M Real Time Monitoring is not a fundamental component for your agent
Q your client activities for debug and troubleshooting analysis.

9. On the Summary screen, click on the Install button to complete the entire procedure.

The Virtual Desktop Agent is the client software which connects your client machine with
the XenDesktop infrastructural servers. It gives the users the possibility to choose between
a standard installation (the Virtual Desktop Agent radio button) and an advanced use of
the agent (The Virtual Desktop Agent for HDX 3D Pro radio button); the first option will use
the normal HDX protocol version, using an ICA connection to interact with the centralized
controller servers. In the presence of the Windows Display Driver Model (WDDM) system

driver, the agent setup will try to uninstall it in order to avoid graphical problems with your
desktop instances.
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M When possible, you should uninstall the WDDM driver before the
Q Virtual Desktop Agent installation, especially when interfacing
XenDesktop with a VMware ESX hypervisor host.

The second option (HDX 3D Pro) is particularly useful in the presence of a deployed desktop
used for 3D graphical activities. To use this advanced feature, you have to download your
assigned license file from your MyCitrix account (HDX3D KeyFile.ctx)and insert it during
the installation phase, as shown in the following screenshot:

@ Virtual Desktop Agent for HDX 3D Fro

Recommended if the Wirtual Desktop Agent needs access to a graphics processor on the host for 30
rendering,

HD¥ 30 Pro key file:

Ch\Software\Citrizd\ HDX3D_KeyFile.cx

Meed a key file? Visit the following link to download one {a My Citrix account is required):
hittp:/ A, citrix corndownloads

After this section, the installation procedure continues with the selection of the most
important components for the VDA client, the Virtual Desktop Agent, and the Citrix Receiver.
If you already have a XenApp farm, in this recipe you can also interface your client with the
XenApp server.

An alternative way to install the Citrix Receiver is using Merchandising
s Server, which will be discussed in the next chapter.

Then, the next step requires inserting Desktop Controller's server FQDN and checking its
availability. This is not mandatory in this section (you can also configure it later), but in order
to complete all the required steps, you should insert this information at this time.

There's more...

For those users who prefer to run setup from the command line and not from the
graphical interface, Citrix offers an executable file that can substitute the previously
seen installation procedure.
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This file is named XenDesktopVdaSetup.exe, and you can find it in your XenDesktop
installation media at the location, x86\XenDesktop Setup for 32-bit installations or at the
location, x64\XenDesktop Setup for 64-bit installations. Run it from the command line to
perform the required installation. To see the complete options list for this executable file, run
the following command:

XenDesktopVdaSetup.exe /?

You will receive a pop-up screen with the full list, as follows:

XenDesktop Installation

Installs XenDesktop Virtual Desktop Agent Component -
Options can be (see documentation for further details):

{COMPOMENTS WDA, PLUGINS =
/HELP, H, /7 Shows this dialog

/NOREBOOT Suppress reboot after installation (if needed)

/PASSIVE, /QUIET Do not shew Ul during installation

INOWINRK Do not detect WinRN

/BASEIMAGE Enables Perzonal vDisk support

A SERVER_LOCATION XenApp Server address for Citrix Receiver

JCONTROLLERS List of controllers to register with (FQDNs)

/SITE_GUID XenServer site GUID in AD ¥

So, for example, to install the Virtual Desktop Agent with the personal vDisk enabled,
with both the VDA and Receiver components, without the WDDM driver and with the
specified Citrix Controller address, you have to run from the Windows command line
the following instructions:

XenDesktopVdaSetup.exe /BASEIMAGE /COMPONENTS VDA, PLUGINS /NOCITRIXWDDM
/CONTROLLERS vmctxddcOl.ctxlab.local

» The Configuring the XenDesktop policies recipe in Chapter 8, XenDesktop
Tuning and Security
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Configuring advanced user

experience - HDX 3D Pro

The Citrix HDX is a collection of capabilities offered by XenDesktop, which is based on the
well-known and stable ICA protocol. HDX has to be considered as a set of features oriented to
high performance without losing the resolution quality for both audio and video reproductions.
An evolution of this suite is the HDX 3D Pro, which is more oriented to the 3D graphical and
rendering activities. In this chapter, we're going to discuss further this powerful feature.

Getting ready

Citrix HDX 3D Pro is a component of the Virtual Desktop Agent software, so we only need to
operate on an already implemented setup, only modifying the necessary parameters. For
the HDX Monitor discussed in one of the chapters' section, you have to download it from
http://hdx.citrix.com/hdx-monitor/tech-preview. Obviously, to perform these
configurations, you must choose the HDX 3D Pro agent version during the Virtual Desktop
Agent installation procedure.

The HDX Monitor 2.0 tool can only work with XenDesktop 5.5 and 5.6.
i It's not compatible with any previous versions.

How to do it...

The following steps will explain how to activate and use the HDX 3D Pro technology:

1. Log in to your desktop client machine with administrative credentials.

2. Click on Start and type in the cmd command, in order to launch a command
prompt shell.

3. Go to the Virtual Desktop Agent folder (the default path is C: \Program Files\
Citrix\ICAService).

4. Run the following command to check the HDX 3D Pro configuration:
HDX3DConfigCmdLineX64.exe DISPLAY CURRENT OPTIONS

C:sProgram Files“\Citrix~\ICAService>HDE3IDConfigCmdLined64.exe DISPLAY CURRENT_OFTIONS

DEBUG LOGGING ——> DISABLED

C:xProgram Files“\Citrix~ICAService>
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i Depending on your client architecture, you have to use
% HDX3DConfigCmdLineX64 .exe for 64-bit systems or
o HDX3DConfigCmdLineX86 . exe for 32-bit architectures.

In this recipe we will use the version for the 64-bit systems.

5. Enable the advanced logging for HDX 3D Pro:
HDX3DConfigCmdLineX64.exe DEBUG LOGGING 1

6. Disable the automatic image adjustment by enabling the ENABLE FIXEDQUALITY
parameter, as follows:

HDX3DConfigCmdLineX64.exe ENABLE FIXEDQUALITY 1

7. Force the Windows Aero graphical feature to be disabled; this option is in a disabled
state by default:

HDX3DConfigCmdLineX64.exe MIRROR DRIVER 1

The HDX 3D configuration utility permits you to configure advanced graphical parameters

from the Windows command line. The first operation to perform is checking what configuration
parameters are active on your client machine; this is performed by the command launched in
step 4 in the How to do it... section of this recipe. The use of the DEBUG LOGGING parameter
in the second task, that is, step 5, allows the system administrators to have two different
types of logging. The first is made up of the standard records registered in the Windows Event
Viewer application log; the other is the advanced registration of the system activities in the
Citrix log files, thanks to the use of the specified configuration parameter. The advanced
logging is disabled by default (value equal to 0) to improve performance.

M To make the log comprehension easier, you can download the DebugView
Q Microsoft tool from http://technet . .microsoft.com/en-us/
sysinternals/bb896647.aspxX.

In step 6, we've disabled the automatic image quality adjustment performed by HDX 3D Pro.
In this way, the user is free to decide whether to privilege the quality image rather than the
desktop reactivity time, based on the available network. The level of the desktop appearance
is tunable by the use of a sliding bar in a desktop control panel, which is discussed later in
this book. The last performed configuration, that is, setting the MIRROR_DRIVER parameter
to 1, has disabled the Windows Aero component in order to privilege the desktop streaming
fluency. This parameter is disabled by default, but we've performed it anyway to better root
this concept. The opposite value, "enabled", is equal to 0.
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There's more...

To check the configuration's quality for our desktop images, Citrix offers a free tool called

HDX Monitor, which is an information collector for performance levels configurations such

as normal and 3D graphics, Adobe Flash reproduction, and USB devices mapping. After the
installation procedure (you can decide between online and offline modalities), you only have
to double-click on the generated icon to launch it. On the first screen, you have to specify the
machine for which you want to execute the data collection. You can manually insert its data or
browse your Active Directory domain for the required desktop client.

BB DX Monitor 2.0 =8 EcH D)

Select Target: @ System © Import

CLIENTMACHINE DOMAIN MIE

Settings  About Open | | Close
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After HDX Monitor has established the connection with the specified system, you will receive
back the status of that configuration; this monitor will assign a score to your client, as shown
in the following screenshot:

B8 1D Menitoe 2.0

HDX Settings and Performance

Graphics - Thinwire

v il

, %9 Graphics - Direct 30

= - Metwork

otk slste: Wasting far dals

Audio
: Windows Media Adobe® Flash®
g v
USE Devices Mapped Chent Drves
J,Jn-.--- . v, oo

Scanner
Smart Cards
vIK..o vl s

A system Inform
Printing - E.')s.u 1 Inforr .Jllurl
HDX Index Score: 9,5 out of 10
Alerts Change target Support forum Generate report Expart Settings About

Clicking on a specific section will give you more details about that area. As shown in the
following screenshot, there is a link for filtering the Windows system log as well, in order to
receive specific information about the section we're analyzing (the Event logs link):

B8 HDX Manitor 2.0 (ESPEVMCSETOL)

[E=8 B0 =7

Home | Alerts (* USB Devices

Graphics - Thinwire hame Yahie
Graphics - Direct 3D Status

Virtuzl channel state Ide
Network

Service status Running
Audio

Virtual channel priority Unknown
Windows Media

Ateributes [ WML]

Scanner 1
Smart Cards o
Printing Diagnostics

System Information

USB Redirection Rules

Event logs

Network performance
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This is an extremely useful tool to analyze the quality of your client's configuration at different
levels (media redirection, USB mappings, network usage).

M In order to trace the evolution of your infrastructure, you should
Q periodically use the Generate report feature, which generates
files in the HTML format.

» Chapter 7, Deploying Applications

Configuring Citrix Receiver

Citrix Receiver is the last component to configure for the Virtual Desktop Agent. This plugin,
which will be installed and used within the virtual desktops and/or the user's endpoints, is
the connector used by any device (laptops, smart phones, tablets) to connect with the server's
farms, both XenDesktop and XenApp types, in order to receive the assigned desktops or the
published applications.

Getting ready

No preliminary operations are required to perform the configuration for Citrix Receiver. In fact,
you have already installed all the necessary components to use the Citrix plugin. On the other
side, a XenDesktop-configured server or a XenApp working farm is required to use the plugin
for its main purpose, the interaction with the hosted or streamed applications.

How to do it...

In this recipe, we will explain in detail the operations to perform for configuring the Citrix
Receiver agent:
1. Log in with administrative credentials to the Windows client image template.

2. Right-click on the Receiver icon on the Windows taskbar, and select the Preferences
voice, as shown in the following screenshot:

Online Sessions
Preferences

Help
Exit



http:///

User Experience - Planning and Configuring

3. Inthe User settings section, you can flag both the presented options; these are the
recommended parameters that you should activate for your client:

CitrixReceiver-Preferences EI =] @
© User settings | User settings
| Show advanced Receiver menu iterns
Blugrin status 7] amways prompt ta close active applications on Receiver exit (recommended)
About
Clear saved passwords
If you delete passwords saved at Receiver log on, you are asked for your password
the next time you log on,
Delete Passwords
User seftings Help
CiTRIX
.
[ox (e ][ 2o

4. Select the Plug-in status section and right-click on the Online Plug-in (13.1.0.89)
option, and then select Logon to Refresh Applications for logging in to the
application farm and receiving all the published applications, as shown in the
following screenshot:

Citrix Receiver - Preferences EI = @
Wy s Flug-in status
Flug-in Status
© Plug-in status Offline Plug-in (5.6.0.16) Enabled,
i {Online Plug-in (13 1.0 m Enabh;clw'lth na active
Evnsnssmmsnsamsssmsnsn Logon to Refresh Applications
Log Off Sessions
Reconnect
Disconnect
Change Server
Connection Centy Optians
CITRIX'
»
[ cnel ][ aoon
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5. Select the Change Server option if you want to modify the application server
from which you want to receive the applications. This can be a XenDesktop
or a XenApp server. After entering a valid URL, click on Update, as shown
in the following screenshot:

Citrix Receiver - Change Server @
What is the address of the server hosting your published resources?

Server Address:

http:{{serverapp.ctxlab. locall Citriz PHAgent canfig. <l -

Example: servername (for non-secure connections)
https; {fservername {for secure connections)

Update ]| Cancel

The server vou specify here can be used to remotely configure
Citrix Receiver settings, Cnly specify the address of a trusted
SEFVEr,

IF wou are unsure what ko enter here please consult with vour
Administrator.

6. Inthe Server Options subsection in the Citrix Receiver — Options window, you can
configure Logon Mode to ask for the credentials (Prompt user) or to use the Windows
machine credentials currently in use (Pass-through authentication), as follows:

Logon Mode

Reconnect Options
Frompt user -

Pasi-through authentication

S LT T P R R e e

The advantage of Pass-through authentication is given by the fact that
% you do not need to retype the credentials after the login to the endpoint
i machine; on the other hand, you have to properly configure your entire

desktop environment to avoid security issues.
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7. Inthe Application Display subsection in the Citrix Receiver — Options window, you
can decide to show the published applications in your Start menu and/or on your
desktop, as shown in the following screenshot:

Citrix Receiver - Options @

Start Menu Options
V| Showe applications in Start Menu

Server Options

9 Application Display Additional submenu:

Session Options

Desktop Cptions

Reconnect Options Showe applications on desktap

CiTRIX'

Jol's || Cancel | | Help

8. In the Session Options subsection in the Citrix Receiver — Options window,
you can configure the Windows display size together with the quality level for
the color and the audio.

Configuring the Windows size as full screen will permit XenDesktop to adjust
the resolution equal to the physical client's screen size; otherwise you have to
configure the virtual desktop's resolution with a size equal to or lower than the
physical endpoint.

9. Now that all the configuration steps have been completed, Citrix Receiver is ready to
work with the server farm's components.

In the next chapter, Configuring Additional Architectural Components,
%@‘\ we will discuss about the pre-packaging of Citrix Receiver and the way
’ to deploying it through a centralized Citrix platform.
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Citrix Receiver is a set of features used to receive the applications installed and presented to
the end users, or streamed and published for them. It's made up of two main components,
the offline plugin used with the XenApp server farms to be able to receive the streamed
applications, and the online plugin (a Receiver component also used to receive the hosted
applications and the assigned desktops published under the XenDesktop server farms). After
you've logged in with your domain credentials, you will see your applications published on
your desktop or on your Start menu, if configured as we saw earlier. All the changes made

to your applications, such as new software assigned to your user or a previously existing
application removed from your area, are immediately replied to your running desktop. You can
also customize the appearance and the quality of your applications, in order to privilege the
speed in some situations, or decide to have a higher-quality image with a probable impact on
the general performance. All these features permit having an extremely flexible approach; you
could have a Windows client machine without any installed application, and populate it with
software from other clients and servers, based on the permissions assigned to a user on that
specific application. This could permit you to reduce the operating system's attack surface,
separating the applications from the operating system area, using application packaging
platforms such as Citrix XenApp or Microsoft App-V.

There's more...

When using a remote application published on a XenApp or a XenDesktop server, you should
have a content redirection problem while double-clicking on a file associated to a specific
software; for instance, you could have Microsoft Word published to your virtual desktop and
there may arise a necessity to open a . doc file located on your desktop instance. Without
any further operation on the client, you could probably receive an error about the file path
location. To avoid this problem, you have to perform the following tasks:

1. Modify the registry key, NativeDriveMapping located at HKEY LOCAL MACHINE\
SOFTWARE\Citrix\ICA Client\Engine\Configuration\Advanced\
Modules\ClientDrive (32-bit machines) or located at HKEY LOCAL MACHINE\
SOFTWARE\Wow6432Node\ Citrix\ICA Client\Engine\Configuration\
Advanced\Modules\ClientDrive (64-bit machines), assigning the value of TRUE
to it, as shown in the following screenshot:

ab| hafin d oveSize REG_SZ 2650

ab| b adin d oveSize2 REG_SZ f2500
=1 MativeDrivefapping REG_SZ TRUE
ab| SFRAlowed REG_37 FalSE
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2. Modify the module. ini file located at your Citrix Online plugin installation
path (usually C:\Program Files (x86)\Citrix\Online Plugin\
Configuration). Search for the [ClientDrive] section, and assign the value of
TRUE to the NativeDriveMapping key, as shown in the following screenshot:

wH

¥ Zlient Drive wirtuwal Driver
M
% This wirtual driver is responsible for providing client disk driwve

®% access To supplement the ICA 3.0 driver.
W

e A R A A A R R R R e A L g g g g

[CTientDrive]
Driwvertama
LrivernNamewinla
oriverNamewini2

VDCDM3O. DDL
WDCDM3 0w, DLL
WDCDM3ON. DLL

Maxwindowsize 8650
Maxwindowsize2 62500
MaxRequestsize 1440
MaxRequestsize? 4116
CacheTimeout 600
CacheTimeoutHigh o}
CacheTransfersize 0
Cachebisahle FALSE
Cachewriteallocatepisable FALSE

Disablebrives

FALSE

FALSE

After that is complete, you will receive no more errors while trying to access a file type
redirected to its native application.

» The Configuring the Merchandising Server recipe in Chapter 5, Configuring Additional
Architectural Components

Chapter 4 XenDesktop lab

In this laboratory, we're going to configure the previously created Windows 7 machine with
Virtual Desktop Agent, by following the instructions given in this chapter:

1. Connect to the domain controller server (vinctxdc01 - 192.168.1.50)and create
two new users, as follows:

i. Create a user named userRoaming01, setting it as a roaming profile
with location as \\192.168.1.55\Profiles.

ii. Create a user named userPVDO01, without any remote profile
location configured.
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2. Connect to the Windows 7 machine template dedicated to the PVS infrastructure
(the vimctxtdo1 - address assigned by the DHCP server) and perform the
following operations:

Disable Windows Firewall.

Install the Virtual Desktop Agent with the HDX standard version and
enable the personal vDisk.

Do not select the Citrix Receiver component during the installation
phase.

3. Connect to the Windows 7 machine template dedicated to the MCS infrastructure
(the vimctxtdo02 - address assigned by the DHCP server) and perform the
following operations:

[

vi.

Disable Windows Firewall.

Install the Virtual Desktop Agent with the HDX 3D Pro version and do not
enable the personal vDisk feature.

If there is no possibility of obtaining the HDX 3D Pro
s license file, please skip this step.

Select the installation of all the components (Virtual Desktop Agent and
Citrix Receiver).

Configure the Citrix Receiver to show the published applications only
on the desktop and not in the Start menu; configure Logon Mode as
nonPass-through authentication.

Configure the HDX 3D Pro to have a fluent desktop deployment, referring
to the parameters, ENABLE FIXEDQUALITY and MIRROR DRIVER. Use
only the Windows application log to register the client activities.

Modify the right registry key and the receiver configuration file in order to
avoid the client-to-server content redirection error, while clicking on a file
associated to an application.
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Configuring Additional
Architectural
Components

In this chapter we will cover:

» Configuring the Merchandising Server
» Configuring the Branch Repeater virtual appliance

» Installing and configuring XenDesktop Collector

Introduction

XenDesktop 5.6 has to be considered as a suite made up of a lot of different features,
some of them as an addition to the core architectural software. In this chapter, we're
going to discuss the important features that have the purpose of improving the quality, the
performance, and the manageability of your VDI architecture, such as the Merchandising
Server, the Branch Repeater virtual appliance, and the XenDesktop Collector.
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Configuring the Merchandising Server

In the previous chapter, we've seen why and how to configure the Citrix Receiver plugin; this
is a fundamental component to view and use the applications and the desktops assigned

to a user. It requires an installation on any device that needs access to the online or offline
resources; this could need an ulterior effort in the maintenance tasks such as upgrading
activities. How could you avoid this problem? By the use of the Merchandising Server, a
centralized store for any receiver version (for example, Linux or Windows OS, iOS, and/or
Android devices), you can download the latest version of the client, to be able to have a single
and centralized point of maintenance.

Getting ready

The Citrix Merchandising Server is a virtual appliance developed for the hypervisors such

as Citrix XenServer (a .bz2 template type) and VMware vSphere (an OVF template type).

So you need to download it from your MyCitrix account, and import it to your hypervisor. The
Merchandising Server also needs to interface with a Windows Active Directory domain; so, it
will also require you to have administrative credentials for your company domain.

How to do it...

In this recipe we will deploy and configure the Citrix Merchandising Server virtual appliance.
Perform the following steps to do so:

1. After you've imported the virtual appliance to your hypervisor, connect to the console
of the created virtual machine. You will find a text menu with seven options, as shown
in the following screenshot:

File View ¥YM

NS Q& DR DR

HHREHARRERERHE R RS R R R R R B R R R

Citrix Merchandising Serwver

#
i
#
Network Configuration #
#
#

PRI E LN EE MR

[1]1 Hostname

[z1 1IP

[31 HNetmask

[4] Gateway

[51 Domain Name System
[8]1 Diagnostics

[B]1 Refresh

128



http:///

Chapter 5

2. Select the option, [1] Hostname, to assign a hostname to the virtual appliance.
After completing this, press Enter to confirm.

3. Select the option, [2] 1P, to assign an IP address to the Merchandising Server.
Press Enter to complete the procedure.

4. Assign a net mask by selecting the option, [3] Netmask, and press the Enter
key to proceed.

5. Configure the default gateway by selecting the option, [4] Gateway. After you've
typed the required IP address, press the Enter button.

6. Insert all the required DNS servers information in order to configure a complete name
resolution for the option, [5] Domain Name System. After this, press Enter to
complete this task:

File View VM

0P @ e &

HEgBaEREEEEEREREE R R RSB R R RRS Y
# 4
# Enter IP addresses of DN3S servers ¥
# Leave blank and press enter to guit. #
# 4

EE SRR R

nameserver 1:
nameserver 2:
nameserver 3:

mumain search: ctxlab.local_

7. Selectthe option, [8] Diagnostics, if you want to verify the availability of a
network address by using the ping and tracert commands. This option also
permits you to connect to the appliance terminal, by inserting the required username
and password, as shown in the following screenshot:

File View VM

o @ B2 @

Citrix Merchandising 3erver version Z.2 on UMware Tue Aug 14 18:43:84 UTC ZA1Z2

login: root
Password: _
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8. After completing all the console configuration, you can open a compatible web
browser and type the Merchandising Server administrative address in the form
of protocol://hostname/appliance. So you need to type in a URL, such as
https://merchandising.ctxlab.local/appliance. The default credentials
to log in are root as User Name and C1trix321 as Password, shown as follows:

. Citrix Merchandising Server

UserMame: root

Password: sesssnnnes

9. On the Setup Guide welcome screen, click on the first link, Configure Active
Directory, in order to interface your Merchandising Server with your company
domain, as follows:

Welcome to the Citrix Merchandising Server Administrator Console
The root login to the Citrix Merchandising Server Administrator Console gives you access
Once you complete these tasks you can log back in with your user account name to have

1. Confiqure Active Directory
You must enter your Active Directory server information and perform a sync to load your cq

2 SetPermissions
Grant Auditor permissions to your corporate user account.

3. Log off
Log off of the Administrator Console. Then log back in with your administrator user name
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10. Configure two valid Primary and Back up DC servers, by specifying the domain name
(the Source Name field), checking or unchecking the Secure connection checkbox
(for security reasons you should activate this), and specifying Server Address and
Server Port for both the machines. You also need to specify the username and
password of a domain service user (the Bind DN and Bind Password fields), Base
DN, and the time interval on which you want to synchronize the server with your
Active Directory domain (you can select any of Day, Week, Month, or 3 Months from
the drop-down menu). For this last option, you should consider to activate the syncs
every day. After filling up the fields from every section, click on the Save and sync
button, as follows:

Configure Active Directory Connectivity
AD information is used to import user data, set user permissions, and authenticate user access.

Primary Back up

Source Name:  esecurity.prv

/| Secure connection

Server Address:  172.25.100.3 @
Server Port: | 636
Bind DN:  ct_merchi@esecurity.prv
Bind Password. esssssssssssssss
Base DN:  OU=Utenti OU=MGT,DC=esecurity, DC=prv

Server Sync Schedule: Every?Day v

M To find the correct BASE DN, people can use the ADSI Edit Microsoft tool.
Q You can visit http://technet . .microsoft.com/en-us/library/
cc773354 (v=ws.10) .aspx for more information.

11. On the left-hand side panel, click on the Set Up Guide link to come back to the
previous page, and then select link number two on the welcome screen, Set
Permissions, in order to configure a domain user other than root, to administer
the Merchandising Server.
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12.

13.

14.

15.

16.

17.

In the Search Users textbox insert a valid name of a user belonging to your domain,
then click on Search to proceed, as shown in the following screenshot:

Search Users Citrix EH

User Name

A pop-up box will be presented to you with the found domain user. Select the
corresponding radio button and click on the Edit button to assign a role to this user
(Administrator, Auditor, and None; None is to set no roles for the user). In this case,
you have to assign the Administrator role. Click on the Save button to complete the
procedure, as shown in the following screenshot:

)

Search All Users

Name Role Email User Name

@ Test, Citrix t_citrix

Edit User Permissions

'@ Administrator: This provides plug-in delivery and upload permissions
Auditor: This provides auditing permissions
) None: Sets this user to have no permissions in the console

In the left-hand side menu, click on the Change Root Password link, and assign a
new password for the root user in order to change the default installation parameter.

Log off from the application and log on again using the last configured administrative
user, in the form of domain/username.

You will find a new version in the left-hand side menu, and on the welcome page, you
will have some useful links such as Documentation, Video Links, and a counter for
the new available plugins for your infrastructure (the New Plug-ins available section).
Click on the View New Plug-ins link to proceed with the required operations.

Select the desired plugin by checking its radio button and click on Download Plug-in
to copy it to your local machine. If you want to download all the available plugins to
the Merchandising Server, you have to click on Download All to Server.
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in the left-hand side menu, in order to view the terms and conditions agreement
(the View Readme and View EULA buttons) and/or delete the imported components

(the Delete button).

Uploaded Plug-ins

These plug-ins are now available for delivery.

Hame

‘@ Acceleration Plug-in
Onling Plug-in
Secure Access Plug-in

Self-semvice Plug-in

Self-service Plug-in

Version Platform

55426 Vista Win7 XP

11.2.0.169077 Mac0510.5 MacOS10.6

5.0.1 Wista VistaB4 Win7 Win764 XP
20027090 Win7 Win764 XP XPG4
21032645 Win7 Win764 XP XPG4

19. In the left-hand side menu, in the Deliveries section, click on the Rules link. In
this area, you can create the delivery rules specific to your company, based on

destination targets such as user or computer domain membership, operating system
type, machine name, or IP address range. Populate all the required fields (Name,
Description, Field, Operator, and Value) and click on Save to create the rule, as
shown in the following screenshot:

Rule Create/Edit

MName:

Description:

Field:
Operator:

Value:

Use this screen to create and edit delivery rules.

O5_W7_x64

Windows 7 x64 operating system
delivery rule.

Operating System -
Is -
Windows 7 64 bit > ©
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20. In the left-hand side menu, in the Deliveries section, click on Create/Edit to generate
a delivery action or edit an existing one:

Create a Delivery
Uze these screens to create a new delivery.

1- General

2-Plug-ins 3-Configuration 4-Rules 5-5chedule

Delivery name:

@ (required)

21. Click on the 1 - General tab, and populate the following fields:

u]

[

Delivery name: This decides the name to be assigned to your delivery. This
field is mandatory.

Evaluation order: This decides the priority assigned to a delivery when
distributing it among the users.

Default delivery: This is a checkbox, which when checked, is considered as
the default plugin release technique.

Silent install: You can decide whether to allow users to see and stop the
component installation by selecting the Yes or No radio button.

Check for Updates: In this field, you can specify how many days should pass
before clients contact the Merchandising Server for updates check.

Completion text: You can insert here the message that you want to send to
the users at the end of the component's installation.

Support email address: If you want, you can insert an e-mail address that
refers to a support area. This e-mail will be displayed in the Citrix Receiver
support panel.

Support website: This field is for the possible website support that will
appear in the Citrix Receiver support panel.

Support phone number: This field is for the contact number for the support
shown in the Citrix Receiver support panel.

Only one delivery group can be the default delivery! ]
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22. Click on the 2 - Plug-ins tab, and then click on the Add button to select the quantity
of plugins that you want to assign to this delivery. Please specify the action to be
performed on these components in the destination client as well (Install/Uninstall),
as shown in the following screenshot:

Add Plug-ins to Delivery

Adding plug-ins from below will ensure that any user receiving this delivery will have those plug-ins installed on their system.

ﬁ Action: | Install
Name Platform Version Language  Description Uninstall

s

m

2K3 2K364

Vista VistaBd de en es fr Citrix Receiver (Consumer) includes
Ws08 WS08R2 4241089 jakoru the Self Senvice plug-in and enables
W308_64 Win7 T zh-cn access to hosted applications and
Win764 XP zh-tw desktop, and SingleSignOn.

XPG4

] Online Plug-in

23. The 3 - Configuration tab covers the configuration parameters for Citrix collateral
components, such as Dazzle and StoreFront. You have to enter the information for the
following fields, as they are mandatory:

o The Store configuration field under the Online Plug-in section

o The Hostname(s) or IP Address(s) field under the Acceleration Plug-in
section for the Branch Repeater server

Online Plug-in

Enter configuration information to accompany the Dazzle delivery. Users’ store configurations are updated w|
ane or more application stores.

Open Dazzle for new users when Receiver starts

Store configuration A\ (required)
(Example: Store name;hitps:Mhenapp.citrix. comiCitriyPNAgent/config xmi)

Create a new item

Acceleration Plug-in

Enter the Signaling IP addresses of the Branch Repeaters separated by commas and without spaces. Ifthe

Hostname(s) or IP Address(s) & (required)
(Example: 10.20.30.40 some.domain.com:4433)
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o The Store configuration field under the Online Plug-in security section

o The Allow users to add stores and Allow users to save passwords for PNA
based stores under the Online Plug-in security section

Security: Enable ICA file signature verification [

Security: Prompt user for questionable cedificates [

Security: Enter Trusted Certificate Thumbprints
(Example: e5 d0 ea 68 3f21 90 77 4e 33 05 3cf6 12 205 a1 ba 6fb7)

Create a new item

Store configuration (required)

(Example: Store name;hitps:/istorefront.citrix. comiCitrix/Store/discovery/,on;Store description)

Create a new item

Allow users to add stores Fiy (required)
(Example: Mever (M), Always (A), Secure connections only (S))

Allow users to save passwords for PNA based storesjiyl (required)

(Example: Never (M), Always (A), Secure connections only (S))
Install sson [

Start menu folder

Use legacy FTAicons ]

Reconnect apps on Windows logon [

Reconnect apps when users start or refresh apps
Allow users to change reconnect options

Add Advanced User Menu ltems ) Disabled ©' Enabled(shown by default) @ Enabled(hidden by default)

24. In the 4 - Rules tab, click on the Add button and select one of the previously created
rules. After you've performed the selection, click on Add again to complete the task.

Add Rule to Delivery X
(R Search Rules (s
Name: Description Field Operator | Value
Windows 7 x64 =
: operating ) )
[V OS_W7_x64 S G ETET Operating System Is Win764
rule.
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25. In the last tab for this section, 5 - Schedule, please select Deliver Now or Deliver
Later. If you select Deliver Later, please specify the date and time for the action,
and then click on the Schedule button:

Deliver Now @ Deliver Later

All delivery times are stated in UTC

Date: | 16/08/2012

Time: (7 ‘v AM =

26. After you finish with the delivery configuration, you can choose one among the
following options from the Reporting and Logging section in the left-hand side menu:

o Delivery Reporting: With this option, you can export the reports for the Citrix
packages delivery activities.

o Enable/Disable Logging: For every configured user in the Merchandising
Server, you can decide to enable or disable the logging activities by
flagging the record referring to it. Moreover, you are also able to
activate the system logging.

Associated Name Account Name Enable Logging ) IP Address

Test, Citrix L citrix Are you sure you wantto enable logging
forthe selected user(s)?

o View Log Files: By using this option you will be able to view and download
the client and server log files for troubleshooting and analysis activities.
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27. Once you complete all the configuration tasks, you can test the availability of
your Citrix Receiver by typing its FQDN in your browser's address bar, in the form
of http://hostname.domainname or https://hostname.domainname. A
website will appear, giving you the possibility to manually download the latest
release in your infrastructure of the Citrix Receiver, as follows:

CITRIX' Receiver

Your business apps, desktops and IT services on-demand
from any PC, Mac, tablet or smariphone..

[7] 1 agree to the Terms of Use

4 Download

System Requirements

The Citrix Merchandising Server allows you to make the plugins delivery easier, more
centralized and secure, for both the internal and remote user categories, giving the user

the ability to work with both online and offline plugin types. The virtual appliance is initially
configured to work only with the default administrative user - root. In order to make all the
options available, you have to interface the Merchandising Server with your Active Directory
domain, configuring a primary domain controller and, if possible, also a backup domain
controller. To perform this operation, you need to create a user account in your domain, to
permit the virtual appliance to read your Active Directory and synchronize with it. Once the
domain configuration has been completed, it's time to assign the administrative permission to
one of the domain users; a good solution could be assigning them to your user domain.

With the Merchandising Server, you can archive all the available plugins for the supported
platforms; this is the base for structuring the rules and the deliveries, the ways and the
policies, by which this virtual appliance distributes the agents to all the connection devices. A
rule is made of a set of conditions, which must be satisfied to activate the associated event.
The Merchandising Server offers you a range of categories, such as Operating System, IP
Address Range, and Machine Name; with these choices you can filter the application scope
for a rule.
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After a rule has been created, it can be associated with a delivery, which is the container of
the distribution policies applied to the devices. In this area, you have to configure the priority
assigned to the delivery (which will reflect the distribution priority), the plugins to send to the
PCs or the smart phones, for instance, the configuration information for the components in
the distribution process, such as the Branch Repeater WAN accelerator, the application store
platform known as Dazzle, or the XenApp application repository. In this way, you're linking the
central repository with all the involved infrastructural components, required and optional.

After linking a previously created rule to the delivery, the last step is to configure a valid
schedule time to execute the components' distribution, deletion, and/or upgrade; if you've
correctly planned the deliveries and the rules contained in it, you could have a huge reduction
in the manual and repetitive activities.

There's more...

The Citrix Merchandising Server optionally offers you the possibility to connect with the Citrix
Receiver through an SSL secure channel; to use this kind of connection, you need a certificate
in order to validate the communication established with the server. In the left-hand side panel
of the management area, you have the SSL Certificate Management link; in this section,

you will find a drop-down menu with all the possible activities for certification authority
management, as follows:

» Manage SSL certificates: In this option the server will display the current certificate
configuration. No further operational activities are permitted.

» Generate self-signed certificate: A self-signed certificate is generated by default from
the Merchandising Server, with a validity of 30 days. Selecting this option requires the
certificate regeneration every month. To regenerate after the expiration time period,
you have to populate all the required fields (Common Name, Organization Name,
Organization Unit, Locality Name, State Name, and Country Code).

» Export certificate signing request: With this option, you will generate a request to
obtain an SSL certificate. As previously seen, you have to populate all the required
fields to generate a valid request (Common Name, Organization Name, Organization
Unit, Locality Name, State Name, and Country Code) plus the certificate's Key Size
(2048, 4096, or 8192).

Remember that you have to populate the Common Name textbox with
S the Merchandising Server FQDN for both the generate and export tasks.
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» Import certificate from a certificate authority: In the presence of an already
existing CA architecture, the Merchandising Server gives you the way to import an
SSL certificate located on an external CA server (for instance, a certification authority
based on Microsoft Windows technology). As a mandatory object, you have to load
the public certificate file; optionally, you can insert the intermediate certificates and
the private key files, and populate the last textbox with the private key password.

» Import root certificate: This is an optional operation to perform in case of a
certificate generated by an external certification authority. In this case, you need to
import the root certificate file and insert the alias certificate in order to make the
certificate identification process easier. Both options are mandatory.

See also

» The Publishing the streamed apps with XenApp 6.5 recipe in Chapter 7,
Deploying Applications

Configuring the Branch Repeater virtual

appliance

When we refer to a Citrix architecture, we usually intend a complex infrastructure located
on the same area or building. In some cases, especially in presence of huge organizations,
you could have a central infrastructure used by many remote locations or branch offices.
In this case, the native optimization of the ICA protocol could not be sufficient to have the
performance needed by the remote users to work without having performance issues,
because of the WAN connection. In this scenario, Citrix presents Branch Repeater, which is
a WAN optimizer developed for these kinds of situations. It is in the form of some physical
network devices and a virtual appliance; in this chapter, we're going to discuss about this
second solution.

Getting ready

The Branch Repeater virtual appliance is downloadable from your MyCitrix account as a

single component, or as a part of XenDesktop 5.6 suite's Platinum version. Also in this

case, this element is in the form of a template for XenServer and vSphere hypervisors. After
downloading Branch Repeater, you need to import it into your infrastructure, and assign a
network to both the configured network cards, one connected to the LAN area and the other
pointing to the WAN network. You also need to generate a license file for this platform from the
license portal in your MyCitrix account; you have to assign the required number of licenses to
allow all the users to work from the remote locations. Then you have to import the generated
file in your license server, as shown in the Installing and configuring license server recipe from
Chapter 1, XenDesktop Installation and Configuration.
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To generate a valid license file for the Branch Repeater appliance, you have
to insert the host ID of your license server. You can find this information in
the System Information section of the Administration panel.

How to do it...

In the following steps, we will perform the installation and configuration of the Citrix Branch
Repeater virtual appliance:

1. Mount or extract the Repeater ISO file, select the template version for your
hypervisor (VMware vSphere or Citrix XenServer), and import the template
in your virtual infrastructure.

2. Connect to your hypervisor host and open the console of the imported
virtual appliance.

3. Insert the default administrative credentials (admin/password) in the
command-line interface (CLI) login screen and then press the Enter button.

4. Following the instructions on the screen, type the help command followed by
pressing the Enter key if you want to have the complete CLI command list.

ogin: admin
Password:

itrix Branch Repeater U45 Command Line Interpreter
opyright 2811 Citrix Systems, Inc. All Rights Reserwved.

it <TAB> once for command completion or context-sensitive help.
it <TAB> twice to see a list of all available commands.

se the "help" command to display help for a specific command.
xample: help show config-script

dmin> _

5. Configure the adapter network parameters to make the Web Interface available, by
typing the next command. Press Enter after you've completed the following task:

set adapter apA -ip x.x.x.x -netmask x.x.x.x -gateway x.X.X.X
-vlan [enabled|disabled] -vlan-group [VLAN ID]

You have to populate the indicated fields with a valid IP address,

a netmask, and a default gateway. Optionally, you can enable the
’ v1lan parameter and specify the VLAN ID.
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6.

After you have configured the network interface, run the following command and
press the Enter key, in order to restart the virtual appliance and apply all the
configuration modifications:

restart

After the restart has been successfully completed, verify it by pinging the IP address
assigned to the Branch Repeater network adapter, open a web browser, and type
the URL https://Branch Repeater IP address in the address bar. You will
receive back the web login interface for this virtual appliance.

.
CITR!X 1.500.4CITRIX

S—
Citrix Branch Repeater V45™ Support

e —

User Login

User Name: ‘
Password:

| Login |
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Insert the default credentials used for the CLI environment and click on the
Login button.

In the left-hand side menu, expand the Configuration section and click on the
Licensing link. On the License Server Location tab, click on the Remote radio button
and populate all the required fields with the details of your license server. Then click
on the Apply button, and wait for the time needed to restart the repeater.

License Server Configuration
License Server Location: Local
9/ Remote
Remote License Server Address: licserver.cixlab local
Remote License Server Port: 27000
Model: Citrix Branch RepeaterV4s  ~
Crypto License (from Remote License Server): Reguested
MaxBW Enabler License (from Remote License Server): Requested
| Apply | | Cancel
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Remember that you need to pre-allocate the licenses to your

license server by generating the required file containing the

Branch Repeater licenses.
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10. In the Configuration section in the left-hand side menu, click on the Administrator
Interface link, then select the User Accounts tab and modify the default password
for the admin user. If you want, you can also add additional users.

Administrator Interface: User Accounts

Modify '"Admin’

Add Mew User

Modify
Change:
= rd: Password: seesesesssse
Re-enter: goeesssssee
Type: Admin

11. In the left-hand side menu, click on the Windows Domain option from the
Configuration section; this will open a domain configuration page. Click on the Join
Domain button, and populate the information fields to complete the task. After this,
please click on the Join button, as shown in the following screenshot:

Authentication Required To Join

Domain Name

cixlab.local

Domain User

administrator

Domain Password

Join ] l Cancel
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12. In the Configuration section located in the left-hand side menu, select the

Application Classifiers link; in this section, you are able to view and edit the
application group(s) configured by Citrix, and you can also create new applications
to permit the Branch Repeater to identify them during acceleration activities. Select
an application category from the drop-down list, then click on the Edit button in

the Action column. In the following screenshot, we've selected Citrix Protocols as
Application Group, exploding the ICA application:

Application Classifiers: Edit Application

Name ICA

Description XenApp and XenDeskop Traffic (ICA)

Citrix Protocols

Client-Server

Content Delivery

Custom -

Application Group

Classification Type TCP -

TCP Port | 14534
Range, list or number between 0 and 65535,
examples:

Classification Parameters
1501

1501, 1502,1503
1501-1505,1507

13.

14.

15.

In the Configuration section from the left-hand side menu, click on the Logging/
Monitoring link. In the first tab, Log Options, select a suitable Log Max Size in MB
(default is 1024), the number of displayed lines (default is 30), Max Export Count
Default, and the log category that you want to collect (Log System Records, Log
Adapter Records, Log Flow Records, Log Connection Records, Log Open/Close
Records, Log Text Records, and Log Alert Records).

In the Alert Options tab of the Logging/Monitoring category, you can configure the
monitoring sensor to assign to the configured system groups (Alerted, Logged, and
Disabled), and the percentage threshold levels wherever possible. After configuring
the monitor sensor, click on the Update Alert Message Settings button.

Select the Syslog Server tab in the Logging/Monitoring category if you have got a
syslog server to which you are sending the collected logs; in this case, you have to
check the Send To Syslog Server checkbox, specifying Syslog Server IP and Syslog
Server Port. After completing this, click on Update.
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16. In the Configuration section, click on the Links menu and edit the traffic link
shown in the Link Definition tab. For all of these links, you can configure Name,
Link Type (LAN or WAN), Bandwidth In, and Bandwidth Out, and if necessary you
can implement filter rules by specifying network parameters such as source and
destination IP addresses, or network adapters MAC addresses. After it's completed,

click on the Save button.

Links: Edit Link

Name LAN Link
Link Type LAN -
Bandwidth In 1 gbps -
Bandwidth Out 1 gbps ~
Adapter Src IP Dst IP VLAN
Filter Rules apA.1 An An An

Click on filter rule field to edit

WCCP

Src MAC
Service Group re

Dst MAC

‘ Delete |

| AddRule |

17. In the Monitoring section from the left-hand side menu, click on the Citrix
(ICA/CGP) link. In the ICA Statistics tab you can find the statistics about the
use and the optimization of the ICA protocol. In the same section, by clicking
on Acceleration Graphs Last Minute, you will obtain a real-time graphical
representation of the optimized ICA traffic.

Citrix (ICA/CGP) Monitoring

ICA Connections || ICA Statistics ||Acceleration Graphs Last Minute” Hour | ,TNH Week || Honth|

Auto-refresh OFF:Toaale

Graph Settings: Configure

ICA WAN Send Throughput (Last Minute)
1 bps
0.8 bps -
0.6 bps
0.4 bps -
0.2 bps -
I} bps Lol n b birnc b b b b b b e b
02:54:17 127 157 147 HT 07
Time (s=conds)

ICA LAN Send Throughput (Last Minute)
1 bps -
0.8 bps -
0.6 bps
0.4 bps -
0.2 bps -
@ bps Locvnlon b b b b b b b besa e b
02:54:17 127 157 147 HT 07
Time (s=conds)
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18. You can obtain similar information about the network filesystems or the Outlook MAPI
protocol use by clicking on the left side menu links called Filesystem (CIFS/SMB)
and Outlook (MAPI).

19. Click on the Usage Graph link in the Usage Graph Monitoring section from the
left-hand side menu, to have general traffic information about the WAN and LAN
network usage, with the View Last Minute, Hour, Day, Week, and Month views,
as shown in the following screenshot:

Usage Graph Monitoring
J\-‘iew Last Minute | | Hour| Day ‘ Week || Month |
Auto-refresh OFF: Toaale Popup Graph Graph Settings
| O Accel. Line Usage B fAccel. Data ¥fered O Mon-ficcelerated
WAN Traffic (Last Minute) LAN Traffic (Last Minute)
2 Kbps 2 Kbps
.5 Kbps .5 Kops |
1 Khps 1 Khps [
500 bps SO0 bps [
02:59:22 132 HL =52 02 12 02:59:22 132 HL Ha) 02 1z
Time (s=conds) Time (s=conds)

The Citrix Branch Repeater virtual appliance, also known as Branch Repeater VPX, is a less
expensive and more flexible solution to optimize and improve the WAN connection among
remote locations; the opposite product is the set of physical appliance products by Citrix.

It has been developed to run as a virtual machine under Citrix XenServer and VMware
vSphere; within these two hypervisors, you have two possible scenarios - the first made up

of a set of repeaters equal to the number of remote offices, each of them in communication
with the main Branch Repeater office, and the second scenario constituted by a single Branch
Repeater in the main office, and the peripheral locations linked by the use of a plugin called
Repeater Acceleration. With this second scenario, an SSL VPN connection and the Citrix
Access Gateway are necessary.

146



http:///

Chapter 5

If using two or more virtual appliances, in the common configuration's best practices, you can
choose between two different network topologies, as follows:

» Inline mode: With this modality, you need two network interfaces, which can be
attached to two physical interfaces, or to one physical interface and one virtual
interface, or to two virtual interfaces. This last case is used only for test and
simulation purposes.

» One arm mode (WCCP): In this case as well, you need two network adapters, but one
of them must be directly attached to a router through a physical network card, and
the other must point through a virtual interface to the Branch Repeater VPX.

You can find further details about the network configurations at
L http://support.citrix.com/article/CTX131015.

With the VPX version, the only way to implement an HA configuration is given by the
high availability of the hypervisor system. You can't configure two virtual appliances
in an active/passive clustered configuration.

Once you've installed the virtual appliance, the first operation to perform is its configuration
by the use of the CLI. In this way, you will configure the virtual network adapters (identified
with the name apA.x, where x is a number of configured interfaces) by assigning the network
parameters, such as the IP address or the VLAN ID. After every critical configuration, a
restart is needed in order to make the changes active. Now the web management console
is available, and you can log in with the same username and password used to connect to
the CLI (default admin/password). Once logged in, the first action to perform is interfacing
the Branch Repeater with the license server of your company. Remember that with the
nonexpress version of this product, you must use the standard license server; to use the
internal repeater license platform you need the express version. You have to license the right
version; be careful about the final part of the product name (Vx). The associated number
refers to the speed of the network link in Mbps for which you've bought the licenses (V1, V2,
V10, and V45 are the licenses for a network speed of 1 Mbps, 2 Mbps, 10 Mbps, and 45
Mbps, respectively). After completing this step, it is really important to modify the default
administrative password. Moreover, by joining the Branch Repeater to the company domain,
you'll be able to add users other than the default account.

The latest version of the VPX is loaded with pre-configured applications divided by a

category. Each application has its communication ports already configured, thanks to this
implementation, as the Repeater is able to optimize by default the network use of critical
applications such as Citrix Protocols, Microsoft Exchange, LDAP, or database platforms. You
can also create and insert any missing application. This section is strongly linked to the traffic
shaping policies and the service classes section; for every configured application, you have
the capability of specifying the acceleration policy (disk, memory, or flow control) and the
traffic priority for the specified application. In this way, you have the full control and regulation
over the use of the network by the application's users.
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An important configuration parameter is the available bandwidth

assigned to the WAN and LAN areas. Don't forget to rightly configure
"~ these two values in the links section!

As usual, Citrix offers the logging feature in this case as well. This feature is configurable

to perform troubleshooting activities. In addition to the log size and the areas you are logging
on, you can decide to generate a message alert or an event log for every configured alert
option, such as WAN or LAN loss rate, Out of CPU or Memory resources, and Compression
Error detected.

The point of strength for the Branch Repeater is its great ability in the compression and
deduplication of the network traffic. You can monitor these activities in real time, thanks to
the integrated monitoring platform offered by the Branch Repeater VPX.

There's more...

The Branch Repeater plugin, which is an alternative way of allowing the remote users to
communicate with the Branch Repeater located in the main office, is configurable using two
different approaches, as follows:

» Redirector modality: With this configuration, the plugin transfer traffic is directed to a
server machine by passing it from the user client to the repeater VPX. The accelerator
then transfers the request to the destination server. To enable this mode, you have to
select the Repeater Plug-ins link in the left-hand side menu of the VPX appliance and
select the Redirector radio button. This configuration should be used only when it's
necessary for your infrastructure to use the target appliance as a proxy that redirects
the traffic from the plugin to the destination server and back.

» Transparent modality: With this configuration, you have a situation similar to the
connection between two appliances. So after the plugin has successfully contacted
the VPX, it downloads the acceleration rules, which will be seen to verify whether the
established connection is regulated with the acceleration policies. To enable this
mode, you have to select the Repeater Plug-ins link in the left-hand side menu of the
VPX appliance and select the Transparent radio button. This option should be used
in the presence of a set of pre-configured Branch Repeater appliances, using a pass-
through connection between the client plugin and the destination virtual appliances.
Citrix recommends using this second plugin mode.
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For both the options, you have to specify a private IP address (which will be available only after
you've established the secure VPN connection) and a port in the Signaling IP and Signaling
Port textboxes, as shown in the following screenshot:

Status:

Repeater Plug-In: Signaling Channel Configuration

@ Enabled
State: X
Disabled
signaling IP: 192.168.1.100
Signaling Port: 443
signaling Channel Enabled
Source Filtering: @ Dizabled
@ Redirector
Connection Mode:
Transparent
Enabled
LAN Detection: 9! Disabled
Round Trip Time: | 20 ms
Apply | | Cancel

For the virtual appliance area, only VPX v45 supports the use of
the Repeater plugin for the branch offices. VPX v45 is included
g in XenDesktop Platinum Edition.

See also

» The Configuring the Citrix Access Gateway virtual appliance recipe in Chapter 8,
XenDesktop Tuning and Security

Installing and configuring XenDesktop

Collector

In some situations, even an expert IT system administrator could not be capable of
understanding a problem during the log collection and analysis activities. In this case, the
vendor support could be the only way to solve the problem. Citrix offers the IT professionals
a log collector software, which can directly upload the required information to the support
working team. This is the XenDesktop Collector program.
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Getting ready

Citrix XenDesktop Collector is a part of the XenDesktop 5.6 Feature Pack 1; so, you need
to download it from your MyCitrix account in this specific section. It's a ZIP archive which
contains two setups in the form of an MSI package, for both 32- and 64-bit operating
system versions. You need to connect to your Desktop Controller server with administrative
credentials in order to be able to install this program.

How to do it...

In this recipe, we will configure the Citrix software used to collect the XenDesktop system logs.
Perform the following steps to do so:

1. Extract the Collector archive on your Desktop Controller machine and double-click
on the setup for your operating system version (XDCollector.msi for 32 bit and
XDCollectorx64.msi for 64 bit).

2. On the Welcome screen click on the Next button to proceed, then accept the end
user license terms and click on Next to continue.

3. Select the installation path for the Collector; the default location is C: \Program
Files\Citrix\XenDesktopCollector\. Click on the Next button to proceed.

4. To complete the installation procedure, click on the Install button.

5. After completing the installation, leave the Launch Citrix XenDesktop
Collector checkbox checked and click on the Finish button, as shown in
the following screenshot:

iiéin Citrix XenDesktop Collector Setup =

Completed the Citrix xerDesktop
Collector Setup Wizard

lick the Finish button to exit the Setup Wizard,

¥ Launch Citrix ¥enDeskkop Collackor

Back T Finish Cancel
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6. On the first Collector screen, you can find information about the configured controllers
on which you are operating. If you want to register an error trace during an error
reproduction, you have to click on the Run CDF Trace button.

The acronym, CDF Trace stands for Citrix Diagnostic
s Facility Trace.

= ¥enDesktop Collector - Production [ %]
File » Help ~

XenDes ktOp Select Machines
Collector

Select up to 10 machines

Settings | ‘= Controllers

~/ CONTROLLER.CTXLAB.LOCAL
VDAs

Please note: CDF traces will only be reviewed by support engineers if a valid case number is
provided during upload.

Run CDF Trace . Collect and Upload Data
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7.

To start the error and data collection on the selected Desktop Controller, click on
the Collect and Upload Data button. After it's completed, the XenDesktop Collector
will present you with a login screen on which you have to insert a username and a
password for the Citrix Tools as a Service platform in order to upload your data to the
Citrix Support; to populate an optional field, you can insert a ticket number assigned
by the support to analyze the generated CDF traces. If you want, you can view the
collected items by clicking on the View Data link.
= Collect Data

Data Collection completed

« 164 iterns on 1 machines (6 kb) View Data

Please login to uplead:

Username Password

username LALL AL L

Account locked or forgotten your password?

Support case number:

|
After completing the first log collection, you can modify the default configuration by
clicking on the Settings link in the left-hand side panel. On the Settings Panel Alert
pop-up screen, click on the Continue button to bypass the Citrix advice and continue
with the operations. In the Advanced Settings main menu you will find an overview of
the current collection configuration.

= Y¥enDesktop Collector - Production
File » Help =

Xen DESktOP Advanced Settings
Collector

Currently 268 data selection items are selected

Main

i | Collect Event Log Data for the past 2 days System Event Log, Application Event
m faor the following legs: Log

Data Selection Timeout 30 seconds

Collection Settings Save to: C\Users'

File Save Settings

Cancel
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10.

Click on the Data Selection link and select the collection options for the categories
shown ahead; when possible you should leave all the default options as checked:

a Site
a Controller
o VDA

Click on the Collection Settings link and choose whether to collect all event logs

or specify the interval data collection in days. After this, flag the log types to collect
(System Event Log, Application Event Log, or Security Event Log) and specify
Collection Timeout in seconds, and the maximum number of machines on which you
are collecting the data. If you've modified at least one of these settings, please click
on the Save Settings button to register your changes.

Collection Settings

Event Log
% Days of Event Logs to collect | 2 AI "l

€ Collect all Event Logs

Logs to Collect
System Event Log
Application Event Log
[ Security Event Log

Collection Timeout

Maximum seconds to collect an individual data point | 30 Al 'l

Data points that exceed the timeout value will be skipped and noted in the error log.

Machine Settings

Maximum number of selectable machines | 10 A| v|

11. By clicking on the File Save Settings link in the left-hand side menu, you can specify

the location where you want to save the generated reports. If you want to delete
them after a successful upload, please check the Delete reports after they are
successfully uploaded checkbox, as shown in the following screenshot:

Reports Folder

Cii\Users Browse...

Delete reports after they are successfully uploaded
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The Citrix XenDesktop Collector tool helps the system administrators in automating the log
collection activities. This software cooperates with the Citrix Tool As A Service platform, also
known as TAAS, which is a public cloud portal on which you can transfer the result of the
collections in your infrastructure, allowing the Citrix Support to analyze them to work on your
architectural issues.

You can log in to the Citrix TAAS platform (https://taas.citrix.com)
i with your MyCitrix account credentials.

The Collector's way to work is quite simple, because it runs a series of queries to collect
configuration information at three different levels, the Site level, the Controller level, and the
Virtual Desktop Agent (VDA) level. These categories cover all the hardware and software
aspects such as Desktop Controller hardware, software and registry configurations, the
XenDesktop catalogs and desktop groups, the Virtual Desktop Agent software parameters,
and all about concerning the Citrix policies implementation. You also have the possibility to
choose the time period to run these system statistics and how many machines to include in
the reporting activity. You can perform the collection in two different ways - the first, called
CDF Trace, runs during the reproduction of a specific problem, and the second, called Collect,
is a full gathering of all the system information.

If you want, you can work with the XenDesktop Collector in an advanced way, by using

its CLI. This is a powerful tool to manage and control the log collection, so GUI is not the
only way to manage and control it. At the software installation location (the default location
is C:\Program Files\Citrix\XenDesktopCollector), there is an executable file
to run the CLI command, XDCollector.exe. The following table shows the CLI principal
commands and their abbreviations:

Description Command Abbreviation
Run in GUI mode --gui-mode -gor -gm
List infrastructure machines --list-machines -mor-1m
Collect data --collect -c

Output file for the collection data --output-file=filename -oor -of
Include machines by their FQDNs --include- -gor-im
(comma separated) machines=FQDN1, FQDN2. ..

Upload the collected archive --upload -U
Username for the upload action --upload-user -uor —uun
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Description Command Abbreviation

Password for the upload action --upload-password=your -p or -up
password

Server for the upload action (default is --upload-server=server -Sor-us

https://taas.citrix.com) address

Run the trace collection on the --trace- -Qor -tm

machines specified by their FQDNs machines=FQDN1, FQDN2. . .

(comma separated)

Run CDF Trace --trace -t

So, for instance, if you want to list all the configured controllers for your infrastructure, you
have to run the following command:

XDCollectore.exe --list-machines
1
> To avoid resource lock problems, you have to run the
XenDesktop Collector GUI or CLI, but not both.

» The Configuring the XenDesktop logging recipe in Chapter 8, XenDesktop
Tuning and Security

Chapter 5 XenDesktop lab

In this laboratory, we will configure the Merchandising Server virtual appliance to deploy two
kinds of plugins to all the Windows 7 machines created in our infrastructure. From a network
perspective, we will perform the WAN optimization test by installing two Branch Repeater
virtual appliances, which will work in the inline mode. After completing these steps, we will
collect logs and data about the Controller machine. Perform the following steps to do so:

1. Connect to the Domain Controller server (vmctxdc0l - 192.168.1.50)and
create two users, as follows:

i. Create a user named citrix_bind and assign to it the administrative
permissions to give access to the Active Directory service.

ii. Create a user named merch_admin; this user will be used as the
administrator of the Merchandising platform.
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2. Download from your MyCitrix account the Merchandising Server virtual appliance,
and import it into one of the supported hypervisors. After completing the import,
configure it as follows :

i. Assign vmctxmrc01 as the hostname.
ii. Assign 192.168.1.95 as the IP address.
iii. Download all the available plugins and make them reside on the server.

iv. Create a rule called w7 _x64, which performs a filter on the Windows 7
64-bit operating systems.

v. Create a default delivery action, which will use the created rule, to
deploy the online and offline plugins for the Windows 7 operating
systems; this delivery task has to be executed after the creation.

vi. Update the default server certificate by generating a new version of the
self-signed certificate. The key size must be 8192.
3. Download from your MyCitrix account the Branch Repeater VPX, and import it into one
of the supported hypervisors. After completing the import, configure it as follows :
i. Assign vmctxbrv01l as the hostname.
ii. Assign 192.168.1.98 as the IP address.
iii. Join the virtual appliance to the ctxlab.local domain.
iv. Configure the repeater to generate a log file of maximum 512 MB.
v. Configure the network bandwidth to be coherent with your network
configuration.
4. Import a second repeater virtual appliance and configure it, as follows:
i. Assign vmctxbrv02 as the hostname.
ii. Assign 192.168.1.99 as the IP address.
iii. Join the virtual appliance to the ctxlab.local domain.
iv. Configure the repeater to generate a log file of maximum 512 MB.

v. Configure the network bandwidth to be coherent with your network
configuration.

\ To perform the compression and optimization tests, please

~ consider installing a virtual machine with the role of a WAN
Q emulator. A useful free tool is the Tata WANem, which can be
downloaded from http://wanem. sourceforge.net/.
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Configure your repeaters' architecture to be in inline mode, then start a file transfer
operation between the two simulated network locations (over a WAN), and analyze
the traffic report within both the virtual appliances.

On the XenDesktop Controller machine (vimctxddc01 - 192.168.1.60), install
the XenDesktop Collector in order to run a log collection of the only Desktop Director
component. After this, run the collection and upload tasks.

Repeat the previous step to run collection and data upload for both the Controller and
the Virtual Desktop Agent; everything must be performed from the CLI.
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Creating and
Configuring a Desktop
Environment

In this chapter we will cover:

» Creating and configuring the machine catalog
» Modifying an existing machine catalog

» Using Citrix Desktop Director

» Configuring printers

» Configuring USB devices

Introduction

In the first five chapters of this book, we have installed and configured all the main architectural
components used to implement the XenDesktop suite and different useful technologies.

Now it's time to proceed with the creation of the virtual desktop instances; the linked clone of
the virtual image template will be released to and used by the end users. In this chapter we'll
learn how to perform this task, and how to maintain and modify the desktop collections.
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Creating and configuring the machine

catalog

All the virtual resources released to the end users are part of a group collection called a
catalog; this contains information about the type and number of virtual desktop instances,
the configurations, and the assignment, based on the Active Directory objects (users, groups,
computers). In this recipe we're going to perform a full creation and configuration of all

these elements.

Getting ready

To correctly perform the configuration tasks, you need administrative credentials for the
XenDesktop Controller server, and to be able to use the created virtual desktop, you first
need to install and configure the required VDA plugin on the client device, as explained in
the previous chapter.

You also have to generate a snapshot within your hypervisor environment for the master
image virtual machine created to deploy the virtual desktop instances; the VM creation
has been discussed in Chapter 3, Master Image Configuration and Tuning.

How to do it...

In this recipe we will explain how to create and manage a XenDesktop machine catalog.
Perform the following steps to do so:

1. Connect to the Desktop Controller server with an administrative domain user.

2. Select Start | All Programs | Citrix, and click on the Desktop Studio link. Now we
will see how to create the machine's catalog.

3. Based on the connection to your hypervisor explained in Chapter 2, Deploying Virtual
Machines for XenDesktop, select the Machines link from the left-hand side menu.
After selecting it, click on the Create Catalog link from the right-hand side panel, as
shown in the following screenshot:

@ Desktop Studio Actions
[0 search S p—
= Machines
L Assignments Create Catalog
= App.llcaﬁcuns Niew
[= HO¥ Policy
> Configuration Mew Window from Here
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Al

Q

the Desktop Studio link.

Alternatively you can click on the Configure button, in
the Machine creation section from the main menu of

4. In the Machine Type section, from the drop-down list, select the type of deployment
to be performed (Pooled, Pooled with personal vDisk, Dedicated, Existing, Physical,
Streamed, and Streamed with personal vDisk). In the Machine Assignment section
select the appropriate radio button (Random or Static). After completing this click on

the Next button.

Please refer to the How it works... section of this recipe to
understand the differences between the listed catalogs.

The options available under the Machine Type section are shown in the

following screenshot:

Create Catalog

Steps Machine Type:  [Pooiea

2

Pooled machines E
to maintain any & pedics
must be maintain! Existing
Fhysica
Use Paaled machi Streamed
shared image for . Streamed

) Machine Type
Master Image
Mumber of Vs
Create accounts with personal vDisk

Administrators

5 n : :
i Machine Assignment

®) Random - users are randomly assigned a machine at logon

Static - users are assigned the same machine at logon

:.‘tops_. and do not allow the user
ging off. Any user customization

rosts by maintaining a single

5. Select a master image from the list, from which we will generate the desktop

instances. Then click on Next.

=[] win7CLIENT (5
[‘-éﬂl T_¥1_Post ¥enDesk (i)

the original virtual machine disk.

The image selected from the list is a snapshot that refers to
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6.

@ Machine Type
@ Master Image Master image:  T_X1_Post_XenDesk

) Mumber of VMs vCPUs: 1 E

Create accounts

Select how many machines are generated by incrementing the value of the Number
of virtual machines to create field. After this you need to configure the resources

to assign to any virtual desktop instance (vCPUs and Memory), and select Create
new accounts or Use existing accounts in the Active Directory computer accounts
section. To better understand all the creation features, in this section we will select
the creation of new computer accounts. After finishing with this click on Next.

Create Catalog

Steps Number of virtual machines to create: 2

4k

Memary: 2048 ME 2048  w|ME
Administrators
. Hard disk: 40 GB 40 GB
Summarny
Active Directory computer accounts:
#) Create new accounts
Use existing accounts
Note that you can't modify the operating system's disk
X size parameter, because it depends on the master image
% template configuration. On the template, make sure that
L you have mapped the virtual disk with the ID 0: 0 (the first
created disk for the machine), otherwise you will receive an
error during this configuration step.
7. Inthe Active Directory location for computer accounts section, select from the
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drop-down list the domain on which you are working, and choose an organizational
unit on which you are creating the computer accounts, then select an account naming
scheme, in the form of MachineName##, where the two final characters identify a
progressive code made up of letters or digits (A - Z or O - 9). After completing this
click on the Next button.
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8. If you want, you can insert a catalog description to help administrators in identifying
the generated pool. To continue click on Next.

Catalog description for administrators:

Catalog Windows 7 Desk‘lcpsl

Back ] [ Mext

9. On the Summary screen, assign a name to the catalog, and click on the Finish button
to complete the procedure, as shown in the following screenshot:

Create Catalog

Steps Summary

@ Machine Type Catalog type:

) Master Image Hosts:

© Number of Vivis Master Image name:

© Create accounts Mumber of VMs created:
@ Administrators CPUs per VM:

) Summary

Memory per VM:
Hard disk par VM:

AD computer accounts:

CiTRIX

Paoled-Static
VMWARE-VCT
T_X1_Post_XenDesk
2

1

2048 MB

40 GB

Create 2 new accounts

Catalog name: Win7-Catzlog-01

Back

[

) (o
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10. To verify that the catalog has been successfully created, click on the Machines link
in the left-hand side menu.

Mame Type With user ‘Without user Assigned Free
Win7-Catalog-01 Pooled-Static 4] 2 0 2

Details Hests (1)

Catalog Machine
MNarme: Win7-Catalog-01 vCPUs: 1
Hosts: 1 Memony: 2048 MB
Hard drive: 40 GB

11. To verify that all the required machines have been generated, right-click on the
catalog name in the Machines section and select the View machines option.
You will get back the full list of generated desktop instances, as follows:

Name State Desktop Group Catalog User Maintenance Mode Power State
Win7DESKO1 = = Win7-Catalog-01 = = Off
Win7DESKO2Z = = Win7-Catalog-01 = = Off

Details

Machine Session
Machine: Win7DESKO1 Current User:
Power State: Off Session State:
Registration: Unregistered Time in State:
Desktop Group: - Log On Time:
Catalog: Win7-Catalog-01 Client Name:
Type: Paoled Client Address:
1P Address: - Launched Via IP:
Agent Version: - Connected Via:

Now we will perform the machine assignment operation phase. Perform the following steps
to do so:

1. Inthe left-hand side menu, click on the Assignments link, then select the Create
Desktop Group option on the right-hand side of the window. Alternatively, you can
click on the Configure button in the User assignment section from the Desktop
Studio's main menu, as shown in the following screenshot:
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m Machine creation { Complete

Machines: Win7-Catalog-01
Type: Poaled-5tatic
Number: 2

E User assignment
L )

2. Select an existing catalog from the list and then choose the number of machines to
assign to the users in the Add machines section from the available machine pool(s).

After completing this click on Next.

Create Desktop Group

Steps Select machines for Assignment:

© catalog Catalog Description Available
0 Users Win7-Catalag-01 Catalog Windows 7 Desktops 2

) Delegation

) Summary

Unassigned machines

Total available: 2

Add machines: 1

Specify the source and number of machines to be assigned
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3. Click on the Add button and choose the users or the groups from your Active
Directory's domain to which you are assigning the existing desktops. After this
operation, choose the number of desktops to assign for each user and click on
Next to proceed further.

M Be careful with the desktop assigned to every user.
Q You must respect both the number of generated
machines and the available licenses.

4. In the Delegation section, leave checked the configured administration group; this
will be the entity that will be able to manage and administer the user assignment.
To continue click on the Next button.

5.  On the Summary screen specify Display name for the assigned virtual machines,
specify Desktop Group name, and click on Finish to complete the configuration.

Create Desktop Group
Steps Summary
@ Catalog Type: Private desktop
@ Users Catalag Win7-Catalog-01
@ Delegation Machines without users 1
© summary Users: T-ROOT\Domain Users
Delzgate to:
_“,.uispla}.r name: [ Windows_Desk l
Desktop Group name: [ User_Deskiop_Group ]

6. Again click on the Assignments link in the left-hand side menu. Now you can see the
results of the last performed operations, with an information area about the utilization
of the assigned desktops (the Details tab), as shown in the following screenshot:
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Mame
User_Desktop_Group

Details Catalogs (1)

Desktop Group

Mame:
Display Name:
Description:
Type:

Users:
Enabled:

Maintenance mode:

Total desktcps Available In use

1 1 0

User_Desktop_Group
Windows_Desk

Private desktop
T-ROOT\Domain Users
Yes

Disabled

Disconnected Unregister...

0

0

Enabled
Enabled

Usage (last 24 hours)

1

038

2,00

1200 1500
Time

18,00

Chapter 6

2100

0.00

You would have problems with the virtual desktop registration

(presence of virtual machines in the unregistered state). Please
refer to the following URL, where you can find the Citrix official

article to solve this issue:

http://support.citrix.com/article/CTX126992
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7. Using a configured client device, open a web browser and type in the URL of your
Citrix Web Interface in the address bar. Log in with the credentials of one of the
users with an assigned desktop. After the login phase, you will receive a screen
with the desktop published to that user. Connecting through the PNAgent services
site, in the presence of a single resource assigned to the user, this will be directly
sent to the Windows logon.

Windows_Desk

Problem connecting?

The virtual desktop icon shown in the preceding screenshot will
turn blue in the presence of an available virtual desktop instance,
otherwise it will be gray, waiting for an available resource.

8. Click on the published resource or wait for some minutes in order to let Citrix connect
to the desktop. Once connected, the desktop instance is available for use.

Now we will manage the power and access management. Perform the following steps to do so:

1. Click on the Assignments link located in the left-hand side menu, right-click on the
desired desktop group, and select the Edit Desktop Group option, as shown in the
following screenshot:

Mame Total desktcps

User_Desktop_Grou Add desktops

Edit Deskbop Group
Rename Desktop Group
Enable maintenance mode

Wigws machines
Delete Deskiop Group

Help
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2. Select the Power management section, and choose from the Power on/off machines
area the week period to configure (Weekdays or Weekend). Click on the Peak hours
bar to set the time interval to consider as the highest working activities' period (in the
screenshot it's configured from 9 a.m. to 6 p.m.):

Edit Desktop Group

Users
Power on/off machines: ['u'.fee.cca;,-s - l
IMachine zlliocation Weekdays
Peak hours: Weekend

. 00:00 03:00 0&00 0900 12:00 1500 1800 21.00 00:00
Delegation

During peak hours:
End user settings

mins [Suspenc - l

4

20

When disconnected

) Power management

When logged off [ 10 C] mins [Shut down b ]
Access palicy During off-peak hours:
When disconnacted [ 10 :] minz [Suspenc - ]
When logged off [ 5 :l mins [Shut down b l
.
CITRIX
[ CK ][ Cance

In the presence of more than five virtual machines, if you
4 specify to start up only one virtual desktop, the XenDesktop
% broker will automatically power up three virtual desktops,
g in order to prevent a user from having to wait till a virtual
desktop is powered up.

3. Inthe During peak hours area, assign a time period in minutes for the two
configured conditions (When disconnected and When logged off), and select the
action to execute in case of a condition verification (Suspend for the disconnection,
and Suspend or Shutdown for the logoff). Repeat the same steps for the During
off-peak hours section.

4. Select the Access policy section, and choose the desired option(s) in the Allow
the following connection area (All connection not through Access Gateway or
Connections through Access Gateway). If you want, you can configure personalized
filters by flagging the third option, Connections meeting any of the following filters,
and clicking on the Add button to insert the filter rule.
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5. Click on the End user settings section and configure Color depth (16 colors, 256
colors, High Color, or True Color) and Time zone of the clients, then if you want to
use an encrypted connection between the client and the XenDesktop farm, check
the Enable Secure ICA checkbox. After completing this, click on the OK button to
register all the modifications.

Miscellaneous

| Enabled

Desktops per usern E]

Calor :|E‘p‘t": [Tme Color -

Time zone [[UTC+D‘.:DD} Amsterdam, Berlin, Bern, Rome, Steckhelm, Vien.

[¥] Enable Secure ICA

The creation of the XenDesktop catalog is a fundamental operation in order to redistribute
the desktop and application resources to the end users devices. The most important choice
to make is what kind of machines you want the catalog to create, depending on specific
company requirements.

The first usable deployment technique is the pooled catalog type; this is based on a single
virtual machine template, which shares the virtual disk for all the generated desktop
instances; this way you can reduce the storage utilization, because to every desktop instance
only a snapshot of the original disk will be assigned (in order to register all the changes), and
not the entire space allocated for the desktop template image disk. The desktop assignment
can be performed in two different ways—Random, which means that every user is able to use
any machine in the catalog, based only on the logon priority, and Static, which will always
assign the same machine instance to the same user, after the first logon is performed.

u This catalog type, based on the MCS architecture, has
~ the limitation to use only one NIC for the virtual desktops.
Q To be able to use more network cards, you have to refer
to the streamed catalogs (PVS architecture).
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You have to take care about where the users save their profile data; no critical information
must be saved on the operating system disk, because with this form of catalog, the machines
are in a nonpersistent state. This means that after every logoff, reboot, or shutdown activity,
all the changes made to the main disk will be lost. To avoid this problem, as previously seen
in this book, you can choose to deploy a different kind of catalog, pooled with a personal
vDisk. The manner of operating the operating system disk is the same as that of the general
pooled catalog, but in this case, additionally you have the persistent disk assigned to the
users for their profiles. The personal vDisk is a virtual disk created on the hypervisor's

data store; this file will be paired to the quota assigned in the user disk creation procedure
according to the size, but it will be generated as a thin virtual disk. In this case, the virtual
disk's file size will increase only when the space will actually be used by a user, up to the
predefined maximum size.

The third kind of catalog is made up of dedicated machines; in this case, you will move from a
nonpersistent machine state to a persistent pool of desktops, which means that any changes
made to the operating system disk will be saved and maintained. This solution is necessary
when using a noncentralized user profile technique (local profiles), or when it's an alternative
in the presence of centralized profiles (Microsoft roaming and/or Citrix Profile Manager).

In the fourth case, we can generate a catalog of an existing virtual machine. By the use of
XenDesktop Controller, it will be possible to import already generated virtual machines with
a supported hypervisor, and assign them to the domain users. This way to operate is quite
different from the general purpose of a VDI infrastructure; you could use this way to manage
the existing virtual machines under the central XenDesktop management console, but this is
not the standard VDI pooling approach.

Similar to the existing catalog type is the physical pool; in this way, you can attach a physical
machine to the XenDesktop management console, permitting access to the virtual resources
using the physical devices of the attached machine. For instance, this could be useful when
you need to use a CD or DVD recorder in order to create a removable media. By default,
XenDesktop does not support the mapping of these kinds of peripherals under a Citrix virtual
desktop. By publishing the physical machine to the users, they will be able to perform the
previously shown operation.
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The last available catalog is the streamed catalog; in this case, the Desktop Controller will
create machines starting from an existing desktop, physical or virtual, generated under the
Citrix Provisioning Services machine, as explained in Chapter 1, XenDesktop Installation and
Configuration. For this kind of deployment you have to connect to the PVS server created in
Chapter 1. Right-click on the configured site, and select the XenDesktop Setup Wizard...
option from the menu, as shown in the following screenshot:

E Provisioning Services Console Marne
o 28 F‘;.I-'S_Farm (localhost) {_E?Sites
=y Sites CViews
[l W e
i s Properties

w  Rebalance Devices. ..
@ v Set Max Transmission Unit,..
"‘*;" C  Impork Devices...
C Y Aodi Trai, ..
_g;j Wigms

= [Ef Stores
Share Streamed Y Setup Wizard. ..

Auko-Add Wizard, .,

wenDesktop Setup Wizard. ..

Mew Windaw From Here

Delete
Refresh

Help

M Make sure that you have configured at least one of your PVS
Q configured vDisks in Standard Image access mode, otherwise
you will not be able to deploy a XenDesktop Streamed catalog.

You can also create the streamed catalog from the XenDesktop Desktop Studio wizard (typing
the PVS server address, specifying the Windows domain to operate, and the type of the existing
target device (virtual or physical)). This method should be used only to synchronize Desktop
Studio with an already existing streamed catalog created under the PVS server.

For all the supported catalogs, except the existing and physical types, you have to specify
the operating system disk size and the way by which you are creating the computer accounts
under your Active Directory domain. In this last situation, you can re-use already existing
domain accounts or generate them from scratch, choosing the right naming convention for
your company.

172


http:///

Chapter 6

Be sure to create the computer and the user accounts within an

OU included in the Citrix Policies application, as discussed earlier

in this book.

An important component contained by the catalog is the desktop group; this object allows
you to allocate all or some of the available machines in the catalog to the domain users.
You can create more than one desktop group; the only required parameter that you should
have available is machine instances to populate the group.

In the next chapter, we'll discuss about another kind of resource
s group, called application desktop group.

In the previously explained Machine Creation section, we've seen how to create desktop
instances and how to configure all the related parameters. For some of these desktop pools,
however, some more options need to be discussed.

When selecting the Pooled with personal vDisk machine type, we need to specify, in the
Number of VMs section, Total size of end-user personal vDisk and End-user drive letter,
as shown in the following screenshot:

End-user personal vDisk size and drive letter:
Total size of end-user personal vhisk:

End-user drive letter

We have explained what the personal vDisk is and how it works
i in Chapter 4, User Experience - Planning and Configuring.
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With the Existing and Physical machine types, you need to select and configure an existing
virtual machine and an already installed physical machine, respectively. After importing them
you need to configure a computer account for each of them under your Active Directory domain.

Import virtual machines:

Vi name Computer AD account User names

® [ B ver

Remave Export list. Add Vhs..

Irmpart virtual machines and optionally assign to users.

If you have decided to deploy streamed machines in a PVS configuration, you need

to configure this from the Provisioning Service console by specifying the Streamed with
personal vDisk option as Machine Type, assigning a name and a description to the catalog,
selecting a domain administrative account, and then choosing the vDisk parameters shown
in the following screenshot:

Murnber af virtual machines bo create: |1 ::I
vCPUs; 1 =
tdernon: 1024 MB 1024 =~ MB
Local write cache dizk: 4036 ME 4096 ME

Personal wDisk size: 10GE m GB
Personal «Disk drive letter: P: m

» The Configuring the XenDesktop policies recipe in Chapter 8, XenDesktop
Tuning and Security
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Modifying an existing machine catalog

Now that we've deployed and configured the machine catalog, we will be able to use and
work on the Citrix Desktop Infrastructure. In some cases it could be necessary to modify
the configurations, for instance, when it's necessary to add a new desktop to the catalog
because of a new colleague in the company. In this recipe we will explain how to modify
the machines, their assignments, and the configured catalogs.

Getting ready

All the operations performed in this recipe are on the already existing objects; so, all you need
is to have administrative credentials at two different levels. You have to be the administrator
of the involved virtual machine's templates and administrator of your XenDesktop architecture
to be able to modify the director configurations.

How to do it...

Let's start by updating the existing virtual desktop machines. Perform the following steps to
do so:

1. Login to the Windows desktop template, apply all the system and configuration
changes you need, and then log off.

2. Connect to your hypervisor machine(s) or management console with administrative
credentials on the specific machine, and generate a new snapshot for the virtual
machine disk, in order to register the applied modifications.

3. Connect to the Desktop Controller server, click on the Machines link in the
left-hand side menu, right-click on the desired desktop catalog, and select
the Update machines option, as shown in the following screenshot:

Mame Type

Win7-Catalog- ™ dd e Pooled-5tatic
rachines

Update machines
Edit Catalog
Manage AD accounts

‘iew machines
Delete Catalog
Fename Catalog

Help

4. Select the desktop group you want to update in the Overview section, then click on
the Next button.
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5. Select the most recently created virtual machine's snapshot as your master image,
then click on Next as shown in the following screenshot:

= [B] wiNFCLENT (@)
= ] T2 Post_XenDesk (1)
{El T1_Post SEP Basic (i

Select the Master Image from which the virtual machines will be created,

Back H Mext ][ Cance ]

6. Inthe Strategy section select an option from the Rollout strategy drop-down menu
(None, Send message, Restart immediately, or Send message then restart after
delay). After selecting it click on the Next button.

Rollout strategy: None -
Mons
Sanag message
Restart immediataly
iS2nd message then restart after delay

7. After reviewing the information in the Summary section, click on Finish to complete
the machine's update.

8. Click on the Desktop Studio link in the left-hand side menu, and in the main panel
select the Actions tab; here you can verify the status of the updating task.

= Updating the image of Win7-Catalog-01

Status: Copying the master image.
Time taken: 0:00:22

9. After all the operations have been completed, connect to a desktop instance through
the Web Interface, and verify if all the updates are available.
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Now we will explain how to modify the machine assignment. Perform the following steps:

1. Inthe left-hand side menu select the Assignments link, then right-click on the
desktop group that you want to modify, and select the Edit Desktop Group option,
as shown in the following screenshot:

Mame Total desktops

User_Desktop_Group 1
Add desktops

Rename Deskkop Group
Enable maintenance mode
Wiew machines

Delete Deskbop Group

Help

2. Select the Machine allocation section, then click on the button in the Users field
to browse for a configured domain user to which you want to assign the virtual
desktop instance.

3. To add more users to the desktop group, in order to let them use any available
desktop instance in the pool, click on the Users area of the Edit Desktop Group
window and browse for the desired domain users to add to the group. If you want,
you can modify the number of assigned desktops per user. After completing all the
configurations, click on the OK button.

Edit Desktop Group H

@ users

Select users:

Machine allocation ndd
T-ROOT\Domain Users et

Delegation Select Users or Groups HE Remove

Select thiz object type:
End user settings IUsers of Groups Obiect Types. . |

From thiz locatior
Power ma t s |

R = IEntue Diirectory Locations...

Access policy Enter the object names to zelect [examples):

‘ Cheok Mames |

Advanced | 0]4 I Cancel |
e

L J

Select users/groups that are permitted to request machines with no current
user.

- Desktops per user:
CITRIX e .
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4. You can also configure the machine assignment in another way; in the left-hand side
menu, select the Machines link, then right-click on the desired machine catalog, and
select the View Machines option.

5. On the newly opened screen right-click on the virtual machine instance you want to
modify, and select the Change user option; now you can remove the configured user
and add the new virtual machine owner.

Select Users [ 3 ||Edit User Assignment I

Select thiz object type:
IUsers Object Types... | Select User
From this location: Add...
IEntile Directary Locations.. |
Enter the object names to select [examples)
[ Check Hames |

Advanced... | Cancel |

e

The following are the steps used to add new machines to an existing catalog:

1. Inthe left-hand side menu select the Machines link, right-click on the desired
catalog, and click on Add machines.

2. Inthe Virtual Machines section select the number of instances you want to add to
this catalog. In the Active Directory computer accounts section, select Create new
accounts or Import accounts. After completing this, click on the Next button.

Steps Virtual machines
© Add VMs Mumber of machines 1o add: 4 -
Create accounts E .
Machines in Catalog: 2
Summary
Unassigned machines: 1

Active Directory computer accounts:
Available accounts: 0

Additional accounts required: 4

) Import accounts
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3. If you've chosen to generate new computer accounts, you should consider maintaining
the same naming convention used for the other desktop instances in the catalog, If
you have decided to import existing accounts, you have to browse for existing Active
Directory computer objects, and then select one of the Reset all account passwords
and All accounts have the same password radio buttons. After this click on Next, as
shown in the following screenshot:

frddmachnes ]

Steps Active Directory computer accounts:
@ Add vMs l Erowse..
&) Import accounts
Summary
Required 1 Added 0
COI’H[‘JLItE‘I’ account passwaora manager‘r‘ent

#) Reset all account passwords

() All accounts have the same password
CiTRIX

.

On the Summary screen, click on the Finish button to complete the procedure.

5. After the task has been completed, click on the Assignments link from the left-hand
side menu, right-click on the desktop group that you want to modify, and select the
Add Desktops option.
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6. Highlight the catalog and insert the number of machines you want to add.
This number must be equal to or less than the number of machines listed
in the Available column. After this click on Next.

Add desktops

Steps Select machines for Assignment:
) catalog Catalog Description Available
—— g o WA < 7 zkto z
5 TR Win7-Catalog-01 Catalog Windows 7 Desktops 2

Unassigned machines

Total available: 2

Add machines:

Specify the source and number of machines to be assigned

7. If all the information on the Summary screen appears to be correct, click on Finish
to complete.

Now we will see how to remove assigned machines from an existing catalog. Perform the
following steps:

1. Click on the Machines link in the left-hand side menu, right-click on the desired
catalog, and select the View machines option.

2. Inthe machine list, select the machine that you want to remove from the desktop
group in the catalog, right-click on it, and select Enable maintenance mode. Click
on the Yes button to confirm the operation.

3. After the operation has been completed (you can verify it by checking the presence
of the Enabled value in the Maintenance Mode column), right-click again on the
desktop instance, and select the Remove from Desktop Group option. Click on Yes
to confirm the operation.

4. After completing this, you will find no more information about desktop group
assignment for the desktop machine. To completely remove the desktop right-click
on it and select the Delete option.
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In the Machine Deletion Options section select what kind of operation you want

to perform. In case of the Delete virtual machines option (which will perform an
instance deletion at the hypervisor level), you have to choose whether to reuse the
virtual machine instance, or remove the machine from XenDesktop and leave, disable
in, or delete from Active Directory. After selecting this, click on the Next button.

What do you want to do with the virtual machine?
Remave machines from XenDeskiop but leave virtual machines intact
#) Delete virtual machines
What do you want to do with the Active Directory computer accounts?
Remember for re-use with other machines
Remaove from XenDesktop and leave in Active Directory
Remove from XenDesktop and disable in Active Directory

#) Remove from XenDeskiop and delete from Adctive Directory

If all the information on the Summary screen is correct, click on Finish to complete
the task.

M To be able to complete this procedure, make sure to force
Q the shutdown of the desired virtual desktop instances
before proceeding.

Now we will perform the deletion of a configured XenDesktop catalog. Perform the following

steps:

1.

Select the Machines link in the left-hand side menu, right-click on the right catalog,
and select the View machines option.

Put every desktop instance in the desktop group in the maintenance mode, then
repeat the deletion procedures, as seen earlier.

After finishing with all the removing activities, return back to the Machines section,
right-click on the catalog, and select the Delete Catalog option.

In the Summary section of the opened window, click on the Finish button to complete
the deletion procedure.
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The XenDesktop machine catalog is a modifiable entity, which allows you to update or roll
back the previously implemented configurations.

In the presence of the MCS architecture, the machines update is, maybe, the most used and
important modification task; this procedure is usually executed when modification occurs to
the desktop base image template; for instance, software changes that must be applied to all
the created desktop instances. This procedure is made up of four main steps; after all the
required updates to the machine template have been completed, you have to regenerate a
virtual machine snapshot under your hypervisor platform, then update the desktop instances
content through the Desktop Studio console starting from this last created snapshot. An
important option is the Rollout strategy; with this option, you can choose the correct way

to interact with the users in order to complete the regeneration step; so, before restarting
the desktop instances that are necessary to effectively apply the changes, you have to
decide whether to send a message to the connected users about the required restart, that
is, restarting the desktops immediately, or alerting the users and then restarting after a
configured delay time.

M In order to avoid problems when stopping the desktops during the
Q working hours, it should be better to update the machines during
the off-peak working hours, and restart the desktops immediately.

You can also add or remove machines from the catalog; these are quite simple operations,
which contain all the powerful maintenance tasks of a VDI architecture. In fact, you can add
instances simply by selecting the number of desired desktops; the bigger part of this activity
has already been performed during the creation and the configuration of the desktop base
image template. In the same way, you can remove single desktop instances from the catalog
by right-clicking on a particular instance and selecting the appropriate deletion option; in
this case, you can choose whether to completely delete a computer account (from both

the XenDesktop architecture and Active Directory), or simply to remove its assighment and
preserve the desktop instance to be re-used by another user.

There's more...

In case your users face problems after updating the desktop image, Desktop Studio allows
you to roll back to a previous consistent machine state.

In the Machines section that we have already used in this chapter, by right-clicking on the
desired catalog name, you will have the possibility to use the Rollback machine update
command. This will let you choose from previously created restore checkpoints, which are
equivalent to every machine's update performed previously.
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Rollback Master Image

Steps You have asked to rollback 'Catalog_01" Catalog master image virtual desktop. This action
will change all desktops to use the following master virtual machines far this Catalog.
Q Overview
Haost XenDeskiop image Date created

) Strategy VMWARE-VCT XDHypA\HostingUnits\VMWARE-VCTWWL... 08/08/2012 14:30:.

L) Summary

Also, in this case, you need to select a Rollout strategy when stopping the desktop instances
to complete the rollback activities; as previously described, you should plan a rollback strategy
with a really low impact on the user operations during the working hours.

For the Provisioning Services infrastructures, a rollback activity is managed in a quite different
way; the vDisks are based on versions and categories. Every disk has a version number
assigned to it and a category (Access version of Maintenance, Test, or Production). In case

of failure after a disk update, you have the ability to revert a disk from Production to Test or
Maintenance; in this way, the previously generated disk version will become the production
disk, permitting the virtual machines booting from it after they have been rebooted. This method
permits you to easily manage multiple disks versions within your XenDesktop environment.

Boot production devices from version: INewest releazed j
Yersion I Created I Releazed I Devices | Access I
2 2M212-0915:.42 a
1 2M212-0915:42 1]
1] 2M212-0914:52 a

Set wersion access b

' Maintenance

 Test

Wwiarhing: Any active Devices for this Wersion will be shut down.

] I Cancel

See also

» The Managing the Citrix Desktop Controller - broker cmdiets recipe in Chapter 9,
Working with XenDesktop PowerShell
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Using Citrix Desktop Director

In the presence of huge VDI architectures, it could be hard to find standard and advanced
information about the generated desktop instances, the configured users, and the relations
that may occur between these two objects. The Citrix Desktop Director is a useful web console
that helps system administrators to easily find information about the status and the operation
of the desktop infrastructure.

Getting ready

To use the Desktop Director, you need an already installed and configured Citrix XenDesktop
architecture; because of its necessity to interface with your Active Directory domain, you need
to configure and use a username that is able to read your AD structure.

In order to view the generated graphs under the Director console, it's necessary that you have
installed Adobe Flash Player 10 or a later version.

How to do it...

In this recipe we will explain the Citrix Desktop Director platform and how to use it.
Perform the following steps:

1. Connect to the XenDesktop Controller machine, then click on Start | All Programs |
Citrix | Desktop Director.

2. On the login screen type in a valid username and password, specifying the domain
on which XenDesktop is operating, and click on the Log On button.

3. Inthe Machines section, select All as Category, then click on one of the available
views (Servers, Catalogs, or Desktop Groups), as shown in the following screenshot:

Machines

Category Number Servers Catalogs

pu o . espesv...ty.prv Catalog_01
Unregistered

High CPU

High Latency

High Profile Load Time

Last Cannectinn Failed o 1 2 3 4 5 o 1 2 3 4 5

4. In the Filters section, apply the required filters to list all the necessary machines by
selecting from the list of available filters and conditions. If you want, you can save the
generated query by clicking on the Save or Save as... button.
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Show | [erver = s + | |host.ctxlab.local +

Machine Type
Maintenance Mode
MName

Selec os Matching Machines
Pending Update

4 []| Plug-in Version Name «
Power State -nom
Published Apps
Registration State

SecureICA

m

Senver
Session Change Time
Session State E

5. Inthe Select Columns area on the left-hand side, you can flag information options to
display in the Matching Machines area. After you have finished selecting your choice,
click on the matching machine name and flag it, as follows:

Select Columns i Matching Machines
User o v Mame State Desktop Group + Catalag Machine Type 0s Power State
v Machine0l Ready User_Desktop_Group Catalog_01 Pooled ‘Windows 7 Service Pack 1 on

User UPN
User Display Name

V] Desktop Group

m

7] Catalog

7] Machine Type

6. To execute one of the available power management operations, click on the
Power Control button at the end of the page, and select one of the available options
(Restart, Force Restart, Shut Down, Force Shutdown, Suspend, Resume, and Start).

7. If necessary, you can activate or deactivate the maintenance mode for the selected
client directly from the Director web console by clicking on the associated button,
as shown in the following screenshot:

Turn Off
1 row selected
Turn On
Power Control» | | Maintenance Mode~ | | Session Control» || Send Message |



http:///

Creating and Configuring a Desktop Environment

8.

10.

11.

12.

To force the logoff of an active session, click on the Session Control button and
select whether to log off or disconnect the user.

Click on the Send Message button and populate all the required fields (the Subject
and Message textboxes) to send a communication message to every logged on user.
After this, click on the Send button to continue, or on the Cancel button to not send
the message.

After you've operated on the command buttons in the web console, flag the desktop
that you want to manage, then click on the hyperlink corresponding to its name.

In the Machine Details section, click on the Assignment button and select Assign
User or Unassign User from the drop-down list. In the second case, you have to
select the user from the presented list of accounts and click on the Unassign User
button to proceed, or on the Cancel button to abort the operation, as shown in the
following screenshot:

o Unassigned users cannot log in.

User is using desktop and will not be unassigned until logged off.

Mame Userd0l e

| UnassignUser || Cancel |

In the Machine Details section, click on the Maintenance mode button to turn on
or turn off this modality, as follows:

5ite name Production

Power state On

Maintenance mode .‘ | OFF | [

Registration state Register T,rn Maintenance Mode On or Off
Desktop group User_Desktop_Group

Catalog Catalog_01

Type Pooled

05 type ‘Windows 7 Service Pack 1
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13. In the HDX section click on one of the available categories in order to retrieve
statistics and information about the chosen section. You can also retrieve the
HDX performance rating assigned to every category.

HDX

| Download System Report |

a Graphics - Thinwire
USB Devices

Adobe Flash

Audio

" O5HN4A B

Graphics - Direct 3D

Mapped Client Drives

E_TH
=

Metwork

Printing

1% B

Scanner

1
4

B

Smart Cards

©C & & & 0 0 6 ¢ o  »

Windows Media

v

»

Still image compression: ..
Current FPS: 0

Virtual channel: Idle

Virtual channel: Idle

Audio bitrate: 95 Kbps
Codec: Voarbis

Virtual channek: Idle

[=]

Client drives available:
Virtual channel: Idle

Bandwidth used: 0%
Average latengy: 3 ms

Mapped printers: 3
Virtual channel: Idle

Compression level: Medium
Virtual channel: Idle

Mumber of devices: 2

Virtual channel: Idle

14. Click on Download System Report to download the report file about the registered
utilization and configuration metrics. This is an XML file type.

Chapter 6
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The Citrix Desktop Director is a web application that allows system administrators to verify the
status of the machines and to check the utilization statistics of the configured XenDesktop
infrastructures. The Desktop Director also permits administrators operating on the power
management and the user assignment for the configured desktop instances. The metrics

can be retrieved from the remote desktops by the use of Windows Remote Management
(WinRM), the Microsoft version of the web services management technology. This can be
activated either by the XenDesktop installation process or manually by the administrators.

The Desktop Director portal is composed of a website configured under the IS Web Server
installed on the server that hosts the Desktop Director installation.

= \.;._ Sites
E‘iﬁ‘; Default web Site =) ‘@' . I__;_
[+ | aspriet_client ES = A
B Cikrie MET MET MET Error
Autharizati,.,  Compilation Pages
2 & &
.'._\. 2l _l
Providers  Session State  SMTP E-mail

On the first screen after the login phase, the Director presents a summary status of your
infrastructure. By this you can verify the real-time resource occupation, or the status of the
main parameters of any configured controller server (Online, Service, DB Access). Going
deeper in terms of the level of details, you can obtain a lot of information about the configured
desktop instances; use the filters to find the specific resources on which you are operating,
and apply the information fields you want to get back on the results. Some of these are about
the machine identification data (Name, Desktop Group, Machine Type, 0S), the power state
for the machines, or the connection status (Last connection and Endpoint, from which the
connection has been established).

The most interesting part is composed of the set of active operations that you can execute

on the desktop machines; for instance, it's possible, in fact, to manage the power state of

the machines, thereby being able to restart or power on a desktop when necessary. Moreover,
you can change the desktop assignment by moving an instance among your domain users,
because of the ability of the Desktop Director to interface with the Active Directory structure
in order to manage and retrieve information about the domain users.

[

To manage the power state of the virtual machines created under a VMware
hypervisor, you need to install the VMware tools on the guest machine.
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Reset Personal vDisk is a powerful task; in case of desktops configured with the personal
vDisk technology, the Director will allow you to check the status of the assigned user disks,
and if necessary, reset their configuration to the fabric default.

All the collected metrics are exportable from the Desktop Director as a report, in the form
of an XML file.

The Citrix Desktop Director is also able to retrieve information about
i the applications created and published from a XenApp farm.

There's more...

Another powerful tool offered by the Desktop Director is the ability to remotely control the
desktop of a user in order to offer remote assistance to troubleshoot issues. This technique
is known as shadowing.

You have two ways of enabling the remote control on the desktop machine base image, the first
one that has already been seen is selecting the User Desktop Shadowing option during the
installation phase of the Virtual Desktop Agent. The second one is enabling it in the domain
group policies applied to the desktop; the location is Computer Configuration | Policies |
Administrative Templates | System | Remote Assistance, the policy name is Offer Remote
Assistance, and the value is Enabled with the Allow helpers to remotely control the computer
option selected to give full control over the desktop. Click on the Show button in the Helpers
section and insert a valid username or a group name configured to work as a remote assistant.

1
‘Q For an easily manageable architecture, you should

consider using a group instead of a list of users.

After performing the listed steps, select and click on the desktop instance machine name
under the Director console, and in the Session Details section, click on the Shadow button,
as shown in the following screenshot:

Session Details

| Session Control- | | Shadow |

Shadow Machine
State
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On the desktop instance accept the remote control request; from the newly opened windows
you will be able to remotely manage the virtual desktop generated from XenDesktop.

1
‘Q Be sure to have considered all the security aspects of the

Remote Management implementation!

» The Configuring advanced user experience - HDX 3D Pro recipe in Chapter 4, User
Experience - Planning and Configuring

Configuring printers

To give the users the feeling of working on a virtual system as near as possible to a standard
physical workstation, you have to furnish all the peripherals available in a non-VDI architecture.
One of these is given by the configuration and use of printers. With the latest release of
XenDesktop, Citrix has implemented a set of improvements to manage and choose the quality
of the launched prints. In this recipe we're going to discuss about these kind of policies.

Getting ready

Depending on your company requirements, you could have a lot of different network printers
to configure within the virtual desktop environment. In this case, a prerequisite (and also a
best practice) is configuring a print server on which you want to install all the devices, and
then deploying them through the use of Microsoft domain GPO.

In case of a single printer for the entire organization, you can install the required drivers for
the printer using which the users will do their jobs on the desktop base image template; as
you've already seen, by this way, you will propagate the printer mapping to all the desktop
instances in the pool.

How to do it...

In this recipe we will perform the configuration of the printers within the XenDesktop
environment. Perform the following steps to do so:

1. Connect to the Desktop Controller machine and run the Desktop Studio by clicking
on Start | All Programs | Citrix | Desktop Studio.

190


http:///

Chapter 6

2. Inthe left-hand side menu expand the HDX Policy link and select the Users category,
as shown in the following screenshot:

& Citrix Desktop Studio

) File  Action  Miew  Window  Help

e | 2= HE

@ Deskiop Studio 2 U
L Search [ Users
= Machines : —
(=7 Applications Name
= |2 Hox Palicy :
Unfiltered
E Machines Eﬁ nfiltzre
52 Modeling

Click on the New... button in the Users menu area, enter a name for the new policy,

choosing it to match the printer policy configuration, optionally write a description
for the policy, and click on the Next button.

= New Policy

Enter basic policy information

Mame: [ Printer_Usar_Policy

Description: | Printer policy

In the Categories list, select the Printing section and choose whether and how you

are going to configure the following policies:

[m]

[m]

[m]

Client printer redirection

Default printer

Printer auto-creation event log preference
Session printers

Wait for printers to be created (desktop)
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5.

6.

192

In the Printing section select the Client Printers subsection and choose whether
and how you are going to configure the following policies:

o Auto-create client printers

o Auto-create generic universal printer

o Client printer names

o Direct connections to print servers

a  Printer driver mapping and compatibility
a  Printer properties retention

o Retained and restored client printers

The settings discussed for the Client Printers subsection are shown in the
following screenshot:

Settings:
Auto-create client printers add
" ICA\Printing\Client Printers -
Auto-create generic universal printer Add
' ICA\Printing\Client Printers -
Client printer names Add
" ICA\Printing\Client Printers -
Direct connections to print servers add
' ICA\Printing\Client Printers -
Printer driver mapping and compatibility add
" ICA\Printing\Client Printers -
Printer properties retention Add
' ICA\Printing\Client Printers -
Retained and restored client printers Add
" ICA\Printing\Client Printers -
Applies to XenApp 6.0 or later and Xenlesktop 5.0 or later =
Specifies which client printers are autc-created. This setting overrides default client printer auto-
creation settings, By default, all client printers are auto-created.

In the Printing section select the Drivers subsection and choose whether and how
you are going to configure the following policies:

o Automatic installation of in-box printer drivers
o Universal driver preference

o Universal print driver usage
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The settings discussed for the Drivers subsection are shown in the following screenshot:

Settings:
Automatic installation of in-box printer drivers add
" ICA\Printing\Drivers =
Universal driver preference add
' 1CA\Printing\Drivers -
Universal print driver usage Add

" ICA\Printing\Drivers

7. Inthe Printing section select the Universal Printing subsection and choose whether
and how you are going to configure the following policies:

o Universal printing EMF processing mode

o Universal printing image compression limit
o Universal printing optimization defaults

o Universal printing preview preference

o Universal printing print quality limit

Settings:
Universal printing EMF processing mode add
" ICA\Printing\Universal Printing -
Universal printing image compression limit add
* ICA\Printing\Universal Printing -
Universal printing optimization defaults Add
" ICA\Printing\Universal Printing -
Universal printing preview preference add
' ICA\Printing\Universal Printing -
Universal printing print quality limit Add
" ICA\Printing\Universal Printing -

8. After completing the configurations click on the Next button.

9. Forthe moment, do not apply any kind of filter; so on the filters screen, click on
the Next button to proceed.

10. After completing all the steps click on the Create button to generate the printer
policy group.

% Later in this book, we will discuss, in a deeper way, about the configuration
i of the most important machine and user XenDesktop policies.
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The printer configuration process is a quite complex activity, which requires you to deeply
understand and study the specific needs of the users in your company.

The following is an explanation about the main configuration policies in the Printing section:

» Client printer redirection: (Values are Allowed or Prohibited) Allowed by default,
this policy permits you to redirect to a server the client printer mapping.

» Default printer: (Values are Set default printer to the client's main printer or Do not
adjust the user's default printer) With this policy you can configure the way by which
you have chosen the default user printer. The first option uses the current configured
printer as a default device, the second instead loads the printer from the user profile,
based on the domain policies and the loaded printer driver. This technique is usually
used for the proximity printing approach, the technique of publishing the closer
network printer to a user.

» Printer auto-creation event log preference: (Values are Log errors and warnings,
Log errors only, or Do not log errors or warnings) This policy allows you to configure
the level of logging for the printer autocreation activities. You can decide to log no
errors and warnings, or errors, or both.

» Session printers: This policy permits you to add the list of the network printers, which
can be autocreated with XenDesktop. You have to specify the printer UNC path when
adding the network resource.

» Wait for printers to be created (desktop): (Values are Enabled or Disabled) With this
parameter you can decide to wait or not wait for the printer creation process when
connecting with your user profile. You can't apply this policy to a published resource.

The following is an explanation about the configuration policies in the subsections of the
Printing section:

» The following are the configuration policies for the Client Printers subsection:

o Auto-create client printers: (Values are Auto-create all client printers,
Auto-create local (non-network) client printers only, Auto-create the
client's default printer only, and Do not auto-create client printers) With
this policy you can decide whether to autocreate all the listed categories
by default, or one of them, including local attached printers. You can also
configure to not automatically operate on the creation of the printers.

o Auto-create generic universal printer: (Values are Enabled or Disabled)
With this policy you can decide whether or not to use the Citrix Universal
Printer object. As explained earlier, this could be a useful option when trying
to avoid printer and drivers fragmentation, because of the use of a single
generic printing driver.
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Client printer names: (Values are Standard printer names or Legacy printer
names) This policy permits you to choose the naming convention to use in
phase of generic printer creation. You should always use the standard naming
convention, and only use the other option when a compatibility with old Citrix
versions is required.

Direct connections to print servers: (Values are Enabled or Disabled)
With this configuration, you can permit the users to directly access the
network printer in order to make printing faster. This is only available in
case of LAN connections. In case of WAN printer mappings you have to
use a nondirect connection.

Printer driver mapping and compatibility: With this policy you can import a
set of printer drivers on which you are operating to define compatibility and
substitutions for the client drivers. This means that you can define a rule to
override customized settings, in order to standardize the printing architecture.

Printer properties retention: (Values are Held in profile only if not saved on
the client, Retained in user profile only, Saved on the client device only,
or Do not retain printer properties) This policy lets you decide whether and
where you are saving the configured printer settings. You should consider
saving these settings in the user profile, especially in the presence of a
centralized profile manager and a nonpersistent desktop machine.

Retained and restored client printers: (Values are Allowed or
Prohibited) In case of customized printer configurations, you can
have the ability of maintaining these settings and restoring them in
case of configuration problems.

» The following are the configuration policies for the Drivers subsection:

[m]

Automatic installation of in-box printer drivers: (Values—Enabled or
Disabled) This policy permits or blocks the automatic installation of the
drivers that are collected in the form of packages and deployed through
the use of the Citrix Receiver plugin component called PnPUtil.

Universal driver preference: By the use of this policy you can choose the
order of use of the Universal Printer drivers, such as PCL in its different
versions, XPS or PS.

Universal print driver usage: (Values are Use only printer model specific
drivers, Use universal printing only, Use universal printing only if
requested driver is unavailable, or Use printer model specific drivers only
if universal printing is unavailable) This policy manages the situations in
which you are using the Universal Printer driver. By default, this driver is
used only when a specific driver is not available.
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» The following are the configuration policies for the Universal Printing subsection:

o Universal printing image compression limit: (Values are No compression
- Best quality (lossless compression), High quality, Standard quality, or
Reduced quality (maximum compression)) This is an important policy that
allows you to configure the quality level of the printed images, deciding to
give precedence to the quality level or to the compression level.

o Universal printing print quality limit: (Values are No limit, Draft (150
DPI), Low Resolution (300 DPI), Medium Resolution (600 DPI), or High
Resolution (1200 DPI)) The configuration of this policy permits you to force
the users to print documents at the preconfigured resolution.

When possible, you should only use the generic Citrix Universal
Printer driver instead of many different printer drivers, and

Q‘ avoid automatically installing the printer drivers on the desktop
instances, in order to reduce the troubleshooting activities in
case of issues. If you do not have client printers, consider using
unified printer drivers and try to consolidate the printer types in
your company, if possible.

There's more...

In the wide range of the Citrix free tools, you can find the Citrix StressPrinters software, which
allows you to simulate multiple sessions using a configured printer driver, in order to test the
capability of using the driver and its response in terms of physical and virtual resources usage.

You can download the ZIP file archive from http://support.
s citrix.com/article/CTX109374.

Run the correct version for your infrastructure by double-clicking on the 32-bit or 64-bit
executable file. The software will let you select the driver on which you want to perform the load
tests. You have to specify the printer name and port (for instance, LPT1 for a local printer or the
configured IP address for a network device), the number of concurrent events, and the number
of times you will repeat the tests. If you want, you can run the test in verbose mode by checking
the appropriate checkbox. By clicking on the Save button you can archive, in a text file, the
configured tests to be loaded and run them again afterwards. To execute the tests you have to
click on the Run button, as shown in the following screenshot:
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+P StressPrinters = |
Printer drivers Printer creation settings
[¥]HP Universal Printing PCL & (v5.3) Base printer name; Microsoft XPS Document Writer

[CIMicrosaft Shared Fax Driver
[CMicrosaft %PS Document Writer

Printer port name: |[LPT1: - ]

Print processor: Winprint

The number of concurrent add events: 3

Maximum delay between add and delete g -
(in miliseconds): =

The number of times to repeat the test: 3 =

|| Keep printers created during last iteration

|| Apply these settings to all printers

After completing this you'll receive back a summary of the executed tests; if you want, you can
save the related log file by clicking on the Save log button.

+P StressPrinters Output Log [=TE = ]

Launching cmd.exe /C addprinter64.exe -name "HP Universal Printing PCL 6 (v5.3)" port LPT1:" -driver "HP Unive =
CMD process has been created. PID: 13cB (5064)
AddPrinter.exe process for "HP Universal Printing PCL 6 (v5.3)" has been finished

- Begin Log for "HP Universal Printing PCL & (v5.3)" —

AddPrinter Ver 2,01 (c) Citrix 2006-2007 {pid: 2138)
WARNING: thread id Dxd34 may be stuck on AddPrinter for printer HP Universal Printing PCL 6 (v5.3) 1!
Time elapsed: 18 seconds. Done with O errars.

i ™y
-——End Log for "HP Universal Printing PCL 6 {(v5.3)" -— StressPrintersb4 M

4 l: Stress test has finished!

See also

» The Configuring the XenDesktop policies recipe in Chapter 8, XenDesktop
Tuning and Security
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Configuring USB devices

When making a decision about the migration from a physical to a virtual desktop infrastructure,
the managers and the IT technicians should always consider maintaining a high operational
level for their users, such as an elevated user experience, or the ability to use external devices.
In this recipe we will discuss how to use and map the USB devices, also with an eye on the
security aspects involved in this operation.

Getting ready

You need an administrative access to the Desktop Controller machine in order to configure the
required policies. The presence of the Citrix Receiver on the desktop base image template is,
of course, a mandatory prerequisite.

How to do it...

In this recipe we will explain how to configure the use of the physical USB devices within the
Citrix XenDesktop virtual environment. Perform the following steps:

1. Connect to the Citrix broker machine, click on Start | All Programs | Citrix, and run
the Desktop Studio software.
2. Inthe left-hand side menu expand the HDX Policy link and click on Users.

3. Edit an existing policy or create a new one, as explained earlier, and select the Settings
tab and go to the USB Devices policy section, as follows:

= Edit Policy H=
Genera Settings Filters
Settings to show: | XenDesktop (Al Versions) - Search USE Devices 2
Categories: Settings:
Eandwidth a Client USB device redirection o
Decktap UI * ICAVUSE Devices I
ile Redirecti Client USB devi diraction rul
File Rediraction ien wice redirection rules Add

Mult-Strezm Cornections * ICA\USE Devices
Port Redirection
Frinting
Client Frinters
Drivers
Universal Printing
Session Limits

ime Zone Cantral

WAIN Devices

USE Devices
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4. Edit the Client USB device redirection policy, by choosing to allow or prohibit the
mappings of the USB devices. After selecting, click on the OK button.

5. Connect to one of the desktop instances, and in the Citrix Receiver menu bar, click
on the Preferences tab, as shown in the following screenshot:

Chapter 6

(E) Windows_Desk - Desktop Viewer

-l = By P

Home Ctrl+Alt+Del Preferences -screen Disconnect

6. Select the File Access section, and decide which type of access to the USB device,
you want to give the virtual desktop (No access, Read only, Read and write, or
Ask me each time). After selecting this, click on the OK button, as shown in the
following screenshot:

PP Citrix Receiver - D

E Sheptay Choose howto access files on your computer from
your virtual desktop

File Access

Read and write

-
Flash Read only

Mo access
[ :
s Sedehcam @ Ask me each time

Remember these settings for this virtual desktop

oK |[ Cancel |[ Apply
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7. Attach a USB disk to your physical client to test the ability of the Citrix Desktop to see
and interact with it.

HDX File Access

| Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= MNo access
Do not permit your virtual desktop to access your local files,

< Read-only access '
Permit your virtual desktop to read but not write to your local
files.

= Read/write access
Permit your virtual desktep to read and write to your local files.

[7] Do not ask me again for this virtual desktop.

With the USB devices policies, administrators can decide whether to give the user the

possibility of mounting and using external devices, with particular attention to the USB
mass storage devices. As explained later in this chapter, you can secure the resources
in your infrastructure by implementing a kind of device control, limiting the usage and

the access only to the configured USB peripherals.

After the configuration of the policies, you have to choose the manner by which a desktop
instance can access data on a mounted USB device; you could prohibit the total access to
the resource, allowing a basic read-only access, or giving the full read and write privileges
to fully operate on the available data.

This process applies when you connect a USB key or storage to your physical client (thin
client, notebook, and so on); the communication passes to the Citrix Receiver client, which
performs a check on the applied system policies, thereby deciding if it will permit you to
view the content of the devices.
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There's more...

The second USB devices policy (Client USB device redirection rules) permits you to
implement a filter based on the model of the USB product you're going to mount on your
virtual desktop; this means that you can allow or deny the use of a specific USB disk, based
on hardware parameters such as Vendor ID (VID), Product ID (PID), or Release ID (REL).

To create a rule, edit the discussed policy, and click on the New button to create a rule,
or click on Edit to modify an existing one.

= Add Setting E

Client USB device redirection rules

Values H

Accept H Cance

The filtering rule must be generated by using the following parameters:

[Allow/Deny] : [Category] = [Category Code]

In the Category section, you have to use one of the following parameters:

>

>

VID: The Vendor ID for the USB device

PID: The Product ID for the USB device

REL: The Release ID for the USB device

Class: The category to which the USB device belongs
Subclass: The subcategory part of the Class earlier described

Prot: The communication protocol used by the device

The following is an example of a configured USB device rule:

Allow: Class=08 SubClass=03 # Mass storage devices
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Please refer to the USB corporation (http://www.usb.org/

home) to find all the required information about the Vendor and

Product IDs of the USB devices.

» The Configuring the XenDesktop policies recipe in Chapter 8, XenDesktop
Tuning and Security

Chapter 6 XenDesktop lab

In this chapter we've seen how to create and configure the Desktop's catalog containing the
resources to distribute among the end users, and how to implement specific configurations
such as the ability to use printers and USB devices.

In this laboratory we're going to configure one of the available catalog types, configuring a set
of printers and USB devices policies. Perform the following steps to do so:

1. Connect to the domain controller server (vinctxdc01l - 192.168.1.50)and
generate a group called MCSDesk -GRP, assigning to it the membership of four
users. If you have no sufficient user accounts, create them in a number useful
to cover the required number.

2. Still connected with administrative credentials to your DC server, configure the
domain GPO to permit the remote assistance on the machines that are part of
the VDI domain OU.

3. Connect to your MCS desktop base image template with administrative credentials,
and force the applications of the domain policies.

4. Connect to your hypervisor infrastructure, and after you've completed all the
necessary modifications to the MCS desktop base image virtual machine,
generate a snapshot disk for it.

5. Connect to the Desktop Controller machine (vinctxddc01 - 192.168.1.60)and
run the configuration wizard in order to create a desktop catalog with the parameters
given next. Perform the following steps to do so:

i. Create a pooled machine type catalog with a static machine
assignment technique.

ii. Set number of generated instances equal to 4—allocation of the
resources that are same as that of the master image.

iii. Create new machine accounts in the form of MCSDesk<progressive-
numbers>.
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Assign the generated machines to previously created MCSDesk -GRP.

Configure the peak and the off-peak hours based on your company's
working hours with the parameters such as suspending the machine if
disconnected for 15 minutes, of turning it off if logged off for 10 minutes.

Enable the use of the Secure ICA protocol, and set color desktop
resolution at the maximum level.

Connect to the Citrix Desktop Director web console, and try to change the assignment
of a desktop for one of the configured users. After completing this step, check the
metrics collection and export them to a report.

Using the Desktop Director web console, run a shadow session for one of the existing
virtual desktop instances.

Connect to the Desktop Controller machine (vimctxddc01 - 192.168.1.60)and
configure the following policies:

[m]

[m]

Permitting to the client only mappings of the Citrix Universal Printer driver.

Allowing users to map external USB devices, and asking them for
confirmation of the type of access to the resources.

Connecting to the appropriate site, retrieving information about an available
USB mass storage device in your company, and creating a filter rule to only
use that hardware on your virtual desktops.
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In this chapter we will cover:

» Publishing the VM-hosted apps with XenDesktop
» Publishing the streamed apps with XenApp 6.5
» Publishing applications using Microsoft App-V

Introduction

When you think about the Citrix XenDesktop suite, you only consider the virtual desktop
implementation part. This approach could be correct when creating a machine with the
full set of applications already installed, but not when considering to deliver only the
specific applications for every domain user.

In this chapter we're going to discuss this second approach, with the use of the three
supported technologies to deliver applications to the users' desktops: the creation of the
VM-hosted apps with XenDesktop, the streamed applications with Citrix XenApp, and the
most recent way to publish applications, the App-V platform developed by Microsoft. The
scope of this chapter is not to compare these technologies, but maybe, to explain the
main and most important application delivery techniques on the market.
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Publishing the VM-hosted apps with

XenDesktop

The VM-hosted apps approach is the simplest and nearest to a standard, preinstalled
desktop instance. With this technique, anyway, you will be able to reduce the impact on
the infrastructural components because of the absence of the terminal server licenses
required in the other application deployment solutions, such as Citrix XenApp. On the
other hand, you have to consider the necessity to have more XenDesktop licenses.

Getting ready

To be able to deploy VM-hosted applications, you need to have the right number of licenses
within your infrastructure; remember that for any single application, or a set of applications,
you need a XenDesktop license corresponding to a deployed desktop instance.

Moreover, you need to generate a number of desktop instances in your catalog, equal to or
greater than the number of users accessing the applications.

How to do it...

In the following steps we will explain how to publish the VM-hosted apps based on the
XenDesktop application catalogs:

1. Connect to the Desktop Controller machine with administrative credentials, then
click on Start | All Programs | Citrix, and click on the Desktop Studio link.

2. Click on the Machines link in the left-hand side menu, and choose if creating a new
catalog (the Create Catalog link in the right-hand side menu), or editing an existing
one (right-click on its name and select the Add machines option).

We've already seen in the previous chapter how to create a
i catalog, so we will work on an existing catalog in this case.

3. After all the intermediate operations, select the number of machines that you
want to add, and select Create new accounts or Import accounts, then click
on the Next button.
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Steps Virtual machines

) Add VMs Mumber of machines to add

Create accounts : .
Machines in Cataleg: 1
Summarny

Unassigned machines 0

Active Directory computer accounts:
Available accounts: 0
Additional accounts required: 2
*) Create new accounts

Im Part atoounis

u To differentiate the machines in a desktop group from that in

~ an application group, you should always create new machine

Q accounts with a naming convention other than the machines
in the desktop group.

4. Select the Organizational Unit (OU) within creating the computer accounts, and
choose a coherent naming convention, in line with the scope of the machines.
After completing this click on Next, as follows:

Account naming scheme: DeskApps# 09 -

ciTR!x DeskApp0l1

s )t ) (Cme )

5. On the Summary screen, after reviewing all the information, click on the Finish
button to complete the procedure.

6. Click on the Assignments link in the left-hand side menu, then select Create
Application Desktop Group on the right-hand side of the screen.

7. On the Catalog screen select the catalog from which you want to take the desktop
instances, and select how many machines you are adding, with a number equal to
or less than the number of available machines, then click on Next.
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8. Inthe Users section select the users or the groups to which the application desktop
instances will be assigned, then click on the Next button.

9. Inthe Delegation section flag the administrative user who will be able to manage
the created desktop instances, and click on the Next button.

10. On the Summary screen assign a name to the application desktop group, and click
on Finish to complete the procedure.

11. In the left-hand side menu select the Applications link, then click on Create
Application located in the right-hand side panel.

12. In the Desktop Groups section select if you are adding an existing desktop group
or creating a new one. Because of the previously created group, click on the Add
existing... button, select the desktop group to add, click on OK, and then click on
the Next button, as shown in the following screenshot:

= Add Desktop Group

Mame Machine type
Steps Desktop groups: ] App. Desk Group, | Permanent, for application delivery

B Mame
) Desktop Groups

) Location
! Users
@ Shortcut
) Advanced
) Name
() Review settings
! Create application

) Finished

o ==

CiTRIX

13. In the Location section, browse for an application executable file to publish by
clicking on the Browse... button of the Program executable section, as shown
in the following screenshot:
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Create Application I
Steps Program exscutable:

| [

() Desktop Groups

© Location Command line arguments:
Users [ ]
) Shorteut Working directory
Advanced [ H Browse... ]
Mame

Review settings
Create application |

Finished

CiTRIX

14. On the Browse for File screen select the radio button for Local computer or
Associated machine; in this second case, select either Show only machines
in maintenance mode or Show only available machines by checking one or
both the checkboxes. After selecting the right available option, select the system
share from which you will browse the applications, and click on the Browse...
button to add the required software.

*) Associzied machine
[ ] show orly machines in maintenance mode

[¥] Show orly available machines

Machine ta browse:!

DhS Mame Maintenance Mode Status
1 Deskdpp02  Disabled Available
Share: [ C3 -

Browse... ][ Cancel ]
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15. After selecting the application the Working directory field will be automatically
populated. Click on Next to continue.

Create Application I
Steps Program executable:
[ CiWindows\notepad exe l [ Browse., ]
() Desktop Groups
@) Location Command line arguments:
Users [ ]
shoricut Working directory.
Advanced ChWindows l [ Browse... l
Mame

Review sattings
Create application

Finishad

16. In the Users section add the domain users to which you want to assign the applications,
then click on Next.

17. In the Shortcut section select an icon for the selected application, specify the Client
folder where you will publish it, and check the Add shortcut to client's start menu
and Add shortcut to client's desktop checkboxes. These shortcuts will be put on the
user profile locations by the Citrix Receiver; in the first selection case, you also have
to specify Start menu location. After completing this click on the Next button.

Create Application
Steps o )

Desktop Groups -
@ F g Client folder

@ Locztion l
) Users
| Add shortcut te client's start menu
© shortcut Start menu location:
Advanced [ l
Mame

] Add shortcut to client's desktop
Review setfings

Create application

Finished
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18. In the Advanced section configure the following parameters as necessary, and click
on Next after it's done:

[m]

[

Advanced access control

o Allow connections made through Access Gateway - Any
connection or Any connection that meets any of the following
filters. With this last option, you have to select an existing
application farm and a matching rule.

o Allow all other connections.

Appearance

o Windows size - Full screen, Exact pixel size, or Percent of client
display

o Color depth - 16, 256, High color, or True color

Content redirection
o Multimedia

Enable legacy audio

Resources

a CPU priority level - Low, Below normal, Normal, or Above Normal.
Decide if checking or unchecking the On startup, wait for printer
creation checkbox.

Security

o Decide if checking or unchecking the Require client to use
encryption option

You'll have more details about the Content redirection
s section later in this recipe.

Steps

() Desktop Groups

&) Location

) Users

() Shortcut

) Advanced
Mame

Review settings

The settings oelow are opticnal, If you do net change them, smart defaults will be used.

[ p Advanced access control

[ p Appearance

[ p Content redirection

[ b Multimedia

[ p Resources

[ b Security
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19. In the Name section select a name for the published application, specify
Description/Tool tip, check Enabled, Visible, or both under the Availability
section, and then click on the Next button.

Create Application

Steps MName:
[ Motepad_Puslished l

U Desktop Groups

& Location Description / Tool tip:

) Users Published Netepad.exe from a remote rr'ad‘ir'd
© snorteut Availability:

@ Advanced [¥] Enzbled

) Name Yisiole

20. On the Review settings screen, after you've verified all the configured parameters,
click on the Next button to complete the publishing procedure, and then click on
Finish to close the window.

21. In the Applications menu, now you can find the published software. Click on the
application in order to change the configured properties wherever necessary.

22. Connect to the Web Interface and log in using the credentials of a user holding
one or more published applications. In the resources menu you can now find the
linked software. You can click on the application link to start using it.

Applications Desktops

Main

d

Motepad_Published
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23. Using the same Web Interface session, access a configured desktop
instance, right-click on the Citrix Receiver plugin in the sidebar, and
select the Preferences option.

24. Select the Plug-in status section, right-click on the Online Plug-in (13.1.0.89) link
and select Change Server, as shown in the following screenshot:

P] Citrix Receiver - Preferences

User settings Plug-in status

Plug-in Status

@ Plug-in status Offline Plug-in (6.6.0.16] Enabled.

Aboiit Online Plug-in (131089 Enabled with no active

Legon to Refresh Applications
Log Off Sessions
Reconnect

Disconnect

Change 5erver

Connection Center Options

Ok || Cancel
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25. Specify the address of the Desktop Controller machine, in the form of,
<protocols>://<hostnames>/Citrix/PNAgent/config.xml, and
click on Update, as shown in the following screenshot:

Citrix Receiver - Change Server @

What is the address of the server hosting your published resources?

Server Address:

http: ffvmctoddc0 1. chdab. local fCitrix/PMAgent/config. xml -

Example: servername (for non-secure connections)
https://servername (for secure connections)

| Update || Cancel

The server you specfy here can be used to remotely configure
! Citrix Receiver settings. Only spedfy the address of a trusted
SErVer.

If you are unsure what to enter here please consult with your
Administrator.

+  The specified site is the address of the Web Interface Services

site explained in the Installing and configuring the Web Interface
recipe in Chapter 1, XenDesktop Installation and Configuration.

26. Right-click again on the Citrix Receiver, select the Online Sessions link and click on
Logon to Refresh Applications. Insert the current username and password in the
form of Domain\User and click on Log On.

27. Now you can find the published application on your machine's desktop and in your

Start menu.
(&) Windows_Desk - Desktop Viewer . g ° — m— -
' = 4
A *
Home Ctrl+Alt+Del P Full-screen Disconnect

Personality
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The VM-hosted apps is the most recent technique offered by Citrix to deploy applications to
the users. Through this approach you can deliver software to the published desktops or simply
let the users run the single application without the necessity of the Terminal Server licenses,
as required for instance in Citrix XenApp. For this reason, every application associated to a
delivered desktop instance allows only one connection, and not multiple accesses to the
assigned software. In some way this is the price you have to pay for approaching in a modality
other than the XenApp style. This deployment approach could also be useful when you don't
want to use the application streaming offered by XenApp or App-V for that software that can
only be installed on the desktop machines (XenApp, for instance, can only deploy applications
hosted on the server edition of Microsoft Windows).

All the VM-hosted apps are part of a desktop group quite different from the standard group
used till now; it's called application desktop group, and it is an applications container in which
it is possible to assign permissions and specific software's parameters.

You can decide to publish an application link on the user desktop, and also populate
the Start menu with a shortcut; this way, the user will tend to run the application locally
on his desktop.

This last discussed user experience is less richer than the impression

given by XenApp. In fact, when you'll run an application in the VM-hosted
s modality, you will see it execute an effective machine logon operation; in
XenApp, this operation is not visible to the end user.

An important part in the applications configuration is given by the software appearance;
you can configure the way in which the application has to run, in terms of color resolution
and windows size (the Appearance section discussed earlier). Furthermore, you can decide
to enable the audio as well for an application, and set its priority level when accessing the
CPU resources.

In the presence of the Citrix Access Gateway, it's possible to configure the advanced access
control policy; instead of allowing any kind of connection, you can permit the connections
to the applications only through the Citrix Gateway, and eventually decide if filtering them
through it.
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To complete the application publishing process, it's necessary to assign the file type (or types)
to the software; to execute this task, you need to perform a process called content redirection.

To be able to operate on the file extension assignment, you need to put the desktop—which
is offering the application—in maintenance mode. After this, select the application on which
you want to operate, and edit its properties. In the Content redirection section click on the
Update file types button, and select the machine from which you are importing the file type's
definition. At this time you will be able to select one or more file extensions to associate to
the application (in this example, the .bat and . txt file types have been associated to the
published Microsoft Notepad) as follows:

Eilz types:
Extension File Type a
[].JsE IScript Encoded File
[1.ps1
| psml |
[].sep Text Docurment
[w] bt Text Document
[] whs VEBScript Script File
] .wsF Windaows Script File
[ amil Windows Markup Fils
[] xbap KAML Browser Application
] wwtx Text Docurment
[ wwse Windows Script Component
[] WBE VBScript Encoded Filz
[ sct Windows Script Component
[ reg Registration Entries
[ psdl
[] log Text Docurment
[1ijs 1Seript Script File
] .inf Setup Infarmation
[ dic Text Dacurnent
[] .emd Windows Command Script
vl bat | Windows Batch File
[ Selact all ] [ Deselact al
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This operation will allow the users to double-click on the associated files and open them using
the associated software with the VM-hosted app technique.

Remember to disable the maintenance mode after completing
i this procedure!

» The Configuring Citrix Receiver recipe in Chapter 4, User Experience - Planning
and Configuring

Publishing the streamed apps with

XenApp 6.5

Citrix XenApp is the oldest and most famous software of the Citrix family, which is used

to publish applications, contents and server's desktops for the end users. These operations
can be performed using different approaches. During this chapter we will explain how to
assign software to the clients through the streaming technique and redirecting the application
execution to the XenApp servers by moving or streaming the application to the client machine.

Getting ready

To be able to publish streamed applications, you need to install and configure a Citrix XenApp
farm, installing and configuring one or more Windows Servers as member servers of this farm.
After this you need one or more servers to use as Profiler; on this machine, you have to install
the Citrix Streaming Profiler software, create a network share accessible with full privileges

for the users who need to access the published applications, and copy all the setups of those
applications which will be deployed. All the machines must be attached to the Windows domain
on which you have configured the Citrix XenDesktop infrastructure.

Refer to the book Getting Started with Citrix XenApp 6.5, Guillermo
Musumeci, Packt Publishing to understand and implement a full
functioning Citrix XenApp farm.
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How to do it...

In this recipe we are going to explain how to generate and deploy streamed applications within
a Citrix XenApp environment. Perform the following steps:

1. Connect to one of the profiling servers with domain administrative credentials, and
run the Citrix Streaming Profiler software.

2. Inthe Profiler menu click on the New Profile button to proceed with the application
publishing, as follows:

Welcome

CiTRIX' Streaming Profiler @
for Windows® Gl

b

Mew Prafile

Dpen Profile... |

Help Topics |
v Shiow thiz screen at startup Open Profiler |

3. On the first wizard screen click on the Next button to proceed with the operations.
If you want to stop receiving the explanation screen, check the Skip this screen in
the future checkbox.

4. Select a profile name for the application profile you're going to create and click on
the Next button.

5. Choose to check or uncheck the Enable User Updates option, and flag the Save
these settings and skip this screen in the future to stop the prompt of this screen
the next time you will run the wizard option. After completing this click on Next.

6. Check Enable support for 6.0 Offline Plug-ins if you want to support older plugins
and profiles versions under the Windows XP SP2 operating systems, then click on
the Next button.

7. Inthe linked profiles section click on Next. We will discuss this later in the recipe.

In the Target operating system section select the system target for which this
application is created (Service Pack selection included). In the Target language area
select one, multiple, or all the listed operating system languages. After completing this
click on the Next button.
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New Profile Wizard

Set Target Operating System and Language
Chooze the target operating system and languages on which wou want pour application to run.

— Target operating system
Recommendation: Applications should not be targeted to run on operating systems older than the current profiler
operating system.

Operating System | Service Pack | ;I
O windows Server 2008 All zervice packs
O ‘windows Server 2008 64-bit Edition All service packs
O windows 7 All zervice packs

Set Service Pack. .. |

— Target language
Select the language of the application you want to profile. For multiingual interface applications, select all that apply.
Chineze and Korean applications should be profiled on an English operating system. Other applications should be
profiled on the same operating system language oh which they are designed ta run,

o| [T Alllanguages

Languages |
E halizh —
O Estonian
O Faroese
O Firrish il
*  You have to select an operating system version that is coherent

with the current profiler machine. So, you should not select a

’ target operating system that is older than the profiler server!

9. Select the Advanced Install radio button on the Select Install Option screen,
and click on Next.

New Profile Wizard |

Select Install Option
Chooze bebween quick and advanced install options.

" Quick |nstall Chooze Quick Install ta run one application inztaller or command-ine script.
5§
& Advanced Install Chooze Advanced Install to do any of the following:

» Run multiple application installers or command line scrpts
= Perfarm ah online upgrade

» Install one or more browser plugins

s Inztall one or more “wWeb applications

» Manually select application files and folders

» Modify application registy files
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10. On the Select Install Method screen select the Run install program or command
line script radio button and click on Next.

New Profile Wizard

Select Install Method
Select one of the available installation methods,

Select one of the available install methods. If neceszary, after campleting each install methad, you can return ta this step to
continue wour installation,

& Bun install program or command line script

B &

" |nstall IE pluginz, ‘Web applications, or online updates [Microsoft Internet Explarer anly)
" Select files and folders
" Edit registry

™ Continue with none of the above

O & (

11. On the Choose Installer screen browse for one of the copied software setups

(in this case Mozilla Firefox 15.0.1), enter an optional command-line parameter,
and click on Next.

12. On the Run Installer screen click on the Launch Installer button. At this point the
software setup will run under the profiler environment, but nothing will be installed on
the profiler machine. After the setup has been completed, click on the Next button.

New Profile Wizard

Run Installer

Complete the install procedure for wour installation program or command line scrpt,

Click Launch Installer ko begin. After the installer startz, the Back button iz dizabled. If the installer failz ko start, click Back to
chooze another installer or correct the parameters.

YWhen the installation finishes, click Mext,

Inztallation program; C:MFirefox'Firefox Setup 15.0.7.exe ;I
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13. Select either Finish installations or Perform additional installations (for example
patches, updates, and so on). In our case we have to choose the first option, and
then click on Next.

14. Select the application and click on the Run button to execute its first launch. This task
is necessary to complete the configuration of the installed software. It's also possible to
configure command-line parameters for the application execution. After completing this
click on the Next button.

Mew Profile Wizard

Run Application {optional)
Run any applications that must be launched to complete their installation process.

Some applications must be run once to complete installation [for example, to enter a product zenial number or complete
product activation]. If you run the application, wait until it has finished opening before you click Next.

The initial lizt containg application shortcuts discovered during installation. Select Add to locate executable files pou want b
wn. If neceszan enter the command line parameters pou want bo wn with an application.
Applications:

Application Mame | Status | Bun
a Firef Application Mat Fun

LCommand line parameters [optionall:

15. On the Select Applications screen you can delete, modify, or recover the existing
applications, or add a new one. Click on Next to continue.

4 If you accidentally delete the application during the creation
@’@‘\ phase, the Recover button will permit you to roll back the
’ operation and restore the deleted profile.

16. If you want you can create a virtual hard disk (VHD) to associate to the application by
checking the Create virtual hard disk (VHD) for this target checkbox. After completing
this click on Next.
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17.

18.

19.

If you are signing your profile with a certificate, select the appropriate radio button
(Sign using key from selectable file, Sign using locally installed certificate, or
Do not sign profile), and then click on Next to proceed.

On the Build Profile screen review the listed information, and click on Finish to
complete the profile creation procedure.

In the Streaming Profiler menu you can now find the generated application profile.
Click on File | Save to save it, and specify Profile name and Profile directory (UNC
path) where you will save the application. The UNC path is the network share generated
during the required preliminary tasks. After completing this, click on the Save button, as
shown in the following screenshot:

] Firefox.profile* - Citrix Streaming Profiler for Windows

File  Edit Wew Tools Help

BAALRG D Save As

=45 Firefox o
=165 Windows Server 2008 Ri2 64-bit Edion [+ Profile ditsctory [UNE path)

|:| C I\\profilemachine\Apps{ Browse |

=8

D Program Files [x36]

D FrogramDiata Frofile name:

&[] Users IFirefox
Save to:

“profilemachingappsiFirefos\Firefox. profile

Save I Cancel

20.

21.

22.

222

Repeat all the profile creation tasks to generate the profile for a different application
(in this book this task will be performed on the Notepad++ software).

Connect to the Citrix XenApp server farm with domain administrative credentials,
and run the Citrix AppCenter console (link located at Start | All Programs |
Administrative Tools | Citrix | Management Consoles).

In the left-hand side menu click on your farm name link, and select the Applications
option. Right-click on it and select the Publish application option, as shown in the
following screenshot:
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= E iznapp . \i,JThere are no ikems to display.
[ MEewRarm
&b Administratars
-
?f i Change display 3
= istory Create folder
9 Load Ba - -
VR Load Ev Fublish app
r:-;! Policies Save in My Views
L SEMVETS  Gther Tasks J
F5 worker
&%) Zones Wi *
@ Single Sign-0n Copy
Refresh
Help

23. On the welcome screen click on the Next button, then insert an application's display
name in the Display Name field and its description in the Name field, and then click
on Next.

24. In the Type section select Accessed from a server as Application type, selecting
Streamed to server as Server application type. After completing this click on the
Next button.

Firefox - Publish Application (3,/8)

Wiew the application tppe. To change the type, use the Change application type task. g

Choose the type of application to publish.

Steps
/ welcome " Server desktop
Basic " Content
v Mame &+ Application
F Type r—Application type
Location % Accessed from a server
Servers " Stieamed if possible, atherwize accessed flom a server
Uszerz Server application type:
Shartcut )
presentation
Publizh immediately ¢ Sheamed to dient

O Mate: To change the application type after publishing it, you must uge the Change Application
Type task.

Buick Help
liﬁrants Uzers access ha stream a profile application to your servers and launch it through CA.
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25. Browse for the network share located on the profiler server, and choose one of the
existing application profiles (in this case select Firefox as the application to publish,
choosing the file with the .profile extension). Select the application to launch
from the drop-down list; if needed, you can also populate the last field with any extra
command line parameter. Once finished, click on the Next button.

Firefox - Publish Application (4,8)

CITRIX'

Location
Select and configure the resource being published.

Specify the application lozation.

Steps
7 Weleome Enter the UNC addiess of the manifest file for the Citix streaming application profile you want to
publizh. Users must have access rights for the profile you specify; for example, make sure the fil
Basic zerver permits all of pour target uzers to view and execute all flles in the profile. To use HTTF or
HTTFS to ztream applications, on the “Web server, create the mime type .profile = teut/=ml.
Marne Mare...
Type

> Location o . - '
Citrix streaming application profile address:

Servers hprofilersrppshFireFosiFirefox. profile Browse... |

Usgers

Shortcut

presentation Application to launch from the Citrix streaming application profile:

Il@l tozilla Firefox j

Publizh immediately

Extra command line parameters:

_ Thesze parameters will be placed into the command line where the profiled application has
specified ** as a parameter. If the profiled application has no ™ in itz command line
paranneters string, these parameters will be added to the end of the command line.

26. In the Servers section, click on Add... to select the servers on which you will run the
published application, and click on Next to continue.
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Firefox - Publish Application {5/8)

i CiTRIX'
CITRIX !
Servers
Configure which servers will host the application.
Select Servers X
Choose | . ;

Steps Look in: g [ ewkarm & -

e Servers: . .
v Welcome MNarme _],? Servers Add |

Basic F’j‘\:\u"orker Groups

v e Addgil |
v Type
v Location [ Includs subfolders

* Servers

Users Selected items:

Shartcut Mame | Location | ﬂl

presentation

o . Fremayve Al |
Publizh immediately

e I Cancel

0 items

Add... Femoyve | Impart from file... |

27. In the Users section, select the Allow only configured users radio button,
and browse your domain for users to which you will assign permissions on
the published application. After completing this, click on Next.

28. In the shortcut presentation area, select the application icon, and choose if you
want to publish it on the client's Start menu or desktop, then click on Next.

29. In the last section choose if you want to initially disable the application or not,
then click on Finish to complete the creation procedure.

30. Repeat the publishing procedure on the XenApp server also for the Notepad++
application profile, selecting Streamed to client as an application type. In case you
have enabled the offline access for the application, you have to decide either pre-
caching the application at login, or caching the application at the launch time.
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31. Connect to a XenDesktop machine instance through the Web Interface, log in with
a user enabled to use the configured XenApp applications, right-click on the Citrix
Receiver icon in the Windows taskbar, and configure it to point to the XenApp farm,
as seen earlier for the VM-hosted apps procedure. After completing this you will be
able to run the streamed applications within your virtual desktop.

+)) Citrix Receiver - Preferences

User settings P|Ug—m status

Plug-in Status

© Plug-in status Offline Plug-in (6.5.0.6684) Enabled.

Enzbled with noactive

Ahout Cnline Plug-in [13.1.0.89) =
) Citrix Receiver E

Please log on

L DomainiU ser: Ictxlab\userﬂ‘l
Motepad++

Password: |...-nu---|

Lag On I Cancel

The use of the streamed applications with the XenApp platform permits administrators and end
users working on a centralized application store profile to deliver and stream the software to
the clients. With this configuration you can set up, update, and tune the applications exclusively
in the central store, and then propagate the latest software version to the users without any
additional operation.

As explained in the previous section, you can stream an application in two different ways:

>
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Streamed to server application: In this approach the most important part of the
communication is between the XenApp farm server and the profiler machine on which
the application store has been configured. So, when a user will call an application
using the online or the web plugin, the application will be streamed from the profiler
to the XenApp server, and then redirected to the client through the listed plugins.

Streamed to client application: In this case the most critical application flow is
redirected to the client machines. In fact, when a user asks for a published application,
this is redirected to the client, caching some of the application files, or the entire
streamed software. In this second case it will be entirely downloaded to the user's
machine, making it usable even in an offline mode. For this reason, it's necessary to
install the Citrix offline plugin in the presence of the streaming to client solution.
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The choice depends on the architecture characteristics. In case of a lot of users and a XenApp
farm with low performances you have to operate in a streaming-to-client manner; otherwise
with a strong XenApp architecture you can stream the applications to server with no need of
caching information on the client resources.

All of these publishing approaches permit you to have a fully isolated application environment;
you can see the streamed apps as a set of bubbles that have no impact on the software
running locally, even if they belong to the same software category/vendor (for instance, you
could have two different versions of the same text editor). This is granted by the centralized
profiles store managed by the Citrix Streaming Profiler.

Remember that the Windows Terminal Server licenses (CAL)
s are necessary in order to use the Citrix XenApp platform!

There's more...

XenApp allows you to reduce the impact on your system in terms of update and maintenance
activities, thanks to the Linked Streaming Profiles. This technology, in fact, changes the way
of assigning an application to an existing profile, transforming it to a set of linked applications,
and not to a precompiled package with the full set of software.

In this way, when you only need to update one application, you have to operate only on the
specific software, and the new application version will be reflected to all the linked profiles.
Without this technique, you have to update every application installed in every profile, with
unnecessary efforts in terms of operations.

See also

» The Configuring the Citrix Access Gateway virtual appliance recipe in Chapter 8,
XenDesktop Tuning and Security

Publishing applications using Microsoft

App-V

An alternative to the Citrix XenApp streaming method is offered by Microsoft with its
App-V platforms. This software—which is quite similar to the XenApp application profiling
technique—permits you to publish the software to the end user's desktop through the use
of a specific client.

In this chapter we will discuss the components and the way in which Microsoft App-V works.
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To learn how to implement an App-V architecture you can refer
to the book Microsoft Application Virtualization Advanced Guide,
’ Augusto Alvarez, Packt Publishing.

Getting ready

For a full version of the App-V infrastructure, you need two or more servers on which you
are installing and configuring the following roles:

» App-V Management System: This component is the centralized management
console for all the configured applications and the associated users.

{i Microsoft Application Yirtualization Management Server - Installshield Wizard

Welcome to the InstallShield Wizard for the
Microsoft System Center Application

Microsofts
System Center Virtualization Management Server

The InstallshieldiR) Wizard will help vou install the Application
‘irtualization Management Server, To continue, click Mext.

< Back

Cancel |

» App-V Management Server: This is the application broker, the core of the App-V
infrastructure, which delivers the software to the clients. App-V also permits you
to use the independent file streaming, which is the ability to directly stream the
applications from a network share without using the management server.

IIS 7.0, .NET framework (at least 2.0), and SQL Server 2008 R2
s are required in order to implement the management server.
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App-V Sequencer: This is the packaging software which creates the application
profiles. This must be installed on a Windows 7 client machine on which the
application setups are located.

App-V Streaming Server: This server is used to stream the published applications
to the clients.

On the XenDesktop base image template, you need to install the Microsoft Application
Virtualization Desktop Client component in order to be able to contact the App-V infrastructure.

Remember that after installing the App-V client you have to

update the existing XenDesktop machine instances in order

to use the client on the assigned virtual desktops.

How to do it...

The following are the necessary steps to implement the application sequencing and
deployment using the Microsoft App-V platform:

1.

Connect to the App-V Sequencer machine with domain administrative credentials,
then click on Start | All Programs | Microsoft Application Virtualization |
Microsoft Application Virtualization Sequencer.

On the application menu, click on Create a New Virtual Application Package.

From the Packaging Method section select Create Package (default) and click
on Next.

Select the methaod for creating a package.

E— 4 @ Create Package (defaulty

Create Package Using a Package Accelerator
| B

Create a package by installing an application on this computer while App-Y monitors the installation.

Create a package by applying a previously created Package Accelerator. Package Accelerator uses
application setup files ko create a virtual application package automatically,

4.

In the Type of Application section select the Standard Application (default) option
and then click on Next.
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5.

In the Select Installer menu, browse for a previously copied software setup on the
Sequencer server and click on Next. The application chosen for this step is the
Notepad++ text editor.

In the Package Name section assign a name to the virtual application, and if you
want, you can also edit the location on which the package will be stored (the default
is the virtual volume created during the App-V Sequencer installation process). After
completing this click on Next.

In the Installation section, perform and complete the installation procedure for the
selected software. After completing this, check the | am finished installing checkbox,
and click on Next.

Packaging Method

Application Virtualization - Create New Package \n::_l = || E8

Prepars Compuber
Type of Application Installers may kake ﬁ e e E-E@
Select Installer
Package Mame
& Installation
Configure Software
Installation Report [11 am finished ing
Customize
Create Package

Completion

[=|

Installation

Complete the application installer(s) before continuing.

Fun additional files
i I'IF };IDUF"TaV : Choose Install Location
e applicable files
o Choose the Folder in which ta install MNotepad++ v6.1.8.
Run...

Setup will instal Motepad++ w6, 1.8 in the following folder, To install in a different Folder, click

If there are no add Browse and select another Folder, Click Mext ko continue,

Destination Folder
Space required; 14.6ME
. Space available: 17.2G8
Learn more about i
< Back ” Mexk = ] I Cancel

10.
11.
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In the Configure Software section, select the earlier installed application and run it
in order to complete the required configurations during the first application execution.
Then click on Next.

If the Installation Report section notifies you with no warnings, you can continue by
clicking on the Next button.

In the Customize section select the Customize option and click on Next.

In the Edit Shortcuts subsection, select where you want to publish the application
links by clicking on the Edit Locations button. After completing this, click on Next
to continue.
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Shortcut Locations

| Deskbop
Send To Menu

Quick Launch Toolbar

| Skart Menu

Publish shortcuts to the Following locations:

‘\Programsihotepad++

QK | | Cancel |
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12. If you want to stream the application, you have to run it in the Streaming section
in order to optimize its execution on the remote clients, and then click on Next to

continue.

13. In the Target OS area you can choose to filter or not to filter the target operating
system versions on which you want to allow the application to run. After choosing

this click on Next.

32-hit
Windows %P Professional 32-bit
Windows 2003 Terminal Server 32-bit
Windows Vista 32-hit
Windows 2008 Terminal Server 32-bit
Windows 7 32-hit

Allows this package to run on any operating system,

Restrict operating systems for this package.

@) Allows this package to run only on the Following operating systems.

&4-hit
Windows %P Professional 64-bit
Windows 2003 Terminal Server 63-hbit
Windows Wista 64-hit
Windows 2003 Terminal Server 64-bit
o | Wiindows 7 &4-hit
| windows 2008 Terminal Server RZ G4-bit:

14. In the Create Package section, select Save the package now, and select the virtual
volume previously used as location. In order to optimize the streaming activities for
big packages (greater than 4 GB), you can check the Compress Package checkbox.
To complete the entire procedure click on the Create button.

15. In the Completion menu click on Close to exit from the creation wizard.

16. Connect to the App-V Management System server with domain administrative
credentials, then click on Start | All Programs | Administrative Tools | Application

Virtualization Management Console.
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17. Click on the Connect to Application Virtualization System link located in the
right-hand side menu, specify the name of the web service machine and the
login credentials, and then click on OK, as shown in the following screenshot:

Connect to Application ¥irtualization System

wieb Service Host Mame:

Iappvserver.ctxlab.local

l ze Secure Cannection Puart: Igu

 Login Credentialz
 Isge Cunent Windows Account
% Specify Windows Account

Marme [in DOMAINYISER form):
Ic:tr:lab'\appv_admin

Pazzword:

I xxxxxxxxxxxxx>1

QK I Cancel

18. In the left-hand side menu, right-click on the Applications link under the connected
server, and click on the New Application... option, as shown in the following
screenshot:

| Application Yirtualization Systems
= localhost

LED
| £ File Mew Application Group. ..

BELEN  new Application...

~F AP Import Applications. ..
@ Ser
lpro  Miew 3
adr Mew ‘Window From Here
e R Refresh
Export List, .,
Help

19. Populate the fields with the required information and click on Next to proceed:
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New Application Wizard [_ ]

General Information

Please provide the information to et up your application. ’

Application Marme:

IN otepad++

Versian:
1 ¥ Enabled

Description:

|N olepad++
05D Path:

I\\sequencer.ctxlab.Iocal\content Browse. . |

lcon Path:

I\\sequencer.ctxlab.Iocal\content Browse. .. |

Application Licenze Group:

|<none> j

Server Group:

Chapter 7

< Bach | Mest > I Cancel |

20. On the Select Package screen, click on the application version you want to
and click on Next.

21. Decide where to publish the software on the client machine by flagging the
appropriate option, and then click on Next.

publish,

Published Shortcuts
Indicate whether or not shortcuts should be published for this application.

The Client can be set up to automatically publish shorteuts for applications
managed by the Management Console. 1f you plan to use this feature, please
indicate where to publish the shaortcuts.

¥ Publish to User's Desktop
[ Publish to User's Quick Launch Toolbar
[ Publish to Uzer's Send Ta Menu

[¥ Publish ta User's Start Menu

[
Advanced... |
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22. In the File Associations section you can assign a file type (extension) to the published
application. After completing this click on the Next button.

23. In the Access Permissions section, select a specific domain group containing only
the users who need to access the published resource, and click on Next to proceed.

24. If all the configurations are correct, click on Finish to complete the application
creation procedure.

25. Connect to the Windows base image template on which you have installed the App-V
client, run it, right-click on its tray icon, and click on the Refresh Applications option.
If all the steps have been correctly executed, you will be able to see the application
link on your desktop and in your Start menu.

The Microsoft App-V platform is based on a central management console that manages the
application's profiles generated on a different location, publishing them to the clients installed
on the user's desktops. The process to create application profiles to redistribute to the users is
called sequencing, the procedure which was discussed earlier during the application installation
monitoring. The machine on which the sequencing process runs must be same as the target
clients to which the applications will be delivered. Through the publishing process you have the
possibility to filter the destination operating system versions.

After generating the application sequence it's time to use the App-V Management Server;
with this platform, it's now possible to load the application sequence and generate the
software that will be delivered to the users. In this section you can also assign a particular
file extension to the software, which means implementing the user experience also for the
application virtualization, applying it when a user needs to open a certain file.

To improve the application flow from the server to the clients, App-V permits you to use the
streaming technology; this is based on the same concept of the Citrix XenApp application
streaming used when bandwidth problems are the main issues to fight with.

There's more...

Through the Microsoft App-V you can also publish particular application packages called
package accelerators; these are formerly packages generated from original installation
media of complex applications, with all the setup procedure that converges at the end in
a .cab archive.

Starting from this, you can create application packages to publish to the users without the
necessity to repeat the installation procedure during their creation phase.
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You can run the CAB generation procedure from the Create Package Accelerator section's
Tools menu in the Sequencer main menu. During the creation activities you have to specify the
installation files' location, the Guidance for administrators (a file in an RTF format generated by
you which should contain information about the application package use), and the destination
location for the archive. Once completing this step, you can use the CAB file to create the
application package by selecting Create Package Using a Package Accelerator on the
Packaging Method screen.

Application Virtualization - Create New Package EI = =

’. Guidance

Packaging Method
T Review packaging and deployment guidance.
& Guidance Review the publishing guidance associated with this Package Accelerator. This information was provided by the
publisher of the selected Package Accelerator and can include infarmation such as instructions For creating and
Select Installation Files publisting the package.

Package Mame MNotepad+tto deploy tothe end users.
Create Package
Configure Software

Completion

Learn more sbouk packaging and deployment quidance.

See also

» The Configuring XenDesktop to interact with Microsoft Hyper-V recipe in Chapter 2,
Deploying Virtual Machines for XenDesktop
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Chapter 7 XenDesktop lab

In this chapter we've discussed the three main supported technologies to deploy applications
in a VDI environment: the VM-hosted apps architecture using Citrix XenDesktop, the streamed
application profiles with Citrix XenApp, and the Microsoft App-V technology for both streamed

and nonstreamed software. In this lab we will implement a software distribution using two of

these three architectures. Perform the following steps:

1. Connect to the Desktop Controller machine (vmctxddc01 - 192.168.1.60) and
perform the following operations:

i. Create an application desktop group made up of three machines, each
of them publishing a different text editor application. To perform this
operation you have to execute a preliminary task required to populate
the application group.

ii. Enable the content redirection for the three published software.
To perform this operation remember to execute the required
preliminary tasks.

iii. Assign all the three applications to a single domain user.

iv. Connect to one of the available desktop machines (MCS or PVS) with the
user configured for the application use, point the Citrix Receiver to the
VM-hosted apps architecture, and then try to run the published software.

2. Perform an evaluation of the use of Citrix XenApp or Microsoft App-V; after deciding
this, perform the following tasks:

i. Create a Windows 2008 R2 virtual machine to use as Application
Manager Server (Citrix XenApp AppCenter or Microsoft App-V Application
Virtualization Manager) and assign the following parameters to it:

o Recommended virtual hardware resources are two vCPUs,
4 GB of RAM, 50 GB of hard disk

o vmctxappmv0l as the hostname
o 192.168.1.110 asthe IP address

o Joinittothe ctxlab.local domain before configuring any
software role
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ii. Create a Windows 7 64-bit virtual machine to use as profiler machine
(Citrix Streaming Profiler or Microsoft App-V Sequencer) and assign it the
following parameters:

o Recommended virtual hardware resources are two vCPUs,
4 GB of RAM, 50 GB of hard disk

o vmctxprivol as the hosthname

o 192.168.1.111 asthe IP address

o Joinittothe ctxlab.local domain before configuring any
software role

o Create a network share for the folder on which the application
profiles will be archived

iii. Download the Mozilla Firefox and Google Chrome web browsers on the
profiler machine, and generate two profiles for them.

iv. Create the applications from the generated profiles under the
Application Manager Server, and assign them to a user different from
the previous one. These have to be streamed applications.

v. Connect to one of the available desktop machines (MCS or PVS) with this
second user configured for the application use, and point the right client
(Citrix Receiver or App-V Virtualization Client) to the configured software
farm, and then try to run the published software.

If you have selected the Microsoft App-V farm, remember
to install its client on the base image template and update
i~ the related desktop instances.
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XenDesktop
Tuning and Security

In this chapter we will cover:

» Configuring the XenDesktop policies
» Configuring the Citrix Access Gateway virtual appliance

» Configuring the XenDesktop logging

Introduction

Citrix XenDesktop offers itself as a secure and performant architecture. This does not mean
that it's not possible to increase and develop both the levels; Citrix platforms or different
vendor systems permit you to have a deeper protection and avoid performance issues by
enabling the right policies.

During this chapter we will discuss the configuration of the XenDesktop infrastructural policies
and we'll use critical platforms such as Citrix Access Gateway.

Configuring the XenDesktop policies

Now that the XenDesktop infrastructure has been configured, it's time to activate and
populate the VDI policies. This is an extremely important part of the implementation process,
because with these policies you will regulate the resource use and assignments, and you will
also improve the general virtual desktops performance.
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Getting ready

All the policies will be applied to the deployed virtual desktop instances and the assigned
users, so you need an already existing XenDesktop infrastructure on which you will enable
and use the configuration rules.

How to do it...

In this recipe we will explain the configuration for the user and machine policies offered by
Citrix XenDesktop. Perform the following steps:

1.
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Connect to the XenDesktop Director machine with domain administrative credentials,
then navigate to Start | All Programs | Citrix and run the Desktop Studio.

On the left-hand side menu expand the HDX Policy section and select the

Machines link.

Click on the New button to create a new policy container, or select the default
unfiltered policies and click on Edit to modify them. In the first case, you have to
assign a descriptive name to the created policy.

In the Categories menu, click on the following sections and configure the values for
the policies that will be applied to the clients, in terms of network flow optimization
and resource usage monitoring:

o The ICA section

Q

ICA listener connection timeout: Insert a value in milliseconds;
default is 12000.

ICA listener port number: This is the TCP/IP port number on which
the ICA protocol will try to establish the connection. The default
value is 1494.

o The Auto Client Reconnect subsection

Q

Auto client reconnect: (Values Allowed or Prohibited) Specify
whether or not to automatically reconnect in case of a broken
connection from a client.

Auto client reconnect authentication: (Values Do not require
authentication or Require authentication) Decide whether to let
the Citrix infrastructure ask you for the credentials each time you
have to reperform the login operation.

Auto client reconnect logging: (Values Do Not Log auto-reconnect
events or Log auto-reconnect events) This policy enables or
disables the logging activities in the system log for the reconnection
process. In case of active autoclient reconnect, you should also
activate its logging.
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o End User Monitoring subsection

[m]

ICA round trip calculation: (Values Enabled or Disabled) This
decides whether or not to enable the calculation of the ICA network
traffic time.

ICA round trip calculation interval: Insert the time interval in
seconds for the period of the round trip calculation.

ICA round trip calculations for idle connections: (Values Enabled
or Disabled) Decide whether to enable the round trip calculation for
connections that are not performing traffic. Enable this policy only if
necessary.

o The Graphics subsection

[m]

Display memory limit: Configure the maximum value in KB to assign
it to the video buffer for a session.

Display mode degrade preference: (Values Degrade color depth
first or Degrade resolution first) Configure a parameter to lower the
resolution or the color quality in case of graphic memory overflow.

Dynamic Windows Preview: (Values Enabled or Disabled) With this
policy you have the ability to turn on or turn off the high-level preview
of the windows open on the screen.

Image caching: (Values Enabled or Disabled) With this parameter
you can cache images on the client to obtain a faster response.

Notify user when display mode is degraded: (Values Enabled or
Disabled) In case of degraded connections you can display a pop up
to send a notification to the involved users.

Queueing and tossing: (Values Enabled or Disabled) By enabling
this policy you can stop the processing of the images that are
replaced by other pictures.

In presence of slow or WAN network connections, you should create

configure the degrade color depth policy, activate the image caching,
and remove the advanced Windows graphical features.

‘Q a separate policy group which will reduce the display memory size,

o The Keep Alive subsection

Q

ICA keep alive timeout: Insert a value in seconds to configure the
keep alive timeout for the ICA connections.

ICA keep alives: (Values Do not send ICA keep alive messages or
Send ICA keep alive messages) Configure whether or not to send
keep-alive signals for the running sessions.
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o The Multimedia subsection

[m]

Windows Media Redirection: (Values Allowed or Prohibited)
Decide whether or not to redirect the multimedia execution on the
Citrix server(s) and then stream it to the clients.

Windows Media Redirection Buffer Size: Insert a value in seconds
for the buffer used to deliver multimedia contents to the clients.

Windows Media Redirection Buffer Size Use: (Values Enabled
or Disabled) This policy decides whether or not to let you use the
previously configured media buffer size.

o The Multi-Stream Connections subsection

[m]

Audio UDP Port Range: Specify a port range for the UDP
connections used to stream audio data. The default range is 16500
to 165009.

Multi-Port Policy: This policy configures the traffic shaping to
implement the quality of service (QoS). You have to specify from
two to four ports and assign them a priority level.

= add Setting
Multi-Port Policy
CGP default port: CGP default pert priority:
Default Port [Higr‘ s ]
CGP portl: CGP portl pricrity:
5100 ['u"e')- High - ]
CGP part2 CiGP portd pricrity:
5004 Medium e ]
CGP port3 CGP port3 pricrity:
510 ] [Lo'.\u - ]

Q

Multi-Stream: (Values Enabled or Disabled) Decide whether or not
to activate the previously configured multistream ports.

You have to enable this policy to activate the port configuration
L in the Multi-Port Policy.

o The Session Reliability subsection

Q
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Session reliability connections: (Values Allowed or Prohibited) By
enabling this policy you allow the sessions to remain active in case
of network problems.



http:///

Chapter 8

Session reliability port number: Specify the port used by ICA
to check the reliability of incoming connections. The default
port is 2598.

Session reliability timeout: Specify a value in seconds used
by the session reliability manager component to wait for a
client reconnection.

s the Session Reliability subsection have been activated.

[ You cannot enable the ICA keep alives policy if the policies under ]
A

o The Virtual Desktop Agent Settings section

[m]

Controller Registration Port: Specify the port used by Virtual
Desktop Agent on the client to register with the Desktop Controller.
The default value is 80.

Changing this port number will require you to also modify the port

<BrokerInstallationPath>\BrokerService.exe /
VdaPort <newPorts>

Q

*Q on the controller machine by running the following command:

Controller SIDs: Specify a single controller SID or a list of them used
by Virtual Desktop Agent for registration procedures.

Controllers: Specify a single or a set of Desktop Controllers in
the form of FQDN, used by Virtual Desktop Agent for registration
procedures.

Site GUID: Specify the XenDesktop unique site identifier used by
Virtual Desktop Agent for registration procedures.

M In presence of more than one Desktop Controller, you should
Q create multiple VDA policies with different controllers for a
load-balanced infrastructure.

o The CPU Usage Monitoring subsection

Q

Enable Monitoring: (Values Allowed or Prohibited) With this policy
you can enable or disable the monitoring for the CPU usage.

Monitoring Period: Insert a value in seconds to configure the time
period to run the CPU usage recalculation.

Threshold: Configure a percentage value to activate the high CPU
usage alert. The default value is 95 percent.
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[ 2

Enable the CPU Usage Monitoring policies in order to better
troubleshoot machine load issues.

5. After configuring, click on the OK button to save the modifications.

On the left-hand side menu, click on the Users policy link in the HDX Policy section.

7. Click on the New button to create a new policy container, or select the default
unfiltered policies and click on Edit to modify them. In the first case, you have to
assign a descriptive name to the created policy.

8. Inthe Categories menu click on the following sections and configure the
associated values:

o The ICA section

u]

[

Client clipboard redirection: (Values Allowed or Prohibited)
This policy permits you to decide whether or not to enable the
use of the client clipboard in the XenDesktop session, and to
perform copy and paste operations from the physical device
to the remote Citrix session.

The active clipboard redirection could be a security issue;
be sure about its activation!

o The Flash Redirection subsection

Q

Flash acceleration: (Values Enabled or Disabled) This policy
permits you to redirect the Flash rendering activities to the client.
This is possible only with the legacy mode. Enable this policy to have
a better user experience for the Flash contents.

Flash backwards compatibility: (Values Enabled or Disabled)

With this policy you can decide whether or not to activate the
compatibility of older versions of Citrix Receiver with the most recent
Citrix Flash policies and features.

Flash default behavior: (Values Enable Flash acceleration, Disable
Flash acceleration, or Block Flash player) This policy regulates the
use of the Adobe Flash technology, respectively enabling the most
recent Citrix for Flash features (including the client-side processing),
permitting only server-side processed contents, or blocking any
Flash content.

Flash event logging: (Values Enabled or Disabled) Decide whether
or not to create system logs for the Adobe Flash events.
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Flash intelligent fallback: (Values Enabled or Disabled) This
policy, if enabled, is able to activate the server-side Flash content
processing when the client side is not required.

The Flash Redirection features have been strongly improved
i starting from XenDesktop Version 5.5.

o The Audio subsection

[m]

Audio over UDP Real-time transport: (Values Enabled or Disabled)
With this policy you can decide which protocols to transmit the
audio packets, RTP/UDP (policy enabled) or TCP (policy disabled).
The choice depends on the kind of audio traffic to transmit. UDP is
better in terms of performance and bandwidth consumption.

Audio quality: (Values Low, Medium, or High) This parameter
depends on a comparison between the quality of the network
connections and the audio level, and they respectively cover the
low-speed connections, optimized for speech and high-definition
audio cases.

Client audio redirection: (Values Allowed or Prohibited) Allowing or
prohibiting this policy permits applications to use the audio device
on the client's machine(s).

Client microphone redirection: (Values Allowed or Prohibited) This
policy permits you to map client microphone devices to use within a
desktop session.

M Try to reduce the network and load impact of the multimedia
Q components and devices where the high user experience is
not required.

o The Bandwidth subsection

[m]

Audio redirection bandwidth limit: Insert a value in kilobits per
second (Kbps) to set

the maximum bandwidth assigned to the playing and recording
audio activities.

Audio redirection bandwidth limit percent: Insert a maximum
percentage value to play and record audio.

Client USB device redirection bandwidth limit: Insert a value
in Kbps to set the maximum bandwidth assigned to USB
devices redirection.

Client USB device redirection bandwidth limit percent: Insert a
maximum percentage value for USB devices redirection.
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[m]

Clipboard redirection bandwidth limit: Insert a value in Kbps to set
the maximum bandwidth assigned to the clipboard traffic from the
local client to the remote session.

Clipboard redirection bandwidth limit percent: Insert a maximum
percentage value for the clipboard traffic from the local client to the
remote session.

COM port redirection bandwidth limit: Insert a value in Kbps to
set the maximum bandwidth assigned to the client COM port
redirected traffic.

COM port redirection bandwidth limit percent: Insert a maximum
percentage value for the client COM port redirected traffic.

File redirection bandwidth limit: Insert a value in Kbps to set the
maximum bandwidth assigned to client drives redirection.

File redirection bandwidth limit percent: Insert a maximum
percentage value for client drives redirection.

HDX MediaStream Multimedia Acceleration bandwidth limit:
Insert a value in Kbps to set the maximum bandwidth
assigned to the multimedia content redirected through

the HDX MediaStream acceleration.

HDX MediaStream Multimedia Acceleration bandwidth limit
percent: Insert a maximum percentage value for the multimedia
content redirected through the HDX MediaStream acceleration.

Overall session bandwidth limit: Specify a value in Kbps for the
total bandwidth assigned to the client sessions.

o enabled policies, the most restrictive value will be used.

[ In presence of both bandwidth limit and bandwidth limit percent ]
A

o The Desktop Ul subsection

[m]

Aero Redirection: (Values Enabled or Disabled) This policy decides
whether or not to activate the redirection of the Windows Aero
graphical feature to the client device. If Aero has been disabled, this
policy has no value.

Aero Redirection Graphics Quality: (Values High, Medium, Low,
and Lossless) If Aero has been enabled, you can configure its
graphics level.

Desktop wallpaper: (Values Allowed or Prohibited) Through this
policy you can decide whether or not to permit the users having the
desktop wallpaper in your session. Disable this policy if you want to
standardize your desktop deployment.
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Menu animation: (Values Allowed or Prohibited) This policy permits
you to decide whether or not to have the animated menu of the
Microsoft operating systems. The choice depends on what kind of
performances you need for your desktops.

View window contents while dragging: (Values Allowed or
Prohibited) This policy gives you the ability to see the entire
window contents during the drag-and-drop activities between
windows, if enabled. Otherwise you'll see only the window's border.

Enabling the Aero redirection will have impact only on the LAN-based
s connection; on WAN, Aero will not be redirected by default.

a The File Redirection subsection

[m]

Auto connect client drives: (Values Enabled or Disabled) With this
policy the local drives of your client will or will not be automatically
connected at logon time.

Client drive redirection: (Values Allowed or Prohibited) The drive
redirection policy allows you to decide whether it is permitted or not
to save files locally on the client machine drives.

Client fixed drives: (Values Allowed or Prohibited) This policy
decides whether or not to permit you to read data from and save
information to the fixed drives of your client machine.

Client floppy drives: (Values Allowed or Prohibited) This policy
decides whether or not to permit you to read data from and save
information to the floppy drives of your client machine. This should
be allowed only in presence of an existing floppy drive, otherwise it
has no value to your infrastructure.

Client network drives: (Values Allowed or Prohibited) With this
policy you have the capability of mapping the remote network drives
from your client.

Client optical drives: (Values Allowed or Prohibited) With this policy
you can enable or disable the access to the optical client drives,
such as CD-ROM or DVD-ROM.

Client removable drives: (Values Allowed or Prohibited) This policy
allows or prohibits you to map, read, and save removable drives
from your client, such as USB keys.

Preserve client drive letters: (Values Enabled or Disabled)
Enabling this policy offers you the possibility of maintaining the
client drive letters when mapping them in the remote session,
whenever possible.
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o Read-only client drive access: (Values Enabled or Disabled)
Enabling this policy will not permit you to access the mapped client
drivers in write mode. By default, this policy is disabled to permit
the full drive access. To reduce the impact on the client security, you
should enable it. You can always modify it when necessary.

These are powerful policies for regulating the access to the physical
storage resources. You should configure them to be consistent with
ad your company security policies.

o The Multi-Stream connections subsection

o Multi-Stream: (Values Enabled or Disabled) As seen earlier for the
machine section, this policy enables or disables the multistreamed
traffic for specific users.

a The Port Redirection subsection

o Auto connect client COM ports: (Values Enabled or Disabled) If
enabled, this policy automatically maps the client COM ports.

o Auto connect client LPT ports: (Values Enabled or Disabled) This
policy, if enabled, autoconnects the client LPT ports.

o Client COM port redirection: (Values Allowed or Prohibited) This
policy configures the COM port redirection between the client and
the remote session.

o Client LPT port redirection: (Values Allowed or Prohibited) This
policy configures the LPT port redirection between the client and the
remote session.

1
~ You have to enable only the necessary ports, so disable
the policies for the missing COM or LPT ports.
o The Session Limits subsection

o Disconnected session timer: (Values Enabled or Disabled) This
policy enables or disables the counter used to migrate from a locked
workstation to a logged off session. For security reasons, you should
enable the automatic logoff of the idle sessions.

o Disconnected session timer interval: Insert a value in minutes,
which will be used as a counter reference value to log off locked
workstations. Set this parameter based on a real inactivity time for
your company employees.
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Session connection to timer: (Values Enabled or Disabled) This
policy will or will not use a timer to measure the duration of active
connections from clients to the remote sessions.

a The Time Zone Control subsection

[m]

Use local time of client: (Values Use server time zone or Use client
time zone) With this policy you can decide whether to use the time
settings from your client or from the server.

[ XenDesktop uses the user session's time zone. ]

a The USB Devices subsection

[m]

Client USB device redirection: (Values Allowed or Prohibited) With
this important policy you can permit or prohibit USB drives redirection.

Client USB device redirection rules: Through this policy you can
generate rules for specific USB devices and vendors, in order to filter
or not; and if yes, what types of external devices mapping.

o The Visual Display subsection

[m]

Max Frame Per Second: Insert a value, in terms of frames per
second, which will define the number of frames sent from the
virtual desktop to the user client. This parameter could dramatically
impact the network performance, so be careful about it and your
network connection.

o The Server Session Settings section

[m]

[m]

Single Sign-0On: (Values Enabled or Disabled) This policy decides
whether to turn on or turn off the SSO for the user sessions.

Single Sign-On central store: Specify the SSO store server to
which the user will connect for the logon operations, in the form
of a UNC path.

The Virtual Desktop Agent Settings section
The HDX3DPro subsection

EnableLossLess: (Values Allowed or Prohibited) This policy permits
or prohibits the use of a lossless codec.

HDX3DPro Quality Settings: Specify two values, Minimum
Quality and Maximum Quality (from O to 100), as HDX 3D Pro
quality levels. In the absence of a valid HDX 3D Pro license, this
policy has no effect.
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[m]

[m]

The ICA Latency Monitoring subsection

o Enable Monitoring: (Values Allowed or Prohibited) This rule will or
will not monitor the ICA latency problems.

o Monitoring Period: Define a value in seconds to run the ICA latency
monitor.

o Threshold: Insert a threshold value in milliseconds to check if the
ICA latency has arrived to the highest level.
The Profile Load Time Monitoring subsection

o Enable Monitoring: (Values Allowed or Prohibited) With this policy
you can monitor the time required to load a user profile.

o Threshold: Specify a value in seconds to activate the trigger for the
high profile loading time event.

These are important policies to troubleshoot performance

issues in the profile loading activities, especially referred to

the centralized profiles.

9. After configuring click on the OK button to save the modifications.

10. For both the edited policy categories (Machines and Users), click on the Edit button,
select the Filters tab, and add one or more of the following filters:
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[m]

Access Control: (Mode: Allow or Deny, Connection Type: With Access
Gateway or Without Access Gateway) Insert the parameters for the type of
connection to which you are applying the policies, using or not using Citrix
Access Gateway.

Branch Repeater: (Values Connections with Branch Repeater or
Connections without Branch Repeater) This policy decides whether or not
to apply the policies to the connection that passes or doesn't pass through a
configured Citrix Branch Repeater.

Client IP Address: (Mode: Allow or Deny) Specify a client IP address to
which you are allowing or denying the policy application.

Client Name: (Mode: Allow or Deny) Specify a client name to which you are
allowing or denying the policy application.

Desktop Group: (Mode: Allow or Deny) Select from the drop-down list
an existing desktop or application group to which you are applying or not
applying the configured policies.

Desktop Type: (Mode: Allow or Deny) This policy decides to allow or deny
the policy application to the existing deployed resources (Private Desktop or
Shared Desktop, Private Applications or Shared Applications).
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o Organizational Unit: (Mode: Allow or Deny) Browse for an existing domain
OU to which you are applying or not applying the configured policies.

o Tag: (Mode: Allow or Deny) This policy decides to allow or deny the
application of the policies to specific tags applied to the desktops.

o User or Group: (Mode: Allow or Deny) Browse for existing domain users and
groups to which you are applying or not applying the configured policies.

For the machine section, you'll only have the desktop group,
s desktop type, organizational unit, and tag categories of filters.

11. After completing this, click on the OK button to save the changed filters.

The Citrix XenDesktop policies work at two different levels of components, machines and
users, and for each of them you can apply a set of filters to decide when and where to permit
or not to permit the policy utilization. These configurations should be strongly oriented to the
performance and security optimization, so the best practices to apply is to generate different
sets of policies and specifically apply them to different kinds of virtual desktops, clients, and
users. The following is the explanation of the previously applied configurations:

>

Machines policy level: These kinds of policies apply at the machine level,
trying to regulate and optimize the session management, and the multimedia
resources redirection.

With this group of settings you are able to configure the standard ICA port to listen, and
the relative connection timeouts. It's possible to decide whether or not to automatically
reconnect a client in case of broken connections. Enabling Auto client reconnect policy
could be right in some cases, especially when you have interrupted an important
working session, but on the other hand, you could not have calculated waste of
resources, because the Citrix broker could run a new session in the presence of issues
with the session cookies.

With the ICA round trip policies, you can monitor and measure the response time

taken by the users for the operations. This data permits you to understand the
responsiveness of your Citrix infrastructure. In case it allows you to apply remediation to
the configuration, especially for the policies that involve graphics components, you can
size the display memory and the image caching area, or turn on or off specific Windows
advanced graphical features, such as the Dynamic Windows Preview (DWP).

1
~ With the queuing and tossing policy active, you could have
problems of lost frames when reproducing animations.
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The Windows media redirection policy optimizes the reproduction of multimedia
objects; by applying a correct sizing to its buffer size you should obtain evident
improvements in the streaming and reproduction operations. So, you should consider
disabling this policy, demanding the processing of audio and video to the clients only
when you can see no particular benefits.

Another important feature offered by these policies is the QoS implementation; you
can enable the multistream connection configurations and apply the traffic priority
levels to them, permitting to give precedence and more bandwidth to the traffic that
is considered more critical than others.

less powerful alternative to Citrix Branch Repeater.

1
[ ‘Q The Multi-Stream policy for the QoS can be considered a ]

As the last part of this section, the Virtual Desktop Agent Settings section
permits you to restrict the access to only pre-configured resources, such
as specific Desktop Controllers.

Users policy level: Combined with the machines policies we have the users policies.
These policies apply settings from a user session perspective, so you can configure,
for instance, processing the Adobe Flash contents, deciding whether or not to activate
the compatibility with the oldest version of this software, and whether to elaborate
the Flash multimedia objects on the user's clients or on the Citrix servers. Moreover,
you can configure the audio settings, such as audio and microphone client redirection
(in the sense of using the local device resources), the desktop settings (Aero
parameters, desktop wallpapers, and so on), or the HDX protocol quality settings.

\ Be careful when applying policies for the desktop graphical settings;

‘Q remember to be consistent with the base image template configurations

performed in Chapter 3, Master Image Configuration and Tuning, and
Chapter 4, User Experience - Planning and Configuring.

To optimize the information transmission for the desktops the bandwidth policy

is extremely important; by this you can assign, in the form of maximum Kbps or
percentage, the values for the traffic types such as audio, USB, clipboard, COM and
LPT ports, and file redirection. These configurations require a good analysis of the
traffic levels and their priorities within your organization.

The last great configuration is the redirection of the client drives to the remote Citrix
sessions; in fact, you can activate the mount (automatic or not) and the users rights
(read only or read/write) on the client drives, removable or not, such as CD-ROM or
DVD-ROM, removable USB devices, and fixed drives as the client device operating
system root. This option gives you the flexibility to transfer information from the local
device to the XenDesktop instance through the use of properly configured Virtual
Desktop Agent.
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u This last device policy could make your infrastructure more secure,
S thanks to the use of the USB device redirection rules; through it, in fact,
Q you could only permit the use of USB keys approved by your company,
prohibiting any other nonpolicy-compliant device.

The granularity of the policy application is granted by the configuration of the filters; by using
these-you can apply the policies to specific clients, desktop or application groups, or domain
users and groups. In this way you can create different policies with different configurations, and
apply them to specific areas of your company, without generalizing and overriding settings.

To verify the effective running of the policies applied to your VDI infrastructure, there's a tool
called Citrix Group Policy Modeling Wizard inside the HDX Policy section, which performs
this task. This tool performs a simulation for the policy applications, returning a report with
the current configuration. This is something similar to Microsoft Windows Domain Group
Policy Results.

The simulations apply to one or all the domain controllers configured within your domain,
being able to test the application for a specific user or computer object, including
organizational units containing them.

Steps User and Computer Selection
" Welcome Example container name:  OU=Domain Controllers, DC=T-esecurity, DC=prv
" Domain Controller Example user or computer: T-ESECURITY'\administratar
|» Users and Computers Simulate policy settings for the following:
Filter Evidence r User Information

Advanced Options

Summary

Browse...

Results ) User:

Computer Information

*) Container:

) Computer:

Moreover, you can apply filters based on the client IP address, the client name, the type of
machine (private or shared desktop, private or shared application), or you can apply the
simulation to a specific desktop group.

253


http:///

XenDesktop Tuning and Security

In the Advanced Options section you can simulate slow network connections and/or loopback
processing (basically, a policy application only based on the computer object locations,
instead of both the user and computer object positions) for a configured XenDesktop site.

After running the policy application test, you can check the results by right-clicking on the
generated report name, and selecting the View Report option.

= Utenti Policy Modeling M= E

Machine Policies

Setting Value Winning GPO / Citrix Policy

Image caching Enzbled private/ Unfitered

Queuveing and tossing Cisabled prvate’ Unfikered

Display memory limit 32763 private/ Unfitered —

Display mode degrade preference Degrade resolution first private/ Unfikered

Metify user when display mode 1s degraded  Enabled prvate/ Unfitered

Dynamic Windows Preview Dizabled private/ Unfitered

|CA listener port number 1454 prvate’ Unfikered

ICA keep alives Do not send |CA keep alive messages private/ Unfitered

|CA keep alve timeout 60 private/ Unfikered

Session religbility connections Enzbled prvate! Unfiltered hd
User Palicies

Auto connect client drives Enabled prvate/ Unfiterad a

Threshold 60 private/ Unfikered

Client optical dnves Enabled prvate/ Unfitered

Client fieed drives Enzbled private/ Unfitered

This tool is extremely powerful when you have to verify unexpected behaviors of your desktop
instances or user rights because of the application of incorrect policies.

» The Configuring virtual desktop policies recipe in Chapter 3, Master Image
Configuration and Tuning

Configuring the Citrix Access Gateway

virtual appliance

Performance tuning is not the only optimization work to perform on the IT infrastructures; an
IT staff should also focus on the security features to implement and optimize. These concepts
need particular care in infrastructures where access is granted to the users' resources. For
the Citrix VDI architectures, Citrix NetScaler Access Gateway permits you to have a secure
gateway in front of your connection manager, the Web Interface.

In this recipe, we're going to discuss how to implement the virtual appliance version of Citrix
Access Gateway.
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Getting ready

In order to perform the configuration operation for Citrix Access Gateway, first of all you need
to download it from your MyCitrix account by navigating to the Download area, selecting the
Netscaler Access Gateway section, then selecting the Virtual Appliances subsection, and
downloading the appropriate VPX version for your hypervisor (the supported systems are Citrix
XenServer, VMware ESX/ESXi, and Microsoft Hyper-V). After downloading you have to import it
into your virtual infrastructure.

\ When importing the virtual appliance, during the configuration steps,
~ you should assign two different networks to the virtual appliance's
Q virtual network cards, one pointing to the private network, and the
other configured for the public network.

Moreover, you need to allocate a number of licenses equal to the number of your XenDesktop
users. As we have seen in Chapter 1, XenDesktop Installation and Configuration, you have to
generate a license file and associate it to the Access Gateway hostname virtual appliance.

How to do it...

In this recipe we will perform the tasks to configure the Citrix Access Gateway virtual
appliance. Perform the following steps:

1. Connect to the console of the configured Access Gateway virtual machine, and
configure the network parameters, IPv4 address, Netmask, and Gateway IPv4
address. After completing this, select option number 4, Save and quit.

Your identification has been saved in /nsconfig/ssh/ssh_host_dsa_key.
Your public key has been saved in /nsconfigs/ssh/ssh_host_dsa_key.pub.
The key fingerprint is:

34:81:49:69:35:8e:?d:f9:ef :f6:56:ec:b7:3c:ec:48 root@ns

Machdep.cpu_idle_hlt: B8 -> 1

Start daemons: syslogd Oct 7 15:14:15 <kern. info> ns syslogd: kernel boot file
is /flash/ns-18.8-78.7

inetd cron httpd monit sshd vmware_guestd .

tThere is no ns.conf in the /nsconfig!?
Start Netscaler software

tput: no terminal type specified and no TERM environmental wariable.
No machine id

Enter NetScaler’'s IPwd address [1: I
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2.

10.
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Open a compatible web browser and in the address bar, type the address that was
previously assigned to the virtual appliance.

Insert the default web portal credentials (nsroot/nsroot) and click on the Login
button to continue.

On the left-hand side menu, click on the System link, then click on the Setup
Wizard... button at the bottom of the page to proceed with the necessary
configurations, as shown in the following screenshot:

Setup Wizard.. | Upgrade Wizard... | Reboot | Statistics | Call-Home

On the Introduction screen click on Next to continue.

In the Network Config panel confirm or change the configured network parameters
assigned previously, and type in a hostname for the CAG VPX. Additionally, you can
insert a mapped IP or an SNIP. After completing this click on Next.

In the Choose Application menu, select if configuring an existing application
template by importing it, or skipping this step. After selecting the radio button for the
chosen option, click on Next to continue.

In the Summary section, after verifying the inserted information, click on the Finish
button to complete the configuration wizard.

On the left-hand side menu, expand the System section, and click on the
Licenses link.

In the Licenses main menu, click on the Manage Licenses choice, click on the Add...
button, and browse for the previously generated and downloaded license file. After
completing this click on the OK button, and on the new prompted window, check the
Save configuration checkbox, and accept to restart the virtual appliance, as shown
in the following screenshot:
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& |Z] FID_5c1d7cd2_13a231806dba_ 5¢12.lig Add... ’
e | [E] FID_5c1d7ed2_13a21806dba_5c11.lig

o)

hPI

IRIR

ity

0| Click here to request for icenses.

d |

B @ Help

Do you want to reboot the appliance?
Warning: If you want to save the configuration changes,
select Save configuration option before clicking on Yes.

[ Do awarm reboot.

[] 5ave configuration.

Below is the list of license files present on the system.

L
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11. In the System menu click on the Settings link, then select the Configure Basic
Features choice, and verify that the Access Gateway checkbox has been checked.
After clicking on OK, click on the Save link to register all the changes.

NetScaler

System Settings

' Configure Basic Features

Modes and Features

[ L Offloading

[7] HTTP Compression
[[ Load Balancing

[] content Switching
[C] Content Filter

[] integrated Caching
Rewrite

Configure modes
Configure basic features
Configure advanced features

Access Gateway

_ Configuration Summary

[[] Authentication, Authorization and Auditing
@ No System Group [F] Application Firewall

@ 1 system User

@ 4 Command Policies @ Help
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12. Expand the Load Balancing group on the left-hand side menu, then select the
Servers link. Click on the Add... button, and populate the required fields with the Web
Interface machine configured parameters. Check the Enable after Creating checkbox
and click on the Create button. These steps are required to map the Web Interface
server within the Access Gateway structure.

Create Server X

WEE-INT |

Server Mame*

{® |P Address ' Domain Name

|P Address* |1-32 168 .1 . &0 |I:| IPvE

Translation IF Address
Translation Mask
BResolve Retry (secs)

[ IPv6 Domain

Enable after Creating

Comments

&) Help | Create || Close |

1
~ If you have more than one Web Interface server, you have to
repeat this operation for all the web servers in your Citrix farm.

13. In the Load Balancing section select the Services link. Click on the Add... button
and populate the required fields in order to link the Web Interface service, namely
the Service Name, Server (the previously mapped Web Interface server(s)), Protocol
(#TTP), and Port (80). In the Monitors section, select the http-ecv option and click
on the Add button. After completing this, click on Create.
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(Create Service

Service Mame*

Protocol®

Available

Enable Service

Web-Int-Service

| Server* [192.168.1.60

TP

<] Port |so

Maonitors

arp
nd6

ping

tep
tcp-ecv
hitp-ecw

-

m

Enable Health Monitoring

AppFlow Logging

Monitors | Policies | Profiles | Advanced | SSL Settings |

Configured
Monitors Weight |state
http 1

14. In presence of two or more Web Interface machines, you have to create a virtual
server with a virtual address to load balance the requests. Navigate to Load
Balancing | Virtual Servers, and use the Add button.

15. Specify Name for the load balanced cluster, select HTTP as Protocol, specify IP
address, which will be the VIP for this configuration, and check all the previously
loaded Web Interface machines that you want to put in load balancing mode. After
finishing this click on the Create button.

If you have only one Web Interface server, you can skip
the last task.

16. Expand the SSL section on the left-hand side menu, and click on one of the links in
the Getting Started wizard area to generate server, client, intermediate-CA, or Root
CA certificates.

Getting Started
Server Certificats Wi

Client Certificate W
Intermediate-CA Certificate Wizard
Root-CA Certificate Wizard

CRL Management

Follow the standard procedures to generate a self-signed certificate or a
CA verified certificate. In this book we will not discuss the full generation
of a certificate, but remember that you need at least a Root CA certificate

and a server certificate to configure the Citrix Gateway.
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17. After generating the necessary certificates, expand the SSL section from the left-hand
side menu, and click on Certificates. In this section, click on the Install button at the
bottom of the page, then populate the required fields with the information about the
server certificate; after completing this, click on the Install button.

Install Certificate X

Certificate-Key Pair Mame*

Details
Certificate and key files are stored in the folder /nsconfigissl/ on appliance.

| @) Browse (Appliance) = Eﬁlnsert...|

Certificate File Name*

Private Key File Name | | u'] Browse (Appliance) = iﬁ Insert... |

Password | |

Cerlificate Format ® PEM O DER

Motify When Expires (' Enable ® Disable

Notification Pericd

@ Help [ instair || close |

18. Expand the Access Gateway section on the left-hand side menu; then in the Getting
Started section, click on the Access Gateway wizard link.

19. In the Introduction menu click on Next to continue.

20. Specify IP Address and Virtual Server Name in the second creation step; leave the
Port field configured for the SSL connection (443), and then click on Next.

@ New

IP Address |192 L1628 .1 . 140 |D|Pv§

Port* [443 |

accessgateway.ctxlab.local |

Virtual Server Name*

21. In Certificate Options select the Use an installed certificate and private key pair
option. Choose the previously configured server certificate and click on Next.
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Enter valid values in the DNS Server and WINS Server IP Address fields; select
Name Lookup Priority (DNS or WINS), insert the number of times to retry the DNS
connection, and then click on Next.

In the Configure authentication section, select LDAP as the authentication type and
populate the following required fields:

o The Server section
o IP Address: The IP of one of your domain controller servers
o Port: The port used to connect to the LDAP (default 389)
o Type: Select the AD option (Active Directory LDAP type option)

o The Connection Settings section

o Base DN: Specify the DN in the form of DC = domain, DC = domain
suffix (DC=ctxlab, DC=1ocal)

o Administrator Bind DN: Specify the full user DN path (for instance,
CN=admin-user, CN=users, DC=ctxlab, DC=1local)

o Administrator Password and Confirm Administrator Password:
Enter and confirm the password for the inserted administrative user

Click on the Retrieve Attributes link to check the correct LDAP configuration, then
click on Next to proceed.

In the Configure Authorization section, select either Allow or Deny to allow or deny
the connection for the configured users, and decide whether or not to redirect all
the standard HTTP traffic to a secure web address. In this case, you have to enter a
secure Access Gateway web address in the form of https://<webaddress>, and
then click on Next.

Configure Authorization
® Allow O Deny
Select authorization requirements for your users. Authorization is applied globally and can

be overridden by configuring additional authorization policies. This setting can be changed
in Access Gateway global settings.

Redirect Requests for Port 80 to a Secure Port
[ Redirect to secure Web address
Type the secure Web address

Users might leave off the "s” in https:/f when typing in a Web address to the Access Gateway.
[fthis occurs, you can enable the request to automatically be redirected to a secure Web
address.
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26. In the Clientless Access section configure what kind of access is permitted, then

choose the Allow, Deny, or Prompt option for the Client Access Persistent Cookie
area, and click on Next.

Clientless Access

r Access Gateway Plugin

lUzers are allowed to log on using the Access Gateway Flugin only.

@ Use the Access Gateway Plugin and allow access scenario fallback

lUgers log on using the Access Gateway Plugin. If users fail an endpoint analysis scan, they are permitted to
log on using clientless access with limited access to network resources.

1 Allow users to log on using Clientless Access only
Uzers log on with a Web browser and are permitted limited access to network resources.

Configure Domains for Clientless Access

27. After reviewing all the configured parameters, click on the Finish button in the
Summary tab to complete the configuration procedure.

28. On the left-hand side menu, expand the Access Gateway section, and click on the
Virtual Servers link. Select the previously created virtual server and click on the
Open button at the bottom of the page.

29. Select the Published Applications tab and click on the Add link in the Secure Ticket
Authority section. In the pop-up menu, enter the address of your XenDesktop broker
in the form of http://DDCname/scripts/ctxsta.dll, and click on the OK
button. After completing this, flag the mapped server link and click on the Activate
All link, then click on OK.

Secure Ticket Authority
Add
Active [URL |identtier
Configure STA Server X
URL* ht‘tp:a’a\*mcbcddcm.cbclab.lc|
&) Help I Create I | Close |

30. Select the Policies tab and click on the Insert Policy link at the bottom of the page.

31. Assign a hame to the policy, and click on the New... button next to the Request
Profile field, as shown in the following screenshot:

Mame*

Fequest Profile®

Expression

CAG
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32. In the Create Access Gateway Session Profile window assign a name to the profile,
select the Published Applications tab and check the first four checkboxes under the

33.

34.

35.

36.

37.

38.

Override Global settings.

Enter the required information (ICA Proxy: ON, Web Interface Address: type in the
configured Access Gateway website address for the Web Interface, Web Interface
Portal Mode: NORMAL, and Single Sign-On Domain: type in the configured domain

for your company, then click on the Create button.

Create Access Gateway Session Profile

MName* |CAG-Profile

Unchecked Cverride Global check box indicates that the value is inherited from
Global Access Gateway Parameters.

Metwork Configuration ] Client Experiencel Security  FPublished Applications ]

1CA Proxy |ON v|
Web Interface Address |hﬂp:ﬂu‘mﬂwbﬂ1.mmb.lccal |
Web Interface Fortal Mode |NORrL-1AL v|
Single Sign-on Domain ckxlab.local |
O
O

Override Global

On the Session Policy screen, select General and True Value as Named Expressions

and click on the Add Expression link. After completing this, click on Create.

Connect to your Web Interface machine with domain administrative credentials, click
on the Web Interface Management link located at Start | All Programs | Citrix.

Select the XenApp Web Sites section (left-hand side menu), then click on the Create

Site link on the right side of the screen.

In the Path field, type in a new web path to identify the Access Gateway site

(for example, /Citrix/AG) and click on Next.

On the Specify Point of Authentication screen, select At Access Gateway from the

drop-down list and click on Next.

Specify Point of Authentication

Specify where uger authentication takes place:

Access Gateway authenticates users and initiates single
sign-on to the "Web Interface. Smart Access Policy iz also
enabled.
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39.

40.

41.

42,

43.

44,

45,
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Specify an Authentication service URL in the form of
https://accessgatewayaddress/CitrixAuthService/AuthService.asmx,
select the Explicit radio button option for the Authentication Options menu, and click
on the Next button.

Specify Access Gateway Settings

Authertication service URL:

Ihttps: /faccessgateway. ctilab local/CitisduthS ervice/AuthS ervice. asmy

Example: https://zerveimame: port/CitrizduthS ervice duthS ervice. asmi

Authentication Options
Specify how uzers log on to Access Gateway.

i« Explicit

r Prompt users for pazsword before digplaying applications and
desktops

" Smar card

On the Confirm Settings for New Site screen, click on Next after reviewing the
configuration information. To start the site configuration process, check the Configure
this site now checkbox and again click on Next to proceed.

In the Specify Server Farm section, type in the Citrix Access Gateway VIP address
configured previously, assign a name to the farm, and click on Next.

Select Minimal Logon Screen Appearance or Full Logon Screen Appearance, then
click on the Next button.

Select Published Resource Type (Online, Offline, or Dual Mode) and click on Next.
To complete the configuration, click on Finish on the last screen.

Highlight the created Citrix website, and click on the Secure Access link on the
right-hand side menu.

Double-click on the default configured access method and change it from Direct to
Gateway direct, then click on OK and click on the Next button to continue.

Edit Default Route for all User Devices

Specify the type of route to use If the user device address
doez not match one of the explicitly defined rules. More.

Access method: Gateway direct

(1] I Cancel
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46. On the Specify Gateway Settings screen, enter the gateway VIP address in the form
of FQDN, check the Enable session reliability checkbox, and eventually check the
second checkbox only if you have more than one STA servers, then click on Next.

Specify Gateway Settings

Specify gateway server details far any uzer devices that access this site thraugh
the Aocess Gateway or Secure Gateway. Maore.

Address [FQDM]): |acc:emgateway.u:t:-:lab.lu:ucal
Fot: 143

¥ Enable session reliability

[ Request lickets from bwo STAs, where available

47. Specify the Secure Ticket Authority server address by clicking on the Add button and
entering the STA URL in the form of http (s) : //XenDesktopDDCFQDN/scripts/
ctxsta.dll. Click on OK to close the URL screen, and then click on Finish to
complete the procedure.

48. Open a web browser and type in the address of the configured FQDN VIP access
gateway in the form of https://AGaddress. You'll see a logon screen on which you
have to enter valid domain credentials. At this point, you will be able to connect to
your published resources through the Access Gateway.

Welcome

Please log on to continue.

L —————
Log On

should create a DNS record for it or insert a row in the host file of the

M To avoid resolution errors for the Access Gateway VIP address, you
Q Citrix Web Interface server.
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Citrix Access Gateway, also known as NetScaler Access Gateway, is a secure gateway
which permits users to connect to an existing XenDesktop/XenApp infrastructure in a
protected manner.

The installation procedure for the virtual appliance only consists of the import activities
under the supported hypervisor. After this phase, you have to configure the two network
interfaces assigned to the gateway; one is used to communicate with the internal area of your
architecture, and the other one connects the infrastructure with the outside world. This is not
a mandatory configuration, but it's preferable to differentiate the traffic for the internal and
the external worlds.

During the configuration of the network, especially when configuring the Access Gateway

IP Address (also known as NSIP or NetScaler IP address), you will find two other kinds of
network addresses - the mapped IP address (MIP), and the subnet IP address (SNIP). The
first address is used to contact the backend machines, the second allows users to access
the NetScaler Access Gateway from hosts located on different networks. Another important
network component is given by the virtual IP address (VIP), associated to a configured virtual
server, which is formerly the Access Gateway Web Interface contacted by users and systems
to access the published virtual resources.

A fundamental operation is linking the Access Gateway to the existing Web Interface systems.
In this way you will establish the communication between the first point of access for the
users (NetScaler AG) and the Web Interface, which in this configuration has been transformed
to a sort of backend authentication server. Moreover, this configuration moment permits you
to implement a load-balancing policy, configuring a virtual address for the two or more Web
Interface machines within your infrastructure, and using this address to redirect requests to
the active server(s).

To be able to communicate with the Access Gateway, it's necessary to generate a certificate to
install on the server and the client machines; this certificate can be self signed or generated
from an existing certification authority (such as Microsoft CA). Remember that in order to
connect the CAG with related platforms such as the Web Interface, the certificate must be at
least 1024 bits in size.

M You should always consider generating a certificate from a valid and
Q existing certification authority. The self-signed certificate should be
used only for PoC and testing environments.

An important aspect is the ability to contact an LDAP server, including the Microsoft Active
Directory domains; you will be able to use a single authentication method for the secure
gateway, the applications, and the virtual desktop created for your infrastructure.
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At this point, the critical configurations move from the CAG virtual appliance to the configured
Web Interface system(s). After creating a new website and specifying the logon phase at the
Access Gateway level, you have to connect this platform to the VIP address of the previously
created virtual server, and register the Secure Ticket Authority (STA) to complete the linking
procedure. An STA server is used to release authorization tickets when a connection request
has been performed in order to access a published resource (a XenApp application or a
XenDesktop virtual desktop instance).

\ Don't forget to save your configuration every time you make a change;
~ it runs in a running-config manner and without explicitly registering the
Q modifications, so you will lose any update in case of virtual appliance

failure or reboot!

If you want, you can modify the Citrix Access Gateway GUI, by changing its default theme and
applying the Citrix Receiver theme.

You have to start an SSH session with your NetScaler VPX by locating the Receiver GUI archive
(/var/netscaler/gui/vpns/customization/receivertheme as the path and
receivertheme. tar.gz as the filename) and extracting the archive. After completing this,
run the following command in order to overwrite the old interface with the new one:

cp -r /var/metscaler/gui/vpns/customization/receivertheme/ns gui/* /
netscaler/ns gui/

Then execute the following command to make the change persistent across the reboots:

echo cp -r /var/customizations/* /netscaler/ns gui >> /nsconfig/
rc.netscaler

After you have rebooted the virtual appliance, you'll be able to see the new applied Access
Gateway GUL.

Citl’iX Receiver Please log on to continue.

UE.Er el _
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See also

» The Installing and configuring Web Interface recipe in Chapter 1, XenDesktop
Installation and Configuration

Configuring the XenDesktop logging

Any operation performed on a system, automatic or manually executed by the users, should
be registered in a log file in order to troubleshoot problems and to be able to reconstruct the
activities for any kind of reason, for instance, in case of security or legal checks. In this recipe,
we will discuss about the main logging activities performed by the Citrix XenDesktop machines
and the way to implement them.

Getting ready

To activate or deactivate the logging activities on the virtual desktop instances and the
XenDesktop Controller server(s), you have to download the Log Enabler utility from the Citrix
website; the . zip archive can be downloaded from http://support.citrix.com/
servlet/KbServlet/download/25517-102-691159/LogEnabler.Zip.zip.

How to do it...

In this recipe, we will explain how to configure and use the Citrix logger platform called Log
Enabler. Perform the following steps:

1. Connect to the Citrix Desktop Director server, copy the LogEnabler. zip archive,
and extract it.

2. Double-click on the LogEnabler.exe file, then select the system section for which you
want to log the events. Decide if you want to overwrite existing log files by checking
its checkbox, then click on the Enable Logging button to activate the logs or click on
Disable Logging to turn off the system logging activities.

Logging Enabler Yer 2.0

[wl CitrixdsDIdentityService
[w| CitrixBrokerService

[ CitrisConfigurationervice
[w] CitrisHostS ervice

[wl Citrisbd achineCreations ervice

¥ Citriztd achinel dentityS ervice

™ Ovensite Existing Log Files

Enable Logging | Dizable Logging |
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3. On the Restart Service pop-up screen, click on Yes to restart the Citrix services in
order to activate the system logs.
After successfully restarting the services, click on OK to close the confirmation window.

5. Browse the C disk and double-click on the XDLogs folder generated by the Log
Enabler utility, then open one of the generated log files.

|| ADIdentity log

|| ConfigurationService log
|| HostService.log

|| MCS.log

|| mIdentity.log

6. Connect to the Windows Desktop Image template, copy the LogEnabler. zip
archive, and extract it.

7. Double-click on the LogEnabler.exe file, then select the system section for which you
want to log events. Decide if you want to overwrite the existing log files by checking its
checkbox, then click on the Enable button to activate the logs or click on Disable to
turn off the system logging activities.

o2 Lagging Enabler Wer 2.0 EI@

| PorticaService
| iondgent

Ovenwrite Log File

Enable
Dizable

8. On the Restart Service pop-up screen click on Yes to restart the Citrix services in
order to activate the system logs.

9. After successfully restarting the services, click on OK to close the confirmation window.
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10. Browse the C: disk and double-click on the XDLogs folder generated by the Log
Enabler utility, and double-click on the generated log file. This file will appear as
shown in the following screenshot:

File Muodifica Formato  Visualizza 7

IC 1] 141012 22:41:33.9877 : workstation Agent:agentserwvice() - entry. Agent
1] 141012 22:41:34, 0007 © workstation Agent:agentsService() - exit

4] 141012 22:41:34.0377 @ workstation aAgent:Registrykey.Cpensubkey success
14,2012 22:41:34.03587 @ workstation Agent:win32registrykey.Close() for
471 141012 22:41:34.0387 : workstation Agent:winsZregistrykey.Close() for '
4] 14/10/12 22:41:34.0387 : workstation Agent:AgentService.onsStart entered

——r—rre
=
[

The Citrix XenDesktop logging system operates at two different levels, the first activation
is performed on the Desktop Broker server, while the second works on the virtual desktop
instances pointing to the installed Virtual Desktop Agent.

For the XenDesktop server components, the logs register information about the
following sections:
» Machine Creation Service: The log file is located at C: \XDLogs\MCS. log
o Affected configuration file: Citrix.MachineCreation.
SdkWcfEndpoint .exe.Config
» Active Directory Identity Service: The log file is located at C: \XDLogs\
ADIdentitiy.log
o Affected configuration file: Citrix.ADIdentity.SdkWcfEndpoint.
exe.Config
» Machine Identity Service: The log file is located at C: \XDLogs\mIdentity.log
o Affected configuration file: Citrix.MachineIdentity.
SdkWcfEndpoint.exe.Config
» Citrix Host Service: The log file is located at C: \XDLogs\HostService.log

o Affected configuration file: Citrix.Host .SdkWcfEndpoint .exe.
Config
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For the client component, logs are registered for the following section:

» Workstation - Virtual Desktop Agent: The log file is located at
C:\XDLogs\VDA. log

o Affected configuration file: WorkstationAgent.exe.config

Be careful when configuring log overwriting; if you decide to activate this option by flagging it
in the Logging Enabler menu, you will lose the entire logs generated previously, because the
log file will be overwritten every time you restart the related system service.

M You should consider implementing a log rotation script, in order
Q to maintain the history of the operations performed on your
XenDesktop infrastructure systems.

If you don't want to use the Log Enabler tool provided by Citrix, you can manually edit the
previously listed configuration files, and add the following lines, which must be included in
between the <appSettings> and </appSettingss> tags:

<add key="LogToCDF" value ="1"/>
<add key="LogFileName" value ="c:\XDLogs\<logfilename.log>"/>
<add key="OverwriteLogFile" value ="<0>,<1>"/>

In LogFileName specify the location and filename for the specific log, and in the
OverwriteLogFile row insert the 0 value if you don't want to activate the log overwriting,
otherwise insert 1 if you want to regenerate the log file every time you restart the related service.

1
~ Remember to specify a different log file for every service you are
going to activate the system logging.

After completing the operations you have to restart the related services for which you have
activated the log registration.

See also

» The Installing and configuring XenDesktop Collector recipe in Chapter 5, Configuring
Additional Architectural Components
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Chapter 8 XenDesktop lab

In this chapter, we have implemented and optimized the security and the performance of

the global VDI architecture through the activation and tuning of the Citrix policies, and then
installed and configured the Citrix secure access platform, which is NetScaler Access Gateway.
The last step has been to activate the system logs for the servers and the client components.

In this lab we're going to configure a set of policies useful to the user experience, and then
we will activate a group of logs in order to be able to retrieve information about our lab
environment. Perform the following steps to do so:

1. Connect to the Desktop Controller machine (vmctxddc01 - 192.168.1.60) and
perform the following operations:

i. Select a specific USB key device used within your company, and create a
user policy, which only permits the mapping of this mass storage device
model.

ii. Create a set of user policies which perform the redirection of all the
multimedia contents to the client, instead of the server.

iii. Analyze the traffic priorities within your company, and create a
machine policy, which is able to implement the QoS for the most
important traffic flows.

iv. Activate the logs for the Machine Creation and the Host services; be sure
to never overwrite logs.
2. Connect to one of the existing virtual desktop base image templates, and perform the
following tasks:

i. Activate the system log for Virtual Desktop Agent; you will lose the log
information every time you restart the template machine. This operation
must be performed without the use of any external tool.

ii. Verify the correct application for all the generated policies.

In case of policy application issues, access the Desktop Controller
server again and run a policy application simulation to understand
tad where the issue has occurred.
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In this chapter we will cover:

» Retrieving system information - configuration service cmdlets
» Managing Active Directory accounts - AD identity cmdlets
» Managing the Citrix Desktop Controller - broker cmdlets

» Administering hosts and machines - host and machine creation cmdlets

Introduction

At this point in the book, we have implemented a full functioning XenDesktop architecture
made up of the core components plus additional features, in terms of security and
performance. With hundreds or thousands of hosts to configure and machines to deploy,
configuring all the components manually could be difficult. XenDesktop Version 5.6
integrates, for the very first time, a customization of Microsoft PowerShell. The Citrix team
has really improved the integration and the complexity of the PoweShell commands, so the
IT technicians are able to reduce the time required to perform the management tasks by the
creation of PowerShell scripts, which will be used to deploy at scale the greatest part of the
XenDesktop components.

Working with PowerShell instead of XenDesktop GUI will give you more flexibility in terms of
the kind of operations you are executing and the way in which you are executing them, having
a set of additional features to use during the infrastructure creation and configuration phases.
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Retrieving system information -

configuration service cmdlets

In this recipe we will use and explain a general-purpose PowerShell cmdlet - the configuration
service category. This is used to retrieve general configuration parameters and to obtain
information about the implementation of the XenDesktop configuration service.

Getting ready

No preliminary tasks are required. You have already installed the Citrix XenDesktop
PowerShell SDK during the installation of Desktop Controller role machine(s).

To be sure to be able to run a PowerShell script (in the .ps1 format), you have to enable the
script execution from the PowerShell prompt by executing the following command:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Force

How to do it...

In this recipe we will explain and execute the commands associated to the XenDesktop system
and services configuration area. Perform the following steps to do so:

1. Connect to one of the Desktop Broker servers.

2. Click on the PowerShell icon installed on the Windows taskbar.

3. Load the Citrix PowerShell modules by typing in the following command, and then
press the Enter key.

Asnp Citrix*

To execute a command, you have to press the Enter key after
s typing in the right command syntax.

4. Retrieve the configured Desktop Controller administrator by executing the command
given next. If you want, you can add search filters as -AccountSid (searching only
for the specified user SID) and -ReadOnly (searching for accounts only with read-
only permissions).

Get-ConfigAdministrator
5. Add a new XenDesktop farm administrator by executing the next command;

optionally, you can assign the read-only permission by specifying the
-ReadOnly parameter.

New-ConfigAdministrator -Account <Domain\AccountName>
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To remove an existing domain account from the XenDesktop administrators group,
execute the following command:

Remove-ConfigAdministrator <Domain\AccountName>

To retrieve the current status of the configuration service, execute the next command;
the output result will be OK in absence of configuration issues.

Get-ConfigServiceStatus

To get the connection string used by the configuration service to connect to the
XenDesktop database, execute the following command:

Get-ConfigDBConnection

Starting from the previously received output, it's possible to configure the
connection string to let the configuration service use the system database.
For this command, you have to specify the Server, Initial Catalog, and
Integrated Security parameters.

Set-ConfigDBConnection -DBConnection "Server=<Servername\
InstanceName>; Initial Catalog=<DatabaseName>; Integrated
Security=<True | False>"

Starting from an existing Citrix database, you can generate a SQL procedure file
to recreate the database. Execute the following command to complete this task,
specifying the DatabaseName and ServiceGroupName parameters.

Get-ConfigDBSchema -DatabaseName <DatabaseName> -ServiceGroupName
<ServiceGroupName> > Path:\FileName.sql

M You need to configure a destination database with the
Q same name of the source database, otherwise the script
will fail!

To retrieve information about the active configuration service objects (Instance,
Service, and ServiceGroup), execute the next three commands, respectively:

Get-ConfigRegisteredServiceInstance

Get-ConfigService

Get-ConfigServiceGroup

When necessary, you can switch a running task from one host to another by using the
following PowerShell command:

Switch-ConfigTask -Host2 <Hostname>

To test a set of operations to check the status of the configuration service, run the
following script:

- - - Script - Configuration Service

e Define Variables
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$Server Conn="vmddbctx01\CITRIX"

$Catalog Conn="CitrixXenDesktopDB"

write-Host "XenDesktop - Configuration Service CmdLets"
- - Clear the existing Configuration Service DB connection
$Clear = Set-ConfigDBConnection -DBConnection $null

Write-Host "Clearing any previous DB connection - Status: " $Clear
- - Set the Configuration Service DB connection string

$New Conn = Set-ConfigDBConnection -DBConnection "Server=$Server
Conn; Initial Catalog=$Catalog Conn; Integrated Security=$true"

Write-Host "Configuring the DB string connection - Status: " $New
Conn

$Configured String = Get-configDBConnection

Write-Host "The new configured DB connection string is: "
$Configured String

exit

& You have to save this script with the .ps1 extension, in order
s to invoke it with PowerShell.

The preceding script produces the following screenshot:

22 Administrator: Windows PowerShell

HD_PS_Scripts>
BD_PS_Scripts>
HD_PS_Scripts>
HD_PS_Scripts>
~ED_PS_Scripts> .“Script_Recipe®l.psl
top — Configuration Service CmdLets
Clearing any previous DB connection — Statuw DBUnconf igured

Conf iguring the DB string connection — Status
The new configured DB connection string is: Server=dblocation“CITRI¥; Initial Catalog=CitrixdenDesktopDB

The configuration service cmdlets of XenDesktop PowerShell permit managing the
configuration service and its related information - the metadata for the entire XenDesktop
infrastructure, the service instances registered within the VDI architecture, and the collections
of these services, called service groups.
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This set of commands offers the ability to retrieve the administrative user and the

relative permissions (the Get-ConfigAdministrator command), and optionally

setting new administrators for the configuration service (the New-ConfigAdministrator
command); in this case, you can specify the level of permissions for the account, in the form
of Full (a complete access level, no parameter is required) or -ReadOnly (permissions
set to read-only). Based on a similar syntax, you can remove a configured administrative
account by running the Remove-ConfigAdministrator cmdlet, filtering the existing
username by account name or SID.

Moreover, it's possible to check and configure the database connection string to contact the
configured XenDesktop SQL Server database. These operations are permitted by the Get -
ConfigDBConnection (retrieve the current configuration) and Set -ConfigDBConnection
commands (configure the database connection string); both the commands use Database
server name, Instance name, Database name, and Integrated security as information fields.

In the script that we saw in the How to do it... section of this recipe, we have regenerated

a database connection string; to be sure of being able to recreate it, first of all we have
cleared any existing connection, setting it to null (verify the command associated to

the $Clear variable). Then we have defined the sNew_Conn variable, using the Set -
ConfigDBConnection command. All the parameters have been defined at the top of the
script, in the form of variables.

1
~ Use the Write-Host command to echo results on the
standard output.

There's more...

In some cases it could be useful to retrieve the state of the registered services, in order to
verify their availability; you can use the Test-ConfigServiceInstanceAvailability
cmdlet, retrieving if the service is responding or not, and its responsive time. Run the following
example to test the use of this command:

Get-ConfigRegisteredServiceInstance | Test-ConfigServiceInstanceAvailabil
ity | more

M Use the -ForceWaitForOneOfEachType parameter
Q to stop checking for a service category, when one of its
services respond.

» The Preparing the SQL Server database recipe in Chapter 1, XenDesktop Installation
and Configuration
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Managing Active Directory accounts - AD

identity cmdlets

In this recipe we will discuss the utilization of the Active Directory identity cmdlets; this is a
capability that permits retrieving and configuring the Active Directory objects used by Citrix
XenDesktop, such as machine accounts assigned to existing desktop catalogs.

Getting ready

No preliminary tasks are required. You have already installed the Citrix XenDesktop
PowerShell SDK during the installation of Desktop Controller role machine(s).

To be sure of being able to run a PowerShell script (in the . ps1 format), you have to enable
the script execution from the PowerShell prompt by executing the following command:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Force

How to do it...

The following are the steps required to manage the XenDesktop machine identity through the
use of PowerShell:

1. Connect to one of the Desktop Broker servers.

2. Click on the PowerShell icon installed on the Windows taskbar.

3. Load the Citrix PowerShell modules by typing the following command, then press the
Enter key.
Asnp Citrix*

4. To generate a new desktop catalog and interface it with your company domain, run

the next PowerShell command; the parameters involved are -NamingScheme and
-NamingSchemeType

New-AcctIdentityPool -IdentityPoolName <PoolName> -NamingScheme
<Machine-Name-Structure##> -Domain <ADDomainName>
-NamingSchemeType <Numeric | Alphabetic>

5. To retrieve information on the currently existing machine catalogs, you have to
use the command given next; you can use filters such as - IdentityPoolName,
-IdentityPoolUid, and -AdminAddress, which permit you to specify the address
of a particular Desktop Controller.

Get-AcctIdentityPool
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1
‘Q You can sort the output results by using the - SortBy parameter,

specifying the file for which you want to sort the output.

To rename an existing catalog / identity pool, execute the following command:

Rename-AcctIdentityPool -IdentityPoolName <CurrentName>
-NewIdentityPoolName <NewName>

M To modify a catalog configuration parameter, use the Set -

Q AcctIdentityPool command. You can retrieve information about its
use by navigating to Get-Help Set-AcctldentityPool -detailed | More.

To remove a created machine catalog from your XenDesktop architecture, use the
Remove-AcctIdentityPool cmdletin the following way:

- Remove-AcctIdentityPool -IdentityPoolName <PoolName>
You can also use it in the following way:
- Remove-AcctIdentityPool -IdentityPoolUid <PoolUID>

To populate the created catalogs with domain machine accounts execute the
following task:

New-AcctADAccount -IdentityPoolName <CatalogName> -Count
<NumberofAccounts> -StartCount <Number> -AdminAddress
<ControllerIPAddress>

& You can run this command only once at a time; you
i cannot execute parallel account creations!

Retrieve the generated computer account data by running the next command; you
can filter the information using the -IdentityPoolName and -Lock parameters:

Get-AcctADAccount

The next command performs the required updates on the imported Active Directory
computer accounts in a catalog; optionally you can use the -A11Accounts and the
-AdminAddress parameters.

Update-AcctADAccount -IdentityPoolName <PoolName>
Finally, you have the ability to remove computer accounts from an existing identity

pool in the following way; use the -Force option to proceed, in case of system
exceptions as well.

Remove-AcctADAccount -IdentityPoolName <PoolName> -ADAccountName
<ComputerAccountName> -RemovalOption <option>
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. You can reset the machine account password by running the following
N

~ command:
Repair-AcctADAccount -ADAccountName "domain\
computerName" -Force

Execute the following script to operate on the catalog and machine accounts creation:

#------------ Script - Configuration Service
- - - Define Variables

$AD Domain="ctxlab.local"

$ID Pool="Test-Pool-01"

$Controller Address="192.168.1.60"

#------------ Creating and Identity Pool
write-Host "XenDesktop - Creating an Identity Pool"

$ID_Pool Create = New-AcctIdentityPool -IdentityPoolName
$ID Pool -NamingScheme Desk-T## -Domain $AD Domain
-NamingSchemeType Numeric

Write-Output "Pool creation activities - Status: " $ID Pool Create

R Verify the pool creation

$Check Pool = Get-AcctIdentityPool -IdentityPoolName $ID Pool |
measure

if ($Check Pool.count -gt 0)
{Write—Host "ITdentity Pool correctly created."}

else

{Write-Host "Identity pool not correctly generated. Please
verify."

exit }
R il Creating AD computer accounts

New-AcctADAccount -IdentityPoolName $ID Pool -Count 3 -StartCount
10 -AdminAddress $Controller Address

exit
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The preceding script produces the following screenshot:

= administrator: Windows PowerShell

snenlesktop — Creating an Identity Pool
Pool creation activities — Status:

IdentityPoolName Test-Pool-B8
IdentityPoollid dB8fel17e—d544-4a?6—abB2-efa?68696851
i Desk-THH
Humeric

StartCount
ou

Domain
Lock : False

Identity Pool correctly created.

SuccessfulfAccounts 4 Desk-T185. Desk-T115, Desk-T125%
SuccessfulAccountsCount = 3

FailedfAccountsCount A

FailedAccounts R

In this recipe we have discussed about the management of the XenDesktop identity pools
and their objects, the Active Directory computer accounts contained within the pools. These
commands could be particularly useful in case of advanced management of the pools and
the computer accounts within it, in terms of changes, deletion, creation, and advanced
management of the Active Directory machine accounts.

The first command collections discuss the identity pools and the four main operations that
we can perform on them - the creation (New-AcctIdentityPool), the list of resources
(Get-AcctIdentityPool), the renaming (Rename-AcctIdentityPool), and the deletion
(Remove-AcctIdentityPool). For creating an identity pool you need to specify the name
of the AD objects container, the Desktop Controller address to which the pool will refer, and
the two main configurable characteristics - the naming scheme (the naming convention
assigned to the AD computer accounts generated within an identity pool, in the form of
MachineName##, where the sharp symbols specify the machine progressive numbering), and
the naming scheme type (alphabetic or numeric progression). For instance, you could specify
an alphabetical machine naming convention as, Desk-T-2AA.

The Rename-AcctIdentityPool command permits you to rename existing pools; you
only have to specify the old pool name and the new name to use as its substitution; as
simple as this is the last identity pool command, Remove-AcctIdentityPool. Based on
whether you are moving filter on the pool name or the pool UID, you can delete one or more
existing pool(s).

& You can remove a pool only when it has no associated
i machine accounts.
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The second command group permits you to manage the Active Directory machine accounts,
which can be grouped with the identity pools; the New-AcctADAccount cmdlet lets you
create a computer account within your domain. Based on the naming convention defined in
the pool on which the machine account is linked, you can specify the starting progressive
machine number (the -StartCount parameter) and the number of accounts to create (the
-Count parameter). To remove computer accounts that were created, you have to use the
Remove-AcctADAccount command; particularly what's interesting in this cmdlet is the
presence of the modality to perform the computer account deletion, with -RemovalOption
configurable to remove the machine accounts only from the XenDesktop (the None option),
removing them also from the Active Directory domain (the Delete option), or disabling the
accounts in the AD domain (the Disable option).

% Use the -Force parameter to remove the accounts, in case of
s warnings as well.

The script at the end of the recipe permits you to create an identity pool referring to the
related Desktop Controller, and after verifying its correct creation, the pool will be populated
with a set of three computer accounts, based on the naming convention configured for the
identity pool (Desk - T## with numeric progression). To count the number of objects, in order
to verify the pool creation, the measure command has been used, combined with the count
property of the variable containing the number of retrieved pools ($Check Pool.count).

With XenDesktop PowerShell, it's also possible to use existing Active Directory computer
accounts to generate machine catalog accounts, importing them to the XenDesktop
infrastructure, as we have seen earlier in this book for the GUI component.

You can perform this operation through the command line by using the Add-AcctADAccount
PowerShell command with the following syntax:

Add-AcctADAccount -IdentityPoolName <PoolName> -ADAccountName
<ComputerName>

You can specify the AD computer account in all the common forms, such as Domain\
Computer Name, ComputerName@Domain, or through its FQDN.

» The Creating and configuring the machine catalog recipe in Chapter 6, Creating and
Configuring a Desktop Environment
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Managing the Citrix Desktop Controller -

broker cmdlets

This is one of the principal PowerShell command groups for XenDesktop, because of the
interaction with the Desktop Broker component. This section will be about the use of the
set of commands to manage the broker, in terms of displaying configurations and setting
components and parameters.

Getting ready

No preliminary tasks are required. You have already installed the Citrix XenDesktop
PowerShell SDK during the installation of Desktop Controller role machine(s).

To be sure of being able to run a PowerShell script (the .ps1 format), you have to enable the
script execution from the PowerShell prompt by executing the following command:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Force

How to do it...

Let's follow the explanation of the commands included in the Desktop Controllers PowerShell
command set. Perform the following steps:

1. Connect to one of the Desktop Broker servers.

2. Click on the PowerShell icon installed on the Windows taskbar.

3. Load the Citrix PowerShell modules by typing in the following command, then press
the Enter key.

Asnp Citrix*

4. To retrieve the configuration of the XenDesktop broker site run the following command:

Get-Brokersite

5. To modify the parameters of an existing XenDesktop broker site, run
the following command; the most important involved parameters
are -ApplicationLicenseModel, -AppLicenseEdition,
-DesktopLicenseEdition, and -DesktopLicenseModel.

Set-BrokerSite -LicenseServerName <LicenseServerName> -
LicenseServerPort <PortNumber> -AdminAddress <BrokerAddress>
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6. Run the next command in order to create a desktop catalog to your infrastructure;
in the case of a Provisioning Service catalog, you have to use the -PvsAddress,
-PvsDomain, and -PvsForVM parameters.

New-BrokerCatalog -Name <CatalogName> -AllocationType
<Permanent | Random> -CatalogKind <TypeofCatalog> -Description
<CatalogDescription>

. Thetype of catalogs for the CatalogKind option can be
& PowerManaged, Unmanaged, ThinCloned, SingleImage,
s Pvd, Pvs, and PvsPvd. With these two last catalog types you

can also use the -MachinesArePhysical option.

7. After creating this you can retrieve information on the existing catalogs by running
the command given next, filtering for information such as the allocation type
(-AllocationType), or the catalog kind (-CatalogKind). Without any specific
option, you will list the entire infrastructure catalogs:

Get-BrokerCatalog
8. To modify the previously configured catalog characteristics, you have to run the
following command:

Set-BrokerCatalog -Description -MachinesArePhysical -PvsAddress -
PvsDomain -PvsForVM

1
‘\Q You cannot modify the allocation type and catalog

kind settings!

9. Toremove an existing catalog, run the following cmdlet:

Remove-BrokerCatalog -Name <CatalogName>

10. To list the entire set of existing desktops in your site, run the following command:
Get-BrokerDesktop

Later on in this recipe, we will list the most important
s parameters for this command.

11. To configure a desktop group in your Citrix broker execute the following cmdlet:

New-BrokerDesktopGroup -Name <DesktopGroupName> -DesktopKind
<Private|Shared> -Enabled <True|False> -PublishedName
<DesktopDisplayName> -SecurelcaRequired <True|False>
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g The -AutomaticPowerOnForAssigned parameter is usable only
for the private desktops, -ShutdownDesktopsAfterUse can be

activated only in presence of power-managed desktops.

12. After creating a broker desktop group, you can get back information by

using the command given next; you can use the same filters explained in
the previous explanation:

Get-BrokerDesktopGroup
13. To modify the configuration of an existing group, you have to use the Set -

BrokerDesktopGroup cmdlet; for instance, you could put a desktop group in
maintenance mode in the following way:

Set-BrokerDesktopGroup <GroupName> -InMaintenanceMode S$true

. To display the historical usage of the desktop groups run the following
AY

~ command:
Get-BrokerDesktopUsage -DesktopGroupName
<DesktopGroupName> -MaxRecordCount <MaxNumberofRecords>

14. To populate the previously configured desktop groups, you have to use the
following cmdlet:

Add-BrokerMachinesToDesktopGroup -Catalog <CatalogName>
-DesktopGroup <DesktopGroupName> -Count <NumberofMachines>

After creating a desktop group machine, you can prepare it for the

M personal vDisk creation by running the following command:
CZE Start-BrokerMachinePvdImagePrepare -InputObject
<MachineName>

The task will be performed the next time the machine is started.

15. To retrieve any existing private group (desktop or application desktop), run the
following two PowerShell commands respectively; useful filters are -MachineName,
-DesktopGroupUid, -InMaintenanceMode, and -OSType

Get-BrokerPrivateDesktop

Get-BrokerPrivateAppDesktop

M To verify the resources to which a user has access, use the Get -
<:l BrokerResource command, filtering for -User <Usernames>and / or
-Group <GroupName> (AD group membership for the specified user).
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16. After completing the machine creation and grouping, it's time to publish applications

17.

Al

and to assign them to the existing virtual desktops. The first useful command permits
you to create applications; for using XenDesktop without combining it with XenApp,
the only allowed application type is hosted applications:

New-BrokerApplication -CommandLineExecutable <FullApplicationPath>
-BrowserName <InternalAppName> -DisplayName <ExternalAppName>
-Enabled <True|False> -ShortcutAddedToDesktop <True|False>
-ShortcutAddedToStartMenu <True|False> - IconFromClient
<True|False> -Description <AppDescription>

. Youcan also use resources control parameters such as
& -CpuPriorityLevel (Low, BelowNormal, Normal, AboveNormal,
s and High), -WaitForPrinterCreation, and -ColorDepth
(FourBit, EightBit, SixteenBit, and TwentyFourBit).

To retrieve the published applications, use the following PowerShell cmdlet,

combining it with filters such as -DisplayName, -Enabled, or -BrowserName:
Get-BrokerApplication

To rename an already published application use the following command line:

7::1 Rename-BrokerApplication -Application

18.

19.

20.

21.

286

<CurrentBrowserName> -DisplayName <NewExternalName>
-BrowserName <NewInternalName>

You can create application folders on which to catalogue and organize
published software:

New-BrokerApplicationFolder -Name <FolderName> -Description -

AdminAddress <BrokerAddress>

An alternative to the application creation is the application copy; run the following
command to make a copy of the published apps:

Copy-BrokerApplication -Application <BrowserName>
-ApplicationFolder <FolderName> -AdminAddress <BrokerAddress>

Use the following PowerShell cmdlet to associate one or more file extension(s) to a
published application:

New-BrokerConfiguredFTA -ExtensionName <Extension> -ApplicationUid

<ApplicationID>

To retrieve the association between file types and software run the next command;
you can use filters such as -Uid (specific file type by its UID) and -ExtensionName.

Get-BrokerConfiguredFTA
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22.

23.

24.

25.

26.

27.

Chapter 9

To remove a published application from the XenDesktop infrastructure use the
following PowerShell cmdlet:

Remove-BrokerApplication -BrowserName <ApplicationBrowserName>
-DesktopGroup <DeskGroupName> -AdminAddress <BrokerAddress>

Once all the application configurations have been completed, you have to assign the
software to an existing desktop group in the following way:

Add-BrokerApplication -BrowserName <ApplicationBrowserName>
-DesktopGroup <DeskGroupName>

A fundamental implementation is the access control on the XenDesktop site
resources; the following is the command and related syntax to configure a rule:
New-BrokerAccessPolicyRule -Name <RuleName>
-IncludedUserFilterEnabled <True|False> -IncludedUsers <Domain)\
User|Group> -IncludedDesktopGroupFilterEnabled <True|False>

-IncludedDesktopGroups <DesktopGroupName> -AllowRestart
<True|False>

s . . .
‘Q You can also use excluding filters such as -ExcludedClientIPs,

-ExcludedDesktopGroups, and -ExcludedUsers.

To retrieve the configured access rules, execute the following cmdlet using the same
filters explained previously for the rule creation process:

Get-BrokerAccessPolicyRule

1 . . .
~‘Q Remove an existing access rule in the following way:

Remove-BrokerAccessPolicyRule -Name <RuleName>

To create a new assignment rule use the following syntax:

New-BrokerAssignmentPolicyRule -Name <RuleName> -DesktopGroupUid
<DesktopGroupUID> -IncludedUsers <Domain\User |Group>
-PublishedName <DesktopGroupName>

M To modify and remove an assignment policy, run the Set -
(:l BrokerAssignmentPolicyRule cmdlet and the Remove-
BrokerAssignmentPolicyRule command, respectively.

After creating that rule, you can retrieve the currently configured assignment rules by
running the following command:

Get-BrokerAssignmentPolicyRule -Name <RuleName>
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28. The following script operates on part of the discussed broker commands:

288

#------------ Script - Hosting + MCS
B o oo oo o mmemmem—o -
e Define Variables

$LicSRV="192.168.1.70"
$BrokerAddress = "192.168.1.60"
$LicPort="27000"
$CatName="CatalogBookO1l"
$DeskGroupName="DeskBook01l"

$App Path="C:\Windows\System32\notepad.exe"

#------------ Configure the License Server

Set-BrokerSite -LicenseServerName $LicSRV -LicenseServerPort
$LicPort -AdminAddress $BrokerAddress

R Create a XenDesktop Catalog

New-BrokerCatalog -Name $CatName -AllocationType Random
-CatalogKind PowerManaged -Description "Catalog-Book-Number-01"

R Create a Desktop Group

New-BrokerDesktopGroup -Name $DeskGroupName -DesktopKind
Shared -Enabled $true -PublishedName "Book Desktop Group"
-SecurelcaRequired $true -ShutdownDesktopsAfterUse $true

R Deploying Machines

Add-BrokerMachinesToDesktopGroup -Catalog $CatName -DesktopGroup
$DeskGroupName -Count 4

R Publish Notepad Application
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New-BrokerApplication -CommandLineExecutable $App Path
-BrowserName NotepadExe -DisplayName "Windows Notepad" -Enabled
$true -ShortcutAddedToDesktop $true -ShortcutAddedToStartMenu
$false -Description "Notepad Text Editor"

e Associate the .txt extension
SAppID=$ (Get-BrokerApplication -BrowserName NotepadExe)

New-BrokerConfiguredFTA -ExtensionName ".txt" -ApplicationUid
$SAppID.Uid -HandlerName "textfile"

e Retrieve published applications

Get-BrokerApplication

- - Filter the resources for the Help Desk team

New-BrokerAccessPolicyRule -Name HelpDeskFilter0Ol
-IncludedUserFilterEnabled $true -IncludedUsers "ctxlab\HDL1l"
-IncludedDesktopGroupFilterEnabled $true -IncludedDesktopGroups
$DeskGroupName -AllowRestart $true

exit

The preceding script produces the following screenshot:

8

~Ext
HandlerDescription
HandlerMName
HandlerOpenArguments
Uid

textfile
126

ApplicationType HostedOnDesktop
AudioRequired False

AudioT ype Bazic

BrowserName Hotepad_Published

TwentyFourBit
CommandLineArguments o
CommandLineExecutable C:xWindows~notepad.exe
CpuPriorityLevel MNormal
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Using and configuring the broker cmdlet category has permitted to generate resource
containers (catalogs and desktop groups) to which we can assign end-user resources
(desktops and applications) and filtering rules (access and assignment); using this division,
we can discuss the following five main PowerShell broker command subcategories:

>

290

The Site and Catalog subsection: In this area we've configured the XenDesktop site
and the contained catalogs, then we have retrieved information about them. The
Set-BrokerSite configuration command permits you to define the application
and desktop license model (user device or concurrent modalities) and the
desktop license edition (STD = Express or VDI, ENT = Enterprise, PLT = Platinum).
The New-BrokerCatalog command performs the creation of a machine's
catalog; the ThinCloned catalogs and SingleImage catalogs are parts of the
Provisioning Services (PVS) architecture. It's also possible to configure catalogs
with the personal vDisk technology for both the MCS and PVS infrastructures.

The New-BrokerCatalog command lets you create random or static assigned
resource catalogs, specifying which type of catalog you want to create. Moreover,
it's possible to use physical machines and assign them to the catalog object (the
-MachinesArePhysical option); the only limitation is that you have to deploy a
PVS architecture.

The Desktops and Desktop groups subsection: In this subsection we've created and
managed the desktop groups and the related desktops. For this second object type,
the Get -BrokerDesktop command permits to retrieve existing desktop machines by
filtering the search for information such as -MachineName (in the form of Domain\
ComputerName), -ApplicationInUse, -CatalogKind, -CatalogName,
-DesktopCondition (high resource usage or latency, parameters in the form

of --CPU, --ICALatency, and - -UPMLogonTime), -DesktopGroupName ,
-DesktopKind (a desktop can be private or shared), -ImageOutOfDate (a desktop
not compliant with the latest base image template updates), - InMaintenanceMode,
-IsAssigned (a desktop resource already assigned or not assigned to a user),
-LastConnectionTime, -LastConnectionUser, -OSType, -PowerState

(the current situation for the desktop, in the form of on |Of f | TurningOn| Tur
ningOff | Suspending|Resuming | Unmanaged | Unavailable | Unknown),
-Protocol (for instance, HDX), and -LastDeregistrationReason. This option
permits you to discover why a deregistration has occurred, retrieving the result data

as AgentShutdown, Agent Suspended, BrokerRegistrationLimitReached,
AgentNotContactable, ContactLost, BrokerError, and DesktopRemoved.
After this we have used New-BrokerDesktopGroup to generate a desktop group,
and then linked the existing machine with the related desktop group by using the Add-
BrokerMachinesToDesktopGroup command (the main parameters are the desktop
group name and the number of machines to deploy). To retrieve the existing group
types (private - applications and desktops), the Get -BrokerPrivateDesktop and
Get-BrokerPrivateAppDesktop commands have been used to execute the task.
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The Applications subsection: In this subsection we have created, modified, and
copied hosted applications in the XenDesktop architecture using the command

line. The New-BrokerApplication command permits you to publish existing
applications that are already installed on desktops, which are part of an application
desktop group, as we have seen earlier in this book. Also in this case you can specify
the already discussed main application option, such as the links publication for the
desktop and the Start menu, the visibility and the enabling of the app (the -visible
and -Enabled parameters).

The browser name for a published application must be unique
s within a XenDesktop infrastructure!

A published application can also be copied using the Copy-BrokerApplication
cmdlet, specifying the names of the source application and the destination
application. All these resources can be grouped in folders, created through the use of
the New-BrokerApplicationFolder command. For any app you can specify the
file type association (explicitly specifying it with the —-ExtensionName or importing
them from the known list of Citrix using the - ImportedFTA parameter) with the
New-BrokerConfiguredFTA command. After completing the software publication,
you can assign them to existing desktops through the Add-BrokerApplication
command, associating the application browser name to the desktop group name to
which you want to assign it.

The Access and Assignment filtering rules subsection: This last subsection has
covered the access and assignment rules configuration; in other words, using

these two policy categories it has been possible to regulate the resource usage

and access for the users. The New-BrokerAccessPolicyRule command

creates an access policy rule for the existing XenDesktop resources, setting

which users have the ability to access and use defined desktop resources; you

have to enable the inclusion (-IncludedApplicationFilterEnabled,
-IncludedClientIPFilterEnabled, -IncludedClientNameFilterEnabled,
-IncludedDesktopGroupFilterEnabled, and
-IncludedDesktopKindFilterEnabled) and exclusion
(-ExcludedClientIPFilterEnabled, -ExcludedClientNameFilterEnabled,
-ExcludedDesktopGroupFilterEnabled, and
-ExcludedDesktopKindFilterEnabled) filters to be sure that the included
(-IncludedApplications, -IncludedClientIPs, -IncludedClientNames,
-IncludedDesktopGroups, and - IncludedDesktopKinds)

and excluded (-ExcludedClientIPs, -ExcludedClientNames,
-ExcludedDesktopGroups, and -ExcludedDesktopKinds) resources are
managed in the right way. For the assignment policy rule, the command to use is New-
BrokerAssignmentPolicyRule, specifying the included and/or excluded users (in
this second case you have to enable the ExcludedUserFilterEnabled filter), and
the desktop group UID to which you are applying the assignment task.
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There's more...

With the broker cmdlets group it is also possible to manage the power actions to apply to the
catalog machines; you can create a new power action related to an existing desktop machine
(New-BrokerHostingPowerAction -MachineName <DesktopNames> -Action <Tu
rnon | TurnOf f | ShutDown |Reset |Restart |Suspend |Resume> -ActualPriority

<PriorityValues) and then retrieve it (Get -BrokerHostingPowerAction).

[ The lower the priority value, the higher is its importance. ]

Moreover, you can create and manage a full power time scheme for a desktop group,
using the creation power time cmdlet (New-BrokerPowerTimeScheme -Name
<TimeSchemeName> -DaysOfWeek <SpecificDay | WeekDays | Weekend
-DesktopGroupUid <GroupUID> -DisplayName <Name> -PeakHours
<PeakHoursExpressions> )and retrieving existing configurations (Get -
BrokerPowerTimeScheme).

The PeakHours expression has the following construction:
FromHour..ToHour | % {$ -gt <Hour> and § -1t <Hour> }

For example, in the entire day you can set the peak hour time from 10 a.m. to 5 p.m. in the
following way:

(0..23 | % {$ -gt 10 and § -1t 17 } )

» The Publishing the VM-hosted apps with XenDesktop recipe in Chapter 7,
Deploying applications

Administering hosts and machines - host

and machine creation cmdlets

In this recipe, we will describe how to create the connection between the hypervisor and
XenDesktop servers, and the way to generate machines to assign to the end users, all by
using Citrix PowerShell.

Getting ready

No preliminary tasks are required. You have already installed the Citrix XenDesktop
PowerShell SDK during the installation of Desktop Controller role machine(s).

292


http:///

Chapter 9

To be sure of being able to run a PowerShell script (the .ps1 format), you have to enable the
script execution from the PowerShell prompt by executing the following command:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Force

How to do it...

In this section, we will discuss the PowerShell commands used to connect XenDesktop with
the supported hypervisors plus the creation of the machines from the command line. Perform
the following steps:

1.
2.
3.

Connect to one of the Desktop Broker servers.
Click on the PowerShell icon installed on the Windows taskbar.

Load the Citrix PowerShell modules by typing in the next command, then press the
Enter key.

Asnp Citrix*

To list the available hypervisor types execute the following task:
Get-HypHypervisorPlugin -AdminAddress <BrokerAddress>

To list the configured properties for the XenDesktop root level location (XDHyp: \),
execute the following command:

Get-ChildItem XDHyp:\HostingUnits

% Please refer to the PSPath, Storage, and PersonalvDiskStorage
s fields to retrieve information on the storage configuration.

Execute the following cmdlet to add a storage resource to the XenDesktop
Controller host:

Add-HypHostingUnitStorage -LiteralPath <HostPathLocation>
-StoragePath <StoragePath> -StorageType <OSStorage|PersonalvDiskSt
orage> - AdminAddress <BrokerAddress>

To generate a snapshot for an existing VM, perform the following task:

New-HypVMSnapshot -LiteralPath <HostPathLocation>
-SnapshotDescription <Description>

Use the Get -HypVMMacAddress -LiteralPath
“ <HostPathLocation> command to list the MAC addresses
A e
of specified desktop VMs.
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8. To provision machine instances starting from the desktop base image template, run
the following command:
New-ProvScheme -ProvisioningSchemeName <SchemeName>
-HostingUnitName <HypervisorServer> -IdentityPoolName
<PoolName> -MasterImageVM <BaseImageTemplatePath> -VMMemoryMB
<MemoryAssigned> -VMCpuCount <NumberofCPU>

J To specify the creation of instances with the personal vDisk
Q technology, use the following option:

-UsePersonalVDiskStorage

9. After the creation process, retrieve the provisioning scheme information by running
the following command:

Get-ProvScheme -ProvisioningSchemeName <SchemeName>

\ To modify the resources assigned to desktop instances in a
~ provisioning scheme, use the Set -ProvScheme cmdlet. The
Q permitted parameters are - ProvisioningSchemeName,
-VMCpuCount, and -VMMemoryMB.

10. To update the desktop instances to the latest version of the desktop base image
template, run the following cmdlet:

Publish-ProvMasterVmImage -ProvisioningSchemeName <SchemeName>
-MasterImageVM <BaseImageTemplatePath>

M If you don't want to maintain the pre-update instance
Q version to use as restore checkpoint, use the
-DoNotStoreOldImage option.

11. To create machine instances, based on the previously configured provisioning
scheme for an MCS architecture, run the following command:

New-ProvVM -ProvisioningSchemeName <SchemeName> -ADAccountName
"Domain\MachineAccount"

M Use the -FastBuild option to make the machine creation process
Q faster. On the other hand, you can't start up the machines until the
process has been completed.

12. Retrieve the configured desktop instances using the following cmdlet:

Get-ProvVM -ProvisioningSchemeName <SchemeName> -VMName
<MachineName>
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13. To remove an existing virtual desktop use the following command:

Remove-ProvVM -ProvisioningSchemeName <SchemeName> -VMName
<MachineName> -AdminAddress <BrokerAddress>

The next script will combine the use of part of the commands
listed in this recipe:

#------------ Script - Hosting + MCS

Bm o m oo oo memoo-

#------------ Define Variables

$LitPath = "XDHyp:\HostingUnits\VirtualHostO1l"

$StorPath = "XDHyp:\HostingUnits\VirtualHost01\DStore0Ol.storage"
$Controller Address="192.168.1.60"

$HostUnitName = "VirtualHostOl1"

$IDPool = $(Get-AcctIdentityPool -IdentityPoolName Test-Pool-00)
$BaseVMPath = "XDHyp:\HostingUnits\VirtualHost01l\Win7ImageOl.vm"

#------------ Creating a storage location

Add-HypHostingUnitStorage -LiteralPath $LitPath -StoragePath
$StorPath -StorageType OSStorage -AdminAddress $Controller Address

$---mmmm - Creating a Provisioning Scheme

New-ProvScheme -ProvisioningSchemeName Deploy 01 -HostingUnitName
$HostUnitName -IdentityPoolName $IDPool.IdentityPoolName
-MasterImageVM $BaseVMPath\Snap0l Post Upgrade.snapshot
-VMMemoryMB 4096 -VMCpuCount 2 -CleanOnBoot

R List the VM configured on the Hypervisor Host
dir $LitPath\*.wvm

exit
The preceding script produces the following screenshot:

Workf lowStatus
ProvisioningSchemeName
Mazterlmage
IdentityPoolHame
IdentityPoollid
HostinglnitName
HostinglUnitUid

Completed

Deploy_@1
¥DHyp:-“Hostinglnits
Test—Pool-8A
d88f617e—d544-4a%6—
UMWARE-UCT
2fafef87-294e—4120—
Lcedaedl—BAd31-411c—
Finizhed

186
48

ProvisioningSchemelid
TazkState
TazkStatelnformation
TaskProgress

DizkSize
PerzonalUDizkDrivelLetter
PerzonalUDizkDriveSize
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The host and machine creation cmdlet groups manage the interfacing with the hypervisor hosts,
in terms of machines and storage resources, and permits to create the desktop instances to
assign to the end user, starting from an existing and mapped desktop virtual machine.

The Get -HypHypervisorPlugin command retrieves and lists the available hypervisors on
which you are deploying instances and configuring storage types. As already discussed earlier in
this book, you can configure an operating system storage area or a personal vDisk storage zone.
The way to map an existing storage location from the hypervisor to the XenDesktop controller

is running the Add-HypHost ingUnitStorage cmdlet; in this case, you have to specify the
destination path on which the storage object will be created (LiteralPath)and the source
storage path on the hypervisor machine(s) (StoragePath), and StorageType discussed
previously. The storage types are in the form of XDHyp : \HostingUnits\<UnitName>.

M To list all the configured storage objects, execute the following
command:

dir XDHyp:\HostingUnits\<UnitName> \*.storage

Once configuring the storage area, we've discussed the Machine Creation Service (MCS)
architecture; in this cmdlets collection we have the availability of commands to generate
VM snapshots from which you are deploying desktop instances (New-HypVMSnapshot),
specifying a name and a description for the generated disk snapshot. Starting from

the available disk image, the New-ProvScheme command permits you to create a
resource provisioning scheme, on which you are specifying the desktop base image,

the resources to assign to the desktop instances (- VMCpuCount and -VMMemoryMB in
terms of CPU and RAM), and if generating this virtual desktop in a nonpersistent mode
(the -CleanOnBoot option), with or without the use of the personal vDisk technology
(-UsePersonalVDiskStorage). It's possible to update the deployed instances to the latest
base image update through the use of the Publish-ProvMasterVmImage command.

In the generated script, we have located all the main storage location (the LitPath and
StorPath variables) useful to realize a provisioning scheme, then we have implemented a
provisioning procedure for a desktop based on an existing base image snapshot, with two
vCPUs and 4 GB of RAM for the delivered instances, which will be cleaned every time they
stop and start (the -CleanOnBoot option).

. You can navigate the local and remote storage paths configured with the
= XenDesktop broker machine; to list an object category (such as VM or
snapshot), you can execute the following command:

dir XDHyp:\HostingUnits\<UnitName>\*.<category>
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There's more...

The discussed cmdlets also offer you the technique to preserve a virtual desktop from an
accidental deletion or unauthorized use; with the machine creation cmdlets group, you have
the ability to use a particular command (Lock - ProvVM), which permits you to lock critical
desktops. This cmdlet requires the parameters such as the name of the scheme we are
referring to (- ProvisioningSchemeName) and the ID of the virtual desktop to lock (-VMID).

% You can retrieve the virtual machine's ID running the previously
i discussed Get - ProvVM command.

To revert the machine lock and free the desktop instance from the accidental deletion or the
improper use, you have to execute the Unlock-ProvVvM cmdlet, using the same parameter
showed for the lock procedure.

See also

» Chapter 2, Deploying Virtual Machines for XenDesktop

Chapter 9 XenDesktop lab

During this chapter we have reviewed part of the topics discussed during the previous eight
chapters of this book, but executing and configuring them using Citrix XenDesktop PowerShell.
In this lab number nine, we will perform an infrastructural configuration of the XenDesktop
components using the command line.

Connect to the Desktop Controller machine (vimnctxddc01 - 192.168.1.60)and perform
the following operations:

1. Enable the execution of the PowerShell scripts, and load the XenDesktop
SDK cmdlets.

2. Configure two accounts, one as full administrator and the other with the read-only
permissions.

3. Clean your existing database connection, and reconfigure it as discussed in
this chapter.

4. Create a new identity pool and configure it to refer to your Active Directory
domain objects.

5. Using the command line, reconfigure the connection between the XenDesktop
controller and the license server machine.

6. Generate a XenDesktop catalog to randomly assign the resources and to manage the
power action for its objects.
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7.
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Create a desktop group in a way that it's possible to automatically power on desktops
when assigned to the users, then deploy 10 machines referring to the catalog and
desktop, created previously.

Locate the host storage components, create two different storage locations for the
OS and personal vDisk components, and structure a provisioning scheme to maintain
no historical restore points for the deployed desktops, assigning two processors and
2 GB of RAM, as virtual resources.
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Configuring the
XenDesktop
Advanced Logon

In this chapter we will cover the following topics:

» Implementing the XenDesktop smart card authentication
» Implementing the XenDesktop strong authentication

» Implementing the Citrix SSO platform

Introduction

The Infrastructure Security is an IT area that involves a lot of different technologies and
implementation techniques. The same thing can be applied to the Citrix XenDesktop
architectures. As seen earlier, secure connections can be realized through the use of a
secure gateway located in front of the entire VDI architecture. The implementation of a
strong authentication method is another important step to perform. In this chapter we
will discuss the use of the Smart Card devices to perform the login phase through the
use of a valid certificate, then we will discuss how to implement a strong authentication
logon method, and then at the end of this chapter, we will discuss the implementation
of the Citrix SSO platform.
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Implementing the XenDesktop smart card

authentication

With your personal data archived on your desktop machine, the standard authentication
made up of a username and password combination could not be enough to avoid privacy
and security problems.

A valid solution to this situation can be given by the use of devices, such as smart cards or
PKI tokens when trying to access your working resources.

Citrix XenDesktop is able to use this type of strong authentication. In this recipe we're going
to see the implementation of this process in detail.

Getting ready

In order to be able to utilize valid certificates, you need to perform the following
configuration tasks:

» Use an existing Enterprise CA or install an Enterprise Certification Authority machine
to generate valid certificates. You can find more details at http://technet.
microsoft.com/en-us/library/cc770357%28v=WS.10%29.aspx.

» Configure an existing domain machine as an Enroliment agent station in order
to configure the smart cards with your certificates. You can find more details at
http://technet.microsoft.com/en-us/library/cc732895.aspx.

» Install on the Enroliment agent station the specific CSP drivers for your
authentication devices vendor.

» On the Web Interface server, be sure you have installed the Client Certificate
Mapping Authentication service for the IIS 7.x installed role.

You have to be a member of the Enterprise Admins group in order to
s generate and release certificate, on the authentication devices.

How to do it...

In this recipe, we will explain with the help of the following steps how to authenticate users
by the use of smart cards or PKI tokens with a personal certificate on board:

1. Connect to your Web Interface machine, go to Start | All Programs | Citrix |
Management Consoles, and select the Citrix Web Interface Management link.

2. Create a new website, populate the Name and Path fields, and select At Web
Interface as a point of authentication. After this, click on Next to proceed.
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10.

Flag the Smart Card option on the Configure Authentication Method screen in
order to activate the use of the smart card devices.

Create a services site, assign it a name, and flag the Smart Card option as the
authentication method, as seen previously for the website configuration.

Citrix recommends having a Web Interface site for every single
s configured authentication method.

In the Citrix Web Interface Management console, on the left-hand side menu,
select the website configured for the smart card access, then click on the Server
Farms option on the right-hand side.

Select the configured Web Interface server and click on the Edit button.

In the Communication Settings area, configure the XML Service port field as 443
(secure connection) and select HTTPS from the drop-down list as the Transport type
protocol, then click on OK.

Communication Settings

=ML Service port; |443

Transport type: I HTTPS j

S5L Relay port: |443

Repeat the previous configuration operation for the configured PNAgent service site.

Connect to your Enrollment station machine, go to Start | Run, and type the
following command:

mmc . exe

Use the Ctrl + M key combination to open the Snap-in selection menu, double-click
on Certificates snap-in from the list, select My User account as the certificate store,
and click on Finish. To end the console selection, click on OK.

Certificates snap-in

T hiz znap-in will always manage certificates for:

™ Service account

™ Computer account
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11. Go to the Certificates | Current User tree, right-click on the Personal folder,
select All task, and click on the Request new certificate... link, as shown in
the following screenshot:

| iCansdle Roat; Name I
= Certificates - Current User HCErtiFicates - Current User
=L
¢ Find Certificates. .. |
| Truste Find Certificates. ..
| Enter|
| Interr Mew Window from Here Request Mew Certificate, ..
| #ctive Impart...
| Truste Refresh
| untru gy Advanced Operations 3
| Third-rorer e 1

12. Click on Next in the Before You Begin section, select Active Directory Enroliment
Policy, and click on Next:

Configured by your administrator

Active Directory Enrollment Policy

Configured by you Add hew

13. Flag the Enrollment Agent option, expand it, and click on Properties:

[v Enroliment &gent 1) STATUS: Available Dekails (&)
The Following options describe the uses and walidity period that apply to this tvpe of certificate:
key usage: Digital signature

Application policies:  Certificate Request Agent
Validity period {davys): 730

Propetties |

14. In the Private Key tab, expand the Cryptographic Service Provider option and
verify that the Microsoft Base Cryptographic Provider option has been flagged. After
completing this, click on OK and then click on Enroll to generate the certificate request.

15. Right-click on the Certificates folder, go to All tasks | Advanced Operations, and
click on the Enroll On Behalf Of link.

16. Click on Next in the Before You Begin section, select Active Directory Enroliment
Policy, and click on Next.

302



http:///

Chapter 10

17. Click on Browse... on the Select Enrolilment Agent Certificate screen, choose the
certificate previously generated, and click on OK. After completing this, click on Next
to proceed:

Select Enrollment Agent Certificate I

¥ou need an enrollment agent certificate in order ko sign a certificate request on behalf of other users, Click Browse ko
locate a signing certificate, and then click Mext.

Signing certificate
[

Browse ...

Windows Security

Confirm Certificate

Confirm this certificate by clicking OK. IF this is not the correct certificate, click
Cancel.,

oK I Cancel Cancel |

18. In the Request Certificates section, select the Smartcard User radio button, expand
this section, and click on Properties.

% Smartcard User 1) STATUS: Available Dietails (&)
The Following options describe the uses and walidity period that apply to this byvpe of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Secure Email

Client Authentication

Smart Card Logon

‘alidity period (daws): 365

Properties |

19. Expand the Cryptographic Service Provider section and flag your vendor-specific
CSP. After completing this, click on OK to exit from the Properties menu and click
on Next to continue:

Select cryphagraphic service provider (CSP):

[ Microsaft Strong Cryprographic Provider (Encryption)

¥ eToken Base Cryptographic Provider (Encryption);

[ Microsoft Base Cryptographic Provider v1.0 (Encryption)
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In the preceding screenshot we have selected a SafeNet
VS eToken PKI CSP.

20. In the Select a user screen, browse your domain for the user that you wish to enroll
the certificate for. After selecting, click on the Enroll button.

21. When required, insert the smart card/PKI token device and wait for the completion
of the enroliment process. After completing this, click on Close to stop the certificate
distribution or click on the Next User button to continue for another user:

Active Directory Enrollment Policy

% Smartcard User er STATUS: Enrolling. ..

Insert smarkt card E3 |

':0} Please insert a smart card into the smart card
=" reader to save the new certificate.

If the smart card is already in the reader, remove the smart
card and insert it again.

Moke: This certificate cannot be saved on the smart card used
to sign the certificate request,

22. Connect to the Web Interface server, go to Start | Administrative Tools, and select
the Internet Information Service (1IS) Manager link.

All the following configuration steps will be performed
i considering the IIS 7.x version.

23. In the IS management console, select the server name in the left-hand side menu,
then on the central window zone, double-click on the Server Certificates icon in the
1IS section:
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IIs
- A — = —i
@ . D ! [ L 1y g
= 'kq, s @ = L | ) & (9]
ASP Authentication Cal Compression Default Directary Ertor Pages Failed Request  FastCGl Handler HTTP Redirect HTTP
Document Browsing Tracing Fules Settings Mappings Respo...
- — 8 s — 4
: G | i el Pl o= = &4
€& & 0 75 A 2 = & 2
ISAPT and CEl  ISAFI Filkers Logging MIME Twpes Modules Cukput Request 3 Warker
Reestrictions Caching Filtering Processes
| Request and manage certificates for Web sites that use 551 |
Management

24. Click on the Create Domain Certificate link on the right-hand side menu, populate
all the fields, and click on Next to continue:

M Distinguished Name Properties
Gl
Specify the required information for the certificate. Statefprovince and Cityflocality must be specified
as official names and they cannat contain abbreviations.
Comman name: I\-'mu:txwtll (ckxlab.lacal
Crganization: IF‘ackl: Publishing
Crganizational unit: IEnterprise
Ciky flocality IBirmingham
Statefprovince: IEngIand
Countryfregion: |UK| j
Al . . ags
~ In the Common name field you have to insert the Full Qualified
Domain Name (FQDN) of the Web Interface server.

25. In the Online Certification Authority section, click on the Select button and choose
your configured Certification Authority, populate the Friendly name field with a value
referring to your CA, and click on Finish to complete.
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26. Click again on the server name in the left-hand side menu, double-click on
the Authentication icon, and enable the Active Directory Client Certificate
Authentication option by right-clicking on it and selecting Enable:

UJ' Authentication

Group by: Mo Grouping hé

Mame =

¢ Clienk Certificate Authentication

Ackive Dire

Disabled HTTP 401 Challenge

Anonymous Authentication Enabled Ensble

A5P.MET Impersonation Disabled @ Help—
Basic Authentication Disabled HTTP 401 Challenge

Forms Authentication Disabled HTTP 302 Login/Redirect Cnline Help
Windows Authentication Disabled

HTTP 401 Challenge

27. In the left-hand side menu select the Default Web Site link and click on the Bindings
option in the right-hand side menu.

28. Click on the Add button in the Site Bindings screen, and configure the https protocol
type, IP Address configured for your Web Interface, and the existing SSL certificate

field from the drop-down list. After completing this, click on OK first and then on
Close to exit from the bindings menu:

site Bindings K=
Tvpe | H. | Patt | 1P Address | Binding Infarmation | Add...
net.tcp a0at
net.pipe w Edit... |
nek.m... localhost
Remove |
Msmd. .. localhost
hktp e, &0 * Erawse |
https 443 &
Add Site Binding [ 2]
Close |
Type: IP address: Port:
n I vl IF\II Unassigned =] |443
Host name:

S5L certificate:

INot selected j SiEW. . |
oF I Cancel |

29. In the left-hand side menu expand the Default Web Site tree, select the Citrix folder,
and double-click on the SSL Settings icon on the central part of the menu.

306



http:///

Chapter 10

30. Flag the Require SSL option, and select the Accept radio button for the Client

certificates section. Click on the Apply link on the right-hand side menu to confirm
your choice:

S5L Settings

] 5/ Apply
This page lets you modify the S5L settings for the content of a Web site or application. —”_x Cancel
¥ Reguire 551 ® Help

Online Help

Client certificates:

e Ignote

o Arccept

[ Require

31. Add the Web Interface site to the Trusted Site zone of your browser, insert your

smart card/PKI token in the appropriate device drive, connect to the configured
Web Interface site, and insert the associated PIN if required. It's now possible to
complete the authentication phase using the smart card authentication method.

\ In the presence of a standard physical workstation, you should
~ install and configure the smart card reader at this level and not in
Q XenDesktop. In case of a thin-client architecture, your only possibility
is configuring the physical reader at the XenDesktop level.

The use of the smart cards with the XenDesktop Web Interface permits users to authenticate
in a stronger and more secure way. In fact, they can access the assigned resources only
through the presentation of the personal certificate installed on the physical support.

In this recipe, we have implemented the XenDesktop strong authentication by passing through
three different stages:

>

Enterprise Certification Authority and Enroliment Station: Even if this is not explicitly
discussed, the first requirement to complete the strong authentication configuration

is creating an Enterprise Certification Authority, based for instance, on the Microsoft
CA. After this is done, we need to configure an Enrollment Station through which the
generated certificate request to the Windows domain users will be assigned and then
this certificate will be registered on the smart card or PKI token device. The association
between the certificate and the physical device is granted by the Cryptographic
Service Provider (CSP), which is based on the Microsoft native library (using a generic
and compatible smart card device), or is equipped by the vendor of the token you've
decided to use.
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» Web Server - IS 7.x: At this stage, the fundamental step is implementing the SSL for
the web server machine that hosts the Web Interface site (usually the Web Interface
machine itself). First of all, a domain certificate to the previously configured Certification
Authority is necessary; this certificate will then be used to bind the default IS website
configuration on the SSL port (443) in order to establish a secure connection using the
HTTPS protocol. Moreover, it's also necessary to enable the SSL at the web server level;
we've completed navigating the SSL settings zone, enabling the secure protocol, and
accepting the client certificates.

» Web Interface: At the Web Interface level it is possible to use the existing website
(not recommended), or creating a new one only for the strong authentication type
(the recommended solution). The configurations concern the XML service and
Website Transport Protocol (443 and HTTPS) and the authentication method based
on the smart card option.

There's more...

It's also possible to implement the XenDesktop smart card authentication with the Web
Interface by using an alternative smart card logon technique: the Pass-Through with smart card.
This method is able to re-use the user credentials from the physical machine (at the first logon
step) and enables reusing them without the necessity to retype information every time.

To correctly configure this option you need to insert the Web Interface site in the Local
Intranet zone of your web browser (instead of the Trusted Site zone previously used for

the standard smart card mode) and enable the SSL in the SSL Settings zone, but configure
the Client Certificates section with the Ignore value with respect to time.

On the smart card reader client machine, open the Local Policy editor by clicking on Start |
Run and typing the gpedit .msc command, import the icaclient .adm template located

in your Citrix Receiver installation folder (usually C:\Program Files (x86)\Citrix\
ICA Client\Configuration), and enable the Smart Card authentication policy (located
at Computer Configuration | Administrative Templates | Classic Administrative Templates
(ADM) | Citrix Components | Citrix Receiver | User authentication) and configure it, as
shown in the following screenshot:

Options:

¥ Allows smart card authentication

¥ Use pass-through authentication for PIN

308



http:///

Chapter 10

You also need to set the value for a registry key to be able to retrieve the smart card PIN in
the pass-through mode:

» Registry Location: HKLM\ Software\Microsoft\WindowsNT\CurrentVersion
\Winlogon\Notify

» DWORD HKey to create: SmartCardLogonNotify

» Value: 1

» The Configuring the Citrix Access Gateway virtual appliance recipe in Chapter 8,
XenDesktop Tuning and Security

Implementing the XenDesktop strong

authentication

An alternative method to the smart card authentication is two-factor authentication. This
strong authentication type forces the user to connect to the assigned resources through

the use of the password and a second authentication key. In this recipe, we're going to
discuss the configuration of RADIUS authentication for the Citrix Web Interface. It is a strong
authentication type based on the combination of a username, a password, and a pre-shared
key, which can be delivered in the form of a static key or as One Time Password (OTP).

Getting ready

In order to implement the strong authentication for the Citrix Web Interface site, you have to
install a RADIUS server; this task can be accomplished by using the Microsoft RADIUS role
(NPS - Network Policy Server), or by installing a Linux-based authentication server, such as
FreeRADIUS or ZeroShell.

In this recipe, we will use the Windows version of the
) RADIUS server by installing the Network Policy Server
% role on a Windows 2008 R2 machine. You can find more
L information about the installation procedure at http://
technet.microsoft.com/it-it/library/
cc725922%28v=ws.10%29.aspx.
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How to do it...

In this section, we will explain how to configure a Windows Radius server in order to implement
a multiple-factor authentication through the Citrix Web Interface:

1. Connect to the Windows RADIUS server with administrative credentials, go to
Start | Administrative Tools, and select the Network Policy Server link.

2. Inthe left-hand side menu expand the RADIUS Clients and Servers folder,
right-click on the RADIUS Clients link, and select New.

€0 MPS (Local)
= | RADIUS Clients and Servers

R =01 Ci= .

3] Remote RAD

, . Export Lisk
= = Palicies R
| Conmection o Wiew J
| Mebwork Poli————

" Health Poligie  efresh
=l _h Metwork Access Help
=M System Healbrromomror
_-'?j Remediation Server Groups

3. Assign an identification name populating the Friendly Name field, insert the IP
address or the FQDN of your Web Interface machine, and insert a Shared Secret key
by selecting the Manual radio button and typing the security code, or use a randomly
generated secret code by selecting the Generate radio button and clicking on the
Generate button. After completing this, click on OK.
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Mew RADIUS Client

Settings | Advanced |

¥ Enahle thiz RADILS client

[T Select an existing template;

| 4

—MName and Address
Friendy narne:
|Eitri:-:We|:uInterfau:e

Addrezs [IP or DMS):

Ivmct:-twim .chalab.local Yerify... |

 Shared Secret
Select an existing Shared Secrets template:

MHane -

To manually type a shared zecret, click Manual. To automahically generate a shared
zecret, click Generate. vou must configure the BADIIS client with the same shared
secret entered here, Shared secrets are case-sensitive,

= Manual ¥ Generate
Shared zeciet:
ItNGDDH|EUY}IerWl!deWNGrECSVE 1

Generate | LClear

a1

to be careful when using it in the client configuration phase!

‘Q Remember that the secret key is case sensitive, so you have

Connect to the Web Interface machine with administrative credentials, configure
two new web and services sites as seen earlier in this chapter, and change the

authentication method to Explicit.

Select the configured sites and click on the Authentication Methods link in the

right-hand side menu.

On the next screen that appears, select the Explicit authentication method and

click on the Properties button.
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7.

In the Properties section select the Two-Factor Authentication link, select RADIUS
as Two-factor setting, and click on the Add button to insert the RADIUS server
address (IP or FQDN) and port. After completing this, click on OK.

B- General Two-Factor Authenbication

E| Explicit Two-factar setting: IH,-’:.,DILIS j
i Buthentication Type
i Two-Factor Authentication RADIUS authentication iz enabled. Check the settings below:

Pazzword Settingz

Domain Restriction

Account Sel-Sarvice BADIUS zerver addreszes [in order]:

Address | Prart | Move Up |
Radius5er: ctlab. local 1812
[ ot [Dawr |

Add Edt. | Remove |

10.

11.

Locate the installation path for this configured website (usually C: \inetpub\
wwwroot\Citrix\<SiteName>) and edit the web.config file by modifying the
following lines in order to let the Citrix Web site point to the RADIUS server:

<add key="RADIUS SECRET PATH" value="/radius_ secret.txt" />
<add key="RADIUS NAS IDENTIFIER" value="<RadiusServerAddress>" />

<add key="RADIUS NAS IP ADDRESS" value="<RadiusServerAddress>" />

Create a text file called radius_secret. txt at the website's default installation
path, the conf directory (C:\inetpub\wwwroot\Citrix\<SiteName>\conf),
and populate it with the secret key generated during the RADIUS configuration phase.

You have to assign the most restrictive permissions to the
i secret key file in order to avoid forbidden accesses to it.

Connect again to the Windows RADIUS server with administrative credentials, go to
Start | Administrative Tools, and select the Network Policy Server link.

Expand the Policies section in the left-hand side menu, right-click on the Network
Policies folder, and select the New link, as shown in the following screenshot:



http:///

Chapter 10

bl MPS {Local)
=l || RADIUS Clients and Servers
o RADIUS Clients
jT_EI Remote RADIUS Server Groups
=l =| Paolicies
| Connection Request Policies

| Health Palicie hlew )
=1 B, Metwork Access | Eoqpreys st
oM System Heall i »

_%Tj Rermediation
B Accounting Refresh
T lates M
= emplates Manag Help
Shared Secre— —— |

12. Assign a name to the policy in the Policy name field, select the Unspecified option
for the Type of network access server section, and click on Next to continue.

13. Click on the Add button in the Specify Conditions screen, select the User
Groups option from the list, and click on the Add button, as shown in the
following screenshot:

elect condition

Select a condition, and then click Add.

Groups

| v

S

-

B~ The 'Windows Groups condition specifies that the connecting user ar computer must belang to one of the selected

.
JI The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

&5 UserGroups
i The Uzer Groups condition specifies that the connecting user must belong to one of the selected groups.

HCAP

@ ‘Windows Groups

groups.
Machine Groups

-

-

,l:f-: J The HCAP Location Groups condition specifies the Host Credential Authorization Protocal [HCAP) location groups

+  Location Groups

' required to match this policy. The HCAP protocal is used for communication between MPS and some thind party
network, access servers [MAS:) See your MAS documentation before uzing this condition.

Add.. Cancel

14. On the User Groups screen, click on the Add Groups button and browse for

the domain group that you want to configure the strong authentication for.
After completing this, click on OK to close the pop-up screen and click on
the Next button to proceed with the configuration.
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15. In the Specify Access Permission section, select the Access granted radio button
and click on Next, as shown in the following screenshot:

New Network Policy

l Specify Access Permission

Configure whether yvou want to grant network access or deny network access if the connection request matches this
palicy.

* Access granted

Grant access if client connection attempts match the conditions of this policy.

" Access denied

Deny access if client connection attempts match the conditions of thiz policy.

[ Access i determined by User Dial-in properties (which overide NPS policy)

Grant or deny access according to wser diakin properties if client connection attempts match the conditions of this policy.

16. On the Configure Authentication Methods screen, clear any configured option, and
only flag the Encrypted authentication (CHAP) and Unencrypted authentication
(PAP, SPAP) options, and click on Next.

17. In the Configure Constraints section, you can configure specific connection options,
such as Idle Timeout, Session Timeout, or Day and time restrictions options. After
completing this, click on Next to proceed.

+  These are collateral options, which are not fundamental
in order to the correct functioning of the RADIUS server
’ combined to the Citrix Web Interface.

18. On the Configure Settings screen remove any configured attributes under the
Standard category by selecting the desired attribute and clicking on the Remove
button, as shown in the following screenshot:
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Settings:

| RADIUS Attributes

77 Wendor Specific
Metwork Access Protection
&, MAP Enfarcement

78 Extended State

R outing and Aemote
Access

3 Multilink, and
B andwidth &llocation
Pratocol [BAF)

EI IF Filters
4y Enciyphion

771 P Settings

To send additional attibutes to B&DIUS clients, select a RADIUS standard attribute, and
then chick Edit. If you do not configure an attribute, it iz not sent to BADIUS chents. See
your BADIUS client documentation for required attributes.

Attributes;
Service-Type Framed
Add... Edit... Bemove

19. In the left-hand side menu select the Vendor Specific option, click on Add, choose
the Custom option from the Vendor list, and select the Vendor Specific attributes;
after completing this, click on the Add button:

Add ¥Yendor Specific Attribute

To add an attribute to the settings, select the attribute, and then click Add.

To add aWendor Specific attribute that iz not lizted, select Custom, and then click &dd.

Yendar:

Cuztom

Aftributes:

[

M ame | Yendor

Allowed-Certifizate-010 RADIUS Standard
Generate-Clazz-Atribute - RADIIS Standard
Generate-Sezzion-Timeout  RADIIS Standard
TunnelTag RADIIS Standard

Wendor-5 pecific RADIIS Standard
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20. On the Attribute Information screen, click on the Add button in the Vendor-Specific
Attribute Information menu, choose the RADIUS standard option from the Select
from list section, and select the Yes. It conforms radio button, as shown in the
following screenshot:

Attribute Information

Yendor-Specific Attribute Information |

Altribute name:
Wendor Specific

Specify network. access server vendar.

% Select fram list |RADIUS Standard |

" Enter Vendor Code: I 0 =

Specify whether the attribute conforms ta the BADIUS RFC specification for
vendor specific attributes.

" Yesz. |t conforms

& Na. |t does not conform

Configure Attribute. ..

21. After these selections, click twice on the OK button, then on Close to complete
the configuration. On the Configure Settings main screen, click on the Next
button to continue.

22. In the Completing New Network Policy section, click on Finish to complete
the procedure.

23. In the Network Policies section, be sure that the created rule has a higher
priority than other configured rules:

Metwork Policies

Metwork. policies allow you to designate who iz authorized to connect to the netwark. and ¢

Policy Mame Status | Processing Order
_gj Conrmections to Microsoft Routing and Remote Access server Enabled 333333
& Connections to other access servers Enabled 333333
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24. Connect to the Web Interface using a web browser and insert the login credentials
plus the secret key configured for the RADIUS authentication in the PASSCODE field.
At this point, you will be able to use the published resources through the RADIUS
two-factor authentication:

Log on

User name: [E=001

Domain: [atiElalI]

PASSCODE:

RADIUS is a strong authentication method based on the protocol Remote Authentication
Dial In User Service, which is an AAA kind of platform (Authentication, Authorization, and
Accounting) used as network resource regulator in order to manage the access to the
network resources.

The first operation executed in this recipe has been the Microsoft RADIUS server configuration
through the use of the Network Policy Server (NPS) role configured on the Windows 2008 R2
machine. In order to let the RADIUS communicate with the Web Interface server, this second
authentication has to be configured as a client under the RADIUS server. In order to accomplish
this task, it is necessary to insert the FQDN or the IP address of the Web Interface, then
generate a secret key that will be used as a second authentication factor when accessing the
desktops and the applications through the Web Interface.

This code should be complex in order to make it more difficult to crack; on the other hand,
it should not be too long because some clients would not be able to read and use it. This
generated key needs to be copied under the Web Interface website folder in the form of a
text file containing the secret code. In fact, the configuration file of the Web Interface (the
web . config file) is configured to point not only to the RADIUS server's IP address, but also
to a text file that contains the generated code, which is not encrypted by default. This could
be a security issue, so you have to plan a strong and valid permissions plan for this file.
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After completing the Web Interface machine configuration, the last step is the configuration
of a RADIUS network policy based on the RADIUS standard generic vendor. This means that
it's possible to configure a generic identifier for the Citrix Web Interface (based on the generic
code number 0), and on this network policy it is also possible to grant the access to the
specific domain groups containing the users, who are authorized to log on using the strong
authentication. Every network policy has a priority value, the lower this number is, the higher
is its precedence in the application phase.

From a security perspective, the standard RADIUS authentication formerly based on a
two-factor authentication method could be less secure than your expectations. Once the
secret code is retrieved, for instance, from the Web Interface machine, the malicious
activities from unauthorized people could be easier than expected.

This problem could be solved by using a third authentication factor, based on OTP. This is a
temporary code that must be combined with the base secret code plus the user password,
and it can be in the form of an e-mail message, proprietary token device, or an SMS on your
mobile phone; the combination can be performed by separating the three access codes (so
populating three different fields), or combining two of them, usually the RADIUS secret key
and the OTP received code.

The market gives you a lot of technologies on which you can implement this strong
authentication type, starting from a licensed platform (such as RSA, Symantec, or SafeNet) to
free software (Mobile-OTP or Wright SMS2). The functioning is based on the interaction between
the RADIUS server and the OTP architecture (sometimes they can be collapsed in a single one),
for instance, in the form of plugins that directly interact with the RADIUS implementation.

Following is a set of product links to choose the platform to integrate with the
RADIUS authentication:

» Symantec OTP: https://www.symantec.com/verisign/vip-
authentication-service
» RSAOTP: http://www.emc.com/security/rsa-securid.html

» SafeNet OTP: http://www.safenet-inc.com/data-protection/
authentication/otp-authentication/

» Mobile OTP: http://motp.sourceforge.net/
» Wright SMS2: http://www.wrightccs.com/how-it-works/

» The Installing and configuring Web Interface recipe in Chapter 1, XenDesktop
Installation and Configuration
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Implementing the Citrix SSO platform

With the Citrix XenDesktop software and all the related components, you have the ability to
access a lot of different resources in terms of virtual desktops and applications. Although
for this second category, you could have the necessity to remember a lot of different access
codes and/or passwords. This could be difficult in the presence of hundreds of platforms
to use and to manage. To solve this situation, Citrix offers a Single Sign On platform (SSO)
called Citrix Single Sign On, the evolution of the old Citrix Password Manager; the latest
release for this platform is Version 5.0. In this recipe we're going to discuss its features

and the way to implement it.

Getting ready

You need to download the Citrix SSO from the Citrix website using the following link:
http://www.citrix.com/downloads/single-sign-on.html

You have to select the latest version of this software (Version 5.0); this is a . zip archive that
needs to be extracted. In order to use the Citrix SSO platform without problems, you have to
install a new Windows 2008 or Windows 2008 R2 machine.

Citrix SSO can't be installed on a Domain Controller or
i on a Citrix XenApp server.

You also need to create an SSO central store on which you will register the SSO user
information. This can be in the form of an NTFS network share or it can be performed
by extending the Active Directory domain structure.

How to do it...

In this recipe we will explain how to configure the Citrix Single-Sign-On platform:

1. Connect to the newly installed Windows server machine and extract the SSO ZIP
archive downloaded from the Citrix website.

2. Navigate to the extracted folder and locate the Service folder; within this directory,
double-click on the Citrix Password Manager Service.msi filein order to
install the service platform.

3. Onthe Welcome screen, click on Next to continue and select the | accept the
license agreement radio button for the License Agreement.



http://www.citrix.com/downloads/single-sign-on.html
http://www.citrix.com/downloads/single-sign-on.html
http:///

Configuring the XenDesktop Advanced Logon

4.

320

Select an installation path on the Destination Folder screen; the default path is
C:\Program Files (x86)\Citrix\MetaFrame Password Manager. After
selecting the path click on Next.

From the Select Modules section select the components that you want to install.
Based on this recipe's requirements, keep the default selected components and
click on Next.

On the next screen click on the Install button to proceed with the service component
installation. After completing, click on Finish to close the installation setup.

A screen will automatically appear to let you configure the SSO service. Click on the
Next button to continue.

On the Configure service screen, populate the SSL Port number (default 443) field,
the SSL Certificate field to establish the secure connection with the Central Store,
and the Windows account credentials, in the form of System account (default NT
AUTHORITY\NETWORK SERVICE). After completing this click on Next:

Connectioh Setting

Specify the port humber for the Citix Single Sign-On Service connection,

Fart rumber: 443

S5L Certificate

Specify the S5L certificate used to secure communication with the client device.

Select local 55L certificate: Iv Display long name
| CH=wMSve |
[ Use default hast name Edit the wirtual host name to match the S50 Certificate.

550Machine. ctylab.local

Account credentialz

Specify the account for this zervice. Domain accounts must have a registered Service
Principal Mame [SPM]. For more information, zee the Administrators Guide.

f* Spstem account

MT AUTHORITYAMETWORK SERVICE ﬂ

(" Existing domain account

Izer narme: |

Bazzword: |

In the Create signing certificate section specify Expiration (in months) for the
certificate to generate; the default value is 12. After completing this click on Next.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

On the Identify central store screen select whether you are using Active Directory
or NTFS network share as the central store, then click on Next.

In this recipe, we have decided to use the NTFS network
share as a central store by specifying the network path
i in the form of a \ \FQDN\CitrixSyncs share.

In the Configure domains section, flag the domain that you want to use as Central
store and click on the Properties button.

Populate the Data Proxy Account and Self-Service Features Account sections with
a valid domain user and password combination. This user needs to be able to read
and write the configured central store. After completing this click on OK and then
click on Next to proceed.

On the Confirm settings screen, after you have reviewed all the information, click on
the Finish button to complete the configuration procedure.

Return to the folder containing the extracted archive, browse the Administration
folder, and run the Setup . exe installer.

On the Welcome screen click on Next to continue, and select the | accept the
license agreement radio button for License Agreement.

In the Installation Type section flag both the Console and Application Definition
Tool components, insert Install Location (default path C:\Program Files
(x86) \Citrix\MetaFrame Password Manager)), and click on Next. On
the successive screen (Ready to Install the Application), again click on Next to
complete the installation.

After completing the installation procedure click on the Finish button to close the
setup screen.

Copy the P1ugin folder under the Citrix SSO setup location to the Windows 7
template, which is used to deploy the Desktop Instances and execute the appropriate
setup for your desktop version (\Receiver\ CitrixSSOPlugin32.exe for

the 32-bit platforms and \Receiver\ CitrixSSOPluginé4.exe for the 64-bit
platforms). On the Welcome screen, click on Next to proceed with the installation.

In the License Agreement form select the | accept the license agreement radio
button and click on Next.

321



file:///\\FQDN\CitrixSync$
http:///

Configuring the XenDesktop Advanced Logon

20. On the Central Store configuration screen, select the type of store you've configured
for your infrastructure and insert its address information to let the plugin retrieve it.
After completing this, click on Next.

E} Citriz Single Sign-0n Plug-in Setup .
Central Store configuration

Enter Central Store configuration data. CiTRIX'
)

Select the bype of Central Store

Mone
Microsoft Ackive Directory
@ MTF3 Metwork, Share

Enter the location of the Central Store:
Y\5505erver, chxlab. local CitrixSyncs]

21. On the Component Selection screen select the part of the SSO plugin that you want
to install and click on Next to continue:

Component Selection

-
Zelect the components that yaou want to install. ITRIX'
c L]
Components:

Cormponent Action

Daka Integrity

Self-Service

| Java Inskall
| German language Pack, Inskall
| Spanish language Pack, Install
| French language Pack, Inskall
| Japanese language Pack, Install
| Simplified Chinese language Pack, Install

322


http:///

Chapter 10

22.

23.

24.
25.

26.

27.

28.

29.

On the Ready to Install screen click on Next to proceed if you are sure about
the selected component to install.

After the installation has completed, click on the Finish button to terminate
the procedure.

Restart the Windows 7 template machine in order to make the system changes active.

Connect again to the Service and Console Windows machine, go to Start | All
programs | Citrix | Management Consoles, and select the Citrix AppCenter link.
On the Welcome screen click on the Next button to continue with the configuration.

On the Identify Central Store screen insert the location of the configured SSO store,
in the form of an Active Directory domain or NTFS network share and click on Next.

In the Select encryption method section the only available encryption is the
Advanced Encryption Standard (AES) option, used starting from the Citrix SSO
Version 4.8, so click on Next to proceed.

On the Preview Discovery screen, after you have reviewed the configured
information, click on Next to complete the operations, and at the end of the
Discovery process click on the Finish button.

In the left-hand side menu, right-click on the Application Definitions link and click
on Create Application Definition:

@I Citrix Applenter

e |
. ! .'. 3
- 2 “_J User
L My Views
= B Citrix Resources
> Configuration Tools Contents |InF|:-rn

=l @ Single Sigr-Cn
;,F_'Jl ser Configurations _i)There are no
i

[ Password Change display ,
'E,EJ Idenkiky Manage templates

Create application definition
Export application definitions

Copy

Help
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30. In the Create Application Definition menu select the application type you want to
configure (Windows or Web); choose either by creating a new application or using
a template, and click on the Start Wizard button.

Application bype

o Windows

" weh

" Terminal emulator (HLLAPI]

Starting format
(" Create new

{* Create from application template

Application Templates:

For this configuration we have selected the Citrix GoToMeeting
i Windows application template.

31. In the Identify application section assign a name and a description to the application
and click on Next.

32. In the Name Custom fields section you can insert labels for specified custom fields.
In the presence of applications from templates, these forms are grayed out, so the
only task to perform is to click on Next to continue.

33. In Configure advanced detection, flag one or both the presented options depending
on your company's requirements for the application password changes. After
selecting click on Next.

|ze theze zeftingz to force Single Sign-On Plug-n to ignore subsequent logon or passwaord
change forms during an application seszion when a logon or passward change has already
been proceszsed.

[v Process only the first logon for this application

[v Process only the first password change for this application

34. On the Configure password expiration screen either select the Run script when the
password expires, browsing for a customized script in the form of .bat or .exe, or
Use Citrix Single Sign-On expiration warning and click on the Next button.
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37.

38.

39.

40.
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After reviewing the information on the Confirm settings screen, click on Finish to
complete the application configuration.

In the left-hand side menu, right-click on the User Configurations link and click on
Add new user configuration.

In the Name user configuration section insert a name and a description for the user
or the group to configure, then browse your domain and select one of the objects.
After selecting click on Next.

In Select product edition, choose from the drop-down list the Single Sign-On version
on which you're currently working and click on Next to continue.

In the Choose applications section click on the Add button and select the previously
configured application, assign it an application group name and description, choose
whether to apply a Domain or Default password policy, and click on OK. To proceed
click on the Next button.

In the Configure plug-in interaction menu, flag the desired plugin interaction options
and click on the Next button.

v Ao uzers bo reveal all passwords in Logon Manager
[v Force re-authentication before revealing user passwords

[+ Allow users to pause Single Sign-On Plugin
[+ Automatically detect applications and prompt user to store credentials

v Automatically process defined forms when Single Sign-0n Plug-in detects them

Time between re-authentication requests:

| UE': daysz | 53: hours | UE': rinLtes

W The first option flagged in the previous screenshot permits you to

~ retrieve the password configured for the application on which it is

Q currently enabled. To secure this procedure you have to force the
SSO to re-authenticate you before showing the credentials.
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In the Configure licensing section, populate the required fields with the information
about your License server address and Licensing model and click on the Next button:

Specify the license server name, port number, and licenzing model for thiz uzer configuration.
Far licenzing information, see Citnx ellocs

License zerver address

Licenze server name:  |LicenzseServer

Iv Usze default port  Fort number:

Lizenzing model

{* Marned User Licensing
Digconnected mode period: al 3: days DE: hours 03: rinutes

(" Concurrent User Licensing (Enterprise and Flatinum Edition anly)

r

Dizconnected mode period: 3 daps 3 hawrs 3 rifiubes

42,

43.

44,

45,

46.

[

In Select Data protection methods choose the option you want to use (User's
authentication data, Smart Card PINs, and/or blank passwords) and click on Next.

In Select secondary data protection, choose the manner of identifying the users
between the Prompt user to entire the previous password or Prompt user to select
the method: previous password or security questions options and click on Next.

In the Enable self-service features section decide if you want to Allow users to reset
their primary domain password and/or Allow users to unlock their domain account
by flagging the desired option. After selecting this click on Next to continue.

These preceding two options require the activation of the
i Key Management Module.

In the Provisioning Module menu decide whether you want to select Use provisioning.
In this case you have to populate the Service Location field with the provisioning
address. Click on the Next button to proceed.

In the Confirm settings, review the inserted information and click on Finish to
complete the procedure.

These previously performed operations have to be repeated for every
VS application configured for the SSO credentials management.
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47. Connect to the client machine, right-click on Citrix Receiver, and select the Single
Sign-0On Plug-in settings link. From the drop-down menu select the Manage Passwords
option. You will be prompted with a menu containing all the configured credentials.

The Single Sign-On is particularly useful for credential management when there are many
different logins to manage for every single user.

With Version 5.0 of this component, the client part of the platform integrates itself in the
Citrix Receiver, eliminating the presence of two different icons on the client machine.

The Citrix platform discussed in this recipe requires to perform operations at three
different levels:

» The store component: This is the core of the SSO platform, which can be based
on the Active Directory domain or in the form of a Microsoft NTFS hidden share.
The central store contains the configured users and applications, the credentials
configured for them, and the defined password policies.

» The client plugin component: This is a fundamental element in the SSO architecture
because it intercepts the logon phase performed by the end users, delivering them to
the appropriate applications in order to complete the authentication phase.

» The user and application management: These two categories configure the
applications and their assignment to the users specifying the application category
(Web or Windows) based on an already existing template or creating a new one from
applications that are not already defined. These tasks are performed using the Citrix
AppCenter console.

The user configuration is a complex part of this architecture. As seen in the previous section
users have the ability, for instance, to see their protected password. This operation, which
can be considered critical in terms of security, has to be regulated by using options, such as
the identification of users, and performed forcing the identification of the user through the
re-authentication operation.

A useful configurable option is given by the ability for the SSO to detect applications which are
not yet configured, asking the user to insert the credentials that will be archived in the central
store. (Automatically detect applications and prompt user to store credentials: step number
40.) The alternative option to this feature is only permitting users to manually insert the
required credentials in the SSO plugin.

. Forthe complete list of Citrix SSO 5.0 features, please refer to
% the official Citrix e-Docs documentation at http://support.
S citrix.com/proddocs/topic/passwordmanager-5-0/
pm-landing-page-version-50.html.
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There's more

Through the use of the Citrix AppCenter console, it is also possible to configure the password
policies assigned to your infrastructure. The link is located in its left-hand side menu, and it

is called Password Policies. You can configure the Default and/or the Domain policies. The
most important configurable parameters are the minimum and maximum password length, the
Alphabetical and Numerical Character Rules (where it is possible to put a lower or upper-case
character and a numeric symbol), the management of the password history and expiration,
and the possibility to use a special wizard for the password change, using system-generated
passwords or standard self-created access keys. All of them can be tested using the Test
Password Policy section of this feature.

— Test the compliance of a manually created password

Paszword:
P455w 0001 Test |

—Generate a random policy-comphant pazswaord

Pazzword:
IENiHG:-:ngIF'G bE wollpia'F Generate

8 ¥alidate Password |

'0' Thiz pazsword haz been tested and iz valid far this palicy.

» The Publishing the streamed apps with XenApp 6.5 recipe in Chapter 7,
Deploying Applications
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Chapter 10 XenDesktop lab

In this last chapter we have discussed the advanced authentication methods available with
the XenDesktop architecture and its collateral components.

In this laboratory, we are going to implement a set of different authentication types as discussed
during this chapter:

1. Create a Windows 2008 R2 virtual machine and assign it the following parameters:

[m]

[m]

[m]

Recommended virtual hardware resources are two vCPUs, 4 GB of RAM, 40
GB of hard disk

vmctxeca0l as the hosthame

192.168.1.120 as the IP address

Join it to the ctxlab. local domain before configuring any software role
Configure the machine as an Enterprise CA

Configure the machine as the Enroliment Agent station

2. Generate a valid domain certificate and enroll it on the smart cards for number three
domain users selected previously.

3. Create a Windows 2008 R2 virtual machine and assign it the following parameters:

[m]

Recommended virtual hardware resources are two vCPUs, 4 GB of RAM, 40
GB of hard disk

vmctxradol as the hosthame

192.168.1.121 as the IP address

Join it to the ctxlab. local domain before configuring any software role
Configure the machine as a Network Policy Server

4. Create a Windows 2008 R2 virtual machine and assign it the following parameters:

Q

Recommended virtual hardware resources are two vCPUs, 4 GB of RAM, 40
GB of hard disk

vmctxsso0l as the hosthame
192.168.1.122 as the IP address
Join it to the ctxlab. local domain before configuring any software role

Install on this server the Citrix SSO platform in the form of server and client
components

Configure the central store as a Windows NTFS share
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5. Atthe Domain Controller level, create three different groups based on already
configured VDI users, and based on these domain objects, configure the following
authentication methods:

o Assign to the first group the smart card authentication mode; to perform
this task you have to generate a website on the Web Interface machine and
configure it to authenticate users using the smart card in the Pass-Trough
mode. This group must be populated with the users for which you have
already enrolled the domain certificate on the smart cards/PKI tokens. Be
sure to perform all the required operations at the Web Server, Web Interface,
and client levels.

o Assign to the second group the two-factor authentication type and generate
a Web Interface site based on this kind of authentication. Grant the access
to this domain group and verify if all the required operations have been
performed at the RADIUS server and the Web Interface website levels.

o Assign to the third group the ability to use the Citrix SSO platform, installing
the SSO plugin on the Windows 7 template. Choose a web application
from the applications within your company, and configure it to store the
credentials and to be assigned to the specified Active Directory domain
group. Do not allow the platform to auto detect any applications, but force
the users to manually insert the credentials in the client plugin.
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NPS - Network Policy Server 309

0

One Time Password (OTP) 309
Organizational Unit (OU) 103, 207

P

performance tuning 254
personal vDisk technology
about 102
cons 108
implementing 102
pros 108
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use cases 108
PID 201
Port Redirection subsection 248
Preferences, Citrix Receiver
Application Display 122
Change Server 121
Plug-in status 120
Server Options 121
Session Options 122
User settings 120
printer configuration
about 194
configuration policies, Client Printers
subsection 194, 195
configuration policies, for Drivers
subsection 195
configuration policies, for Universal Printing
subsection 196
main configuration policies 194
working 194
printers
configuring 190-193
profile architecture
implementing 102, 103
implementing, local profiles used 104
implementing, personal vDisk used 106
implementing, roaming profiles used 106
working 107
profile handling, policies sections 86
Profile Load Time Monitoring subsection 250
Profile Management, policies sections 86
Prot 201
Provisioning Services. See PVS
Provisioning Services (PVS) architecture 290
Publish-ProvMasterVmimage command 296
PVS
about 5,6
configuring 27-34
implementing 7, 26
installing 27
working 35
PVS ISO software
downloading 26

Q

Quick Deploy option 40
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R Storage Area Network (SAN) 6
store component 327

RADIUS 309, 317 streamed apps
RADIUS authentication 318 about 226
ReadOnly parameter 274 publishing, with XenApp 6.5 217-225
redirector modality approach 148 streamed to client application 226
registry key 309 streamed to server application 226
registry location 309 working 226
registry, policies sections 87 streamed user profiles, policies sections 87
REL 201 subcategories, broker cmdlets
Remove-AcctADAccount command 282 Access and Assignment filtering rules
Remove-AcctldentityPool cmdlet 279 subsection 291
Remove-ConfigAdministrator cmdlet 277 Applications subsection 291
Rename-AcctldentityPool command 281 Desktops and Desktop groups
Repeater Acceleration plugin 146 subsection 290
Reset Personal vDisk 189 Site and Catalog subsection 290
roaming profile technology Subclass 201

cons 107 subnet IP address (SNIP) 266

pros 107 Symantec OTP

use cases 107 URL 318
RSA OTP system information

URL 318 retrieving, configuration service cmdlets

used 274, 275

S
SafeNet OTP T

URL 318 Test-ConfigServicelnstanceAvailability
Secure Ticket Authority (STA) 267 cmdlet 277
sequencing 234 Time Zone Control subsection 249
Server Session Settings section 249 transparent modality approach 148
service groups 276
Session Limits subsection 248 U
Session Reliability subsection 242, 243
Set-BrokerDesktopGroup cmdlet 285 USB devices
Set-BrokerSite configuration command 290 configuring 198, 200
Set-ConfigDBConnection command 277 working 200
shadowing 189 USB Devices subsection 249
Single Sign On platform (SS0) 319 user and application management 327
SQL Server Database users policy level 252

preparing 7,9

working 9 \'}
SSL VirtualCenter 51
S§S0. See Citrix Single Sign On V!D 201
stages, smart card authentication Virtual Desktop Agent

about 112

Enterprise Certification Authority and
Enroliment Station 307

Web Interface 308

Web Server - IS 7.x 308

installing 108-112
installing, with personal vDisk enabled 114
working 112
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Virtual Desktop Agent Settings
section 243, 249
Virtual Desktop Agent (VDA) level 154
virtual desktop policies
advanced settings 86
configuring 81-85
file system 87
log settings 86
profile handling 86
Profile Management 86
registry 87
streamed user profiles 87
working 86
virtual hard disk (VHD) 221
virtual IP address (VIP) 266
Visual Display subsection 249
VM-hosted apps
about 215
publishing, with XenDesktop 206-214
working 215
VMware ESX/ESXi 255
VMware vCenter certificate
importing 49
VMware vSphere
XenDesktop, interacting with 49
VMware vSphere-XenDesktop communication
about 49
configuring 49-52
working 54

W

Web Interface 308
configuring 18-24
installing 18
working 24
Web Server - 1IS 7.x 308
Windows 2008 R2 virtual machine
configuring, as Citrix license server 36
configuring, as Citrix Web Interface 37
configuring, as Citrix XenDesktop platform 36
configuring, as domain controller 36
configuring, as master target device 37
Windows Automated Installation Kit (AIK) 57
Windows Display Driver Model (WDDM)
system driver 112
Windows media redirection policy 252

Windows Radius server
configuring 310, 312
Windows Remote Management (WinRM) 188
Windows Server Update Services (WSUS)
server 90
Wright SMS2
URL 318

X

XenApp 6.5
features 227
used, for publishing streamed apps 217-225
XenDesktop 5.6
about 5
license server, configuring 10
license server, installing 10
machine catalog, creating 160
Merchandising Server, configuring 128
printers, configuring 190
security 239
SQL Server Database, preparing 7-9
USB, configuring 198
used, for publishing VM-hosted apps 206-214
XenDesktop Collector
about 150
configuring 150-153
installing 150
working 154
XenDesktop components
installing 15, 16
XenDesktop infrastructure
about 6
creating 40-42
XenDesktop license file 14
XenDesktop logging
configuring 268, 269
working 270, 271
XenDesktop machine catalog. See machine
catalog
XenDesktop policies
configuring 239, 240
effective running, verifying 253
machines policy level 251
users policy level 252
working 251
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XenDesktop policies configuration
about 240
Audio subsection 245
Auto Client Reconnect subsection 240
Bandwidth subsection 245
CPU Usage Monitoring subsection 243
Desktop Ul subsection 246
End User Monitoring subsection 241
File Redirection subsection 247
Flash Redirection subsection 244
Graphics subsection 241
HDX3DPro subsection 249
ICA Latency Monitoring subsection 250
ICA section 240, 244
Keep Alive subsection 241
Multimedia subsection 242
Multi-Stream connections subsection 248
Multi-Stream Connections subsection 242
Port Redirection subsection 248
Profile Load Time Monitoring subsection 250
Server Session Settings section 249
Session Limits subsection 248
Session Reliability subsection 242
Time Zone Control subsection 249
USB Devices subsection 249
Virtual Desktop Agent Settings
section 243, 249
Visual Display subsection 249
XenDesktop PowerShell
Active Directory accounts, managing 278

AD identity cmdlets 278
broker cmdlets 283
Citrix Desktop Controller, managing 283
configuration service cmdlets 274
host and machine creation cmdlets 292
hosts and machines, administering 292
system information, retrieving 274
working with 273
XenDesktop site
configuring 40-43
configuring, for interacting with Citrix
XenServer 43-47
configuring, for interacting with Microsoft
Hyper-V 54-70
configuring, for interacting with VMware
vSphere 49-54
XenDesktop smart card authentication
configuration tasks 300
implementing 300-307
stages 307
working 307
XenDesktop strong authentication
implementing 309-316
XenServer 44,48, 255
XenServer I1SO image file
downloading 44
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