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Introduction

Welcome to Home Networking All-in-One Desk Reference For Dummies!

Although the use of home networking has exploded in the past several
years, networks have been used in business for more than 20 years. Many
things have fueled the growth of networks in homes. Lower prices for com-
puters and networking gear, growth in the number of computers in homes,
and the rise of high-speed Internet have all played major roles. Standardized
networking technologies have made a huge difference as well.

Whether you have a family with several computers in the home or you're a
single person with just one desktop and a notebook computer, having a
home network is beneficial for you if you have more than one computer
under the roof. It’s beneficial even if your chief reason to have a network is to
distribute your high-speed Internet connection among your multiple comput-
ers. But as you'll soon discover, connecting your computers together offers
much more than a shared Internet connection. Sharing files between comput-
ers, sending pages to a printer from all your computers, and enhanced enter-
tainment are just a few more of the rewards of home networking.

You also have a variety of ways to connect your computers together.
Although going wireless in many homes makes sense to support laptops,
hand-held game consoles, and Personal Digital Assistants (PDAs) with Wi-Fi
capability, running cables to your computers to create a wired network still
offers some advantages. Or you can consider plugging into and using your
home’s electrical or phone lines to connect your digital toys together. This
book gives you the know-how to take whatever approach suits you best.

About This Book

This book gives you the tools to understand, purchase, set up, and use a
home network. Even if you are a self-proclaimed computer illiterate and
have barely a clue about what a network is, this book will take all the mys-
tery out of it for you. As long as you can turn a computer on and know how
to click around the screen, you’ll be a whiz at networking in no time. On the
other hand, if you're computer literate and are even your family’s or friends’
“computer geek,” you’ll find plenty of tips and strategies in this book that
you can apply to networks made up of computers of all persuasions —
various versions of Windows and Mac, and even Ubuntu.

[vww allitebooks.cond
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2 How This Book Is Organized

This book isn’t strictly a networking guide; it includes other relevant topics
as well, such as adding user accounts to your computers, protecting yourself
against infections and hackers on the Internet, and keeping children safe
from Internet dangers. This book also covers using Wi-Fi hotspots, the public
networks offering wireless Internet access in airports, hotels, restaurants,
and other public areas. As a bonus, this book even helps you set up your
very own Wi-Fi hotspot, which can be useful if you or someone you know
owns a small business.

Here are the main topics I cover in this book:

+

+ +

+

Discovering what a network can do for you and understanding how to
make it work

Choosing a network type that works best for your needs and planning
what equipment you’ll need

Installing and configuring your computers and networking gear
Upgrading your networking gear with the manufacturers’ updates

Using particular versions of operating systems — Windows, Mac, and
Linux — with your network

Connecting to networks, sharing files and printers, checking connection
status, and much more

Discovering networking accessories to get the most out of your network

Finding and using Wi-Fi hotspots, plus setting up your own

How This Book Is Organized

This book, as an All-in-One Desk Reference For Dummies, is divided into
“minibooks” instead of the usual parts. Each minibook contains its own set
of chapters, with their own numbering. For example, Book I starts with
Chapter 1 and ends in Chapter 3; Book Il starts with Chapter 1, and so on.

The minibooks are organized by topic and progress in a sequential fashion,
starting with a basic understanding of networking and progressing on to
planning, setting up, and using your network. However, you can feel free to
skip around to suit your needs.

Book I: Intro to Networking

<+

<+

This minibook introduces you to home networking, providing you with
an overview of what’s involved before you jump into buying equipment
and setting up your network:

Chapter 1: Grasping the Main Concepts behind Networking: In this
chapter, you discover the types of home networks, and their advantages
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and requirements. I help you figure out whether your computers are
already network ready (they might be) and what to do if they’re not. |
introduce you to the wireless networking technologies, or standards
(A, B, G, and N).

4+ Chapter 2: Operating Systems and Networks: Here you see how the
operating system you use — Windows, Mac, or a flavor of Linux known
as Ubuntu — affects your networking experience, and you’ll become
acquainted with the networking interfaces of each of these operating
systems.

4+ Chapter 3: Networking Hardware: And finally, this chapter tells you
about the common home networking gear, including what each piece of
equipment does and its contribution to the network, along with a tour of
what’s on the outside (ports, plugs, and buttons).

Book 1I: Setting Up Networks

4+ This minibook includes all the information you need to install and con-
figure your network:

4 Chapter 1: Setting Up User Accounts on Computers: Here you can
follow the steps to create separate computer accounts for each person
in the home who uses the computers. You'll benefit from this later when
you're setting up shared folders and any parental controls you might
want to enact if you have children in the household.

4 Chapter 2: Planning for Your Network: This chapter is where your real
work begins as you find out about picking a high-speed Internet connec-
tion and creating a shopping list for your network. [ provide sample net-
work plans for each network type to help you understand what you need
and how you can customize your network to your situation.

4+ Chapter 3: Installing Network Adapters: This chapter walks you
through the first half of your network installation, connecting the net-
work adapters to your computers (or installing them inside) so that
each computer can connect to your home network.

4+ Chapter 4: Setting Up and Configuring the Network: In this chapter, |
show you how to find a good spot to install the equipment and figure out
both the physical installation and configuration of the equipment. I give
you tips on running and connecting cables and describe how to set the
Workgroup and Computer Names for all your computers.

4+ Chapter 5: Working with the Brains of Your Equipment: Use this chap-
ter to find out about what makes your networking gear tick — drivers
and firmware. You can check to see whether your gear has updates, and
upload or replace them so that you have the latest features and tech-
nologies. You can also safeguard your configuration settings by backing
them up. You can even get techy by loading your wireless router with
aftermarket or replacement firmware. Finally, you can update your oper-
ating system to patch up any known security holes.
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4+ Chapter 6: Taking the Wire Farther: This chapter helps you extend
your wired network, by using your home’s electrical outlets instead of
Ethernet cabling, adding wireless access, or using wireless to connect
cables instead of Ethernet cabling.

4+ Chapter 7: Getting a Better Reach with Wireless: This chapter shows
you how to extend or increase your wireless router’s coverage. From
simply changing out your antennas to adding more wireless access
points, you can find a way to get better coverage and performance from
your Wi-Fi network.

Book I11: Network Security

This minibook discusses how to keep your computers free of infections and
hacking while using your network on the Internet, securing your wireless
network so that people can’t connect and access your files, and protecting
children from the dangers of the World Wide Web:

4+ Chapter 1: Addressing Internet Security: In this chapter, you discover
how a firewall can stop hackers and how to set up your firewall software.
[ show you how to outfit your computers for the battle against Internet
viruses and infections and how you can fight back against spam, phish-
ing, and junk e-mails. Plus you can discover what to do about those
annoying Internet pop-ups.

4+ Chapter 2: Securing the Airwaves: It’s Possible: This chapter shows
you what someone with the right tools can see from your wireless net-
work when you leave it unencrypted. Then you can follow the steps to
make sure your Wi-Fi is secure.

4+ Chapter 3: Protecting Youngsters: If you have kids, you need to be
aware of the dangers your children can face when they’re on the
Internet. This chapter tells you what to look for in parental control and
Internet filtering software, in addition to guiding you through the simple
actions you can take to keep kids safe.

Book 1V: Connecting and Sharing

This minibook gets you going on some the best and most rewarding aspects
of home networking:

4 Chapter 1: Dealing with Your Network Connections: Starting with the
basics, this chapter shows you how to turn your network adapters on
and off. I step you through connecting to your wireless network and
managing your wireless connections. This chapter also shows you exactly
where to look for the status information of your network connections
and how to set your network adapter’s address.
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4+ Chapter 2: Remote Connections: Here you can discover how to config-
ure your computer for remote connections so that you can log in from
the Internet to use your computer. You also find out how to set up your
own Virtual Private Network (VPN) connections so that you can securely
access your network and files from the Internet. To make sure that these
features will work, I step you through configuring your network and fire-
wall for these types of remote connections. Last, you see how you can
log into your router’s Web-based configuration utility while you’'re away
from home.

4+ Chapter 3: Allowing Sharing of Files and More: This chapter covers
enabling overall sharing for your operating system, whether it’s Windows,
Mac, or Linux Ubuntu, and how to configure your firewall software so
that it will let you share. The sharing covered here applies to both file
and printer sharing.

4+ Chapter 4: Sharing Files: Hosting a Folder Party: After overall sharing
is enabled for your operating system, you can use this chapter to find
out how to make folders (and their subfolders and files) on your com-
puters available to everyone connected to the network. Additionally,
this chapter helps you find out what folders are currently shared.

4+ Chapter 5: Sharing a Printer: Spreading the Ink: Again, when you have
overall sharing enabled for your operating system, you can add printers
to the network, whether they're attached to a computer or directly
hooked to the network by a print server, and this chapter shows you
how. Then, when you have a printer set up to be shared on the network,
you can make it available to other computers on your network as well.

4+ Chapter 6: Other Sharing Options: This chapter covers other ways you
can share your files on your network, including sharing your entire hard
drive and purchasing and using a network storage drive or server. Plus
you can manipulate how you access your shared resources. For exam-
ple, you can map shared folders or drives for quick and easy access,
creating hidden shares that people can’t easily access, and setting up
access to shared folders when you’re disconnected from your network.

4+ Chapter 7: Accessing Shared Files and Folders: This chapter shows you
how you can access folders you’ve set up to be shared on your network.
I also discuss how you can manually access shares in case they don’t
appear in the network browser.

4+ Chapter 8: Serving Files over the Internet: Here you can see how to set
up your very own Web server for a Web site, and how you can use an
FTP server to offer files for you or others to download and to accept file
uploads.
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Book U: Network Troubleshooting

This minibook is where you can go if you run into problems when using your
network:

4+ Chapter 1: Dealing with Connection and Performance Problems: This
chapter helps you know what to check for if you’re having problems
with your wired or wireless connections, or with the Internet. It also
helps you diagnose and combat interference with your wireless network.

4+ Chapter 2: Fixing Sharing Issues: In case you can’t access shared
resources at all on your network, or from certain computers, come here
to see how to verify whether everything is configured correctly.

4+ Chapter 3: Troubleshooting Methods and Tools: You might find this
chapter useful for troubleshooting and configuring special networking
features and equipment; including finding IP and MAC addresses of
equipment and the computer names and Workgroup assignments you've
given your computers. Additionally, [ cover miscellaneous troubleshoot-
ing techniques, such as resetting your router to factory default settings
and pinging computers or servers.

4+ Chapter 4: Getting More Help: If you're still having problems with your
network even after trying the troubleshooting techniques offered in the
previous chapters of this minibook, or if you simply have some network-
ing questions that go beyond the scope of this book, this chapter shows
you where you can go to find more help and information.

Book Vl: Networking Gadgets

This minibook covers many networking accessories, gadgets, and add-ons
that you can use with your network:

4+ Chapter 1: Voice and Video: Here you discover the cost savings and
benefits of digital phone solutions, figure out what you need, and find
out how to set your gadgets up to work with your computers. This
chapter also helps you shop for and install network video cameras for
surveillance and Web cam purposes, and describes Internet video con-
ferencing packages that you can use with your network.

4+ Chapter 2: Family Entertainment: This chapter covers networking
accessories and gadgets, including wireless capabilities of digital cam-
eras, media players, and digital picture frames. Plus you discover what’s
so great about hooking your TiVo DVR or game consoles to the network.

4+ Chapter 3: Traveling Gadgets: This chapter reveals the conveniences of
taking a travel router along on the trip. You see how you can take your
home entertainment center anywhere with Sling Media. Plus you dis-
cover a nifty little gadget that can help you find Wi-Fi hotspots.
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4+ Chapter 4: Bluetooth Devices: This chapter shows how the Bluetooth
wireless technology can make your day-to-day life better. You can review
what gadgets have Bluetooth and figure out how to equip your devices
with Bluetooth. Then I show you how to synchronize your cellphone or
PDA with your PC using Bluetooth.

4+ Chapter 5: Network Magic: Ways to Manage Your Home Network: This
chapter introduces you to Network Magic, a software package that you
can install on all your computers to help you manage and use your
network. After stepping through the installation, you can take a grand
tour of screens and features. You can even install add-ons for more
functionality.

Book VII: Wi-Fi Hotspots

This minibook covers offering and using public wireless Internet:

4+ Chapter 1: Wi-Fi Hotspots, Hot Zones, and Cities: Here you discover the
types of public Wi-Fi — Wi-Fi hotspots, hot zones, and municipal wire-
less networks. [ show you how to find these public Internet locations
and guide you through using them, including securing your communica-
tions and getting past the common e-mail block.

4+ Chapter 2: Making Your Location a Wi-Fi Hotspot: This chapter helps
you understand what it takes to be a Wi-Fi hotspot owner. I help you
figure out whether you should charge for access and how to pick a Wi-Fi
hotspot solution. [ provide a bundle of configuration and promotion tips
in case you do decide to set up a hotspot.

4+ Chapter 3: Using FON to Share or Get Wireless Internet Access: This
chapter discusses the ever-growing wireless sharing community called
FON. Read this chapter to find out how you might benefit from offering
your wireless Internet to FON users around the world, and how to set up
the whole system.

Conventions Used in This Book

Here are a few conventions I use in this book:
4+ To tell you to choose a sequence of menu commands, I write something
like “Choose File=>Open.”
4+ Text that you're supposed to type appears in bold type, like this.

4+ Sometimes an entire a sentence is in boldface, as you see when I present
a numbered list of steps. In those cases, I leave the bold off what you're
supposed to type.

4+ Web addresses and messages that appear on-screen are shown in a
special monofont typeface, 1ike this.
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Icons Used in This Book

As do all For Dummies books, this book uses icons to point out special
information:

A\

[ use this icon when I tell you something special that may provide some
extra help with what you’re trying to do (and maybe save you time or
money.

Beware! I use this icon when [ want you to be sure to proceed carefully to
avoid messing up your computer.

You see this icon when I provide technical details that you may (or may not)
want to know. It’s up to you!

When I tell you something that you should really try to remember, I use this
icon.

Where to Go from Here

Where you go from here depends upon where you are in the process of
learning about networks, planning, setting up and configuring, and using
your network.

If you haven’t set up any networking gear yet, or purchased any, you should
start from the beginning for best results. On the other hand, if you already
have a network up and running but need assistance in using your network,
you can skim through to see what interests you. Plus you could review the
steps, recommendations, and tips I give in the setting up and configuring
chapters (all of Book II) to see whether you can make your network even
better. Or if you are having problems and are about to throw your gear out
the window, you can go straight away to the using and troubleshooting
chapters.

Get ready, set, network!
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Introduction to
Networking

The Sth Wave By Rich Tennant

“That’s it/ We're getting a wireless network
for the house.”
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Chapter 1: Grasping the Main
Concepts behind Networking

In This Chapter

v Discovering what a network is and how it can benefit you
v+ Finding out about the ways you can network your computers
v+ Figuring out whether your computers are network ready

v Exploring the wireless flavors — A, B, G, and N

Fe first mission in creating your home network is to familiarize yourself
with networking — how it will benefit you and your family, types of
home networks you can create, and what technologies and products you
should use. You should do this before you go out and buy what the sales-
person at the electronics store is told to sell.

I'm not talking about days of research, but instead maybe an hour or two
spent reading through this first minibook and the first two chapters of the
next minibook, and reviewing your wants and needs for your particular
situation.

In this chapter, you discover the benefits of having a home network and find
out how to go about creating one. You are also introduced to the technolo-
gies that are available, and figure out whether your computers are network
ready.

Welcome to the World of Networking

First things first: What’s a network? A network is a collection of computers
interconnected through some means with the aim of sharing resources and
transferring information. The technical term for the type of computer net-
work used in homes and businesses is LAN (Local Area Network). Businesses
have used LANs for a long time — more than 20 years.

If you're not familiar with the term LAN, you might be wondering why you
haven’t heard about LANs before now? The answer comes down to lower
computer prices, growth in the number of computers in people’s homes,
and the rise of the Internet, particularly high-speed Internet. You have to

[vww allitebooks.cond



http://
http://www.allitebooks.org

12 Welcome to the World of Networking

have at least two computers to make a network. Families probably didn’t
have two computers (at least, ones that work) until at least the late 1990s, so
creating a network wasn’t possible before then. With the increase of high-
speed Internet connections in homes around the turn of the century, home
networks have become more practical, beneficial, and desirable for more
individuals and families.

The benefits you can enjoy from connecting your computers together at
home, and creating a home network, include the following:

4+ Share high-speed Internet: Instead of just plugging one computer into
your high-speed (DSL, cable, ISDN, or whatever you use) Internet con-
nection, you can use your home network to distribute access to all your
computers. No more fighting over the “Internet computer”; everyone can
be connected to the digital world at the same time. The key is to have
“high speed.” Though sharing dial-up Internet connections is possible,
sharing on dial-up is not very realistic because the speed is very low.

4+ Share files: On your home network, you won’t have to use that old 3.5-
inch floppy disk — or, these days, burn a CD or use a flash drive — to
get a file from one computer to another. Instead, you can view and
access all files of all computers from each computer. Transferring files
between your networked PCs just takes a quick click or two, a drag and
drop, or a copy and paste, and it’s done.

4+ Share printers: Your home network can also help you share your print-
ers among all your computers. This is great if you have more computers
than printers. No more people getting kicked off the “printer computer”
so that a school or work report can be printed. You can print to the
printer from any computer.

4+ Play multiplayer games: You can play multiplayer games against or with
others on your home network. One player could be on the family room
PC, and the other could be posted out on the deck with the wireless
laptop. A home network will also make it much easier for you to put
your video game consoles online, so you can battle it out with people all
over the world.

4+ Share multimedia: If you're going the wireless way, you can transfer and
share photos with your Wi-Fi—enabled digital camera or digital picture
frame.

4+ Enhance entertainment: A home network can also open new entertain-
ment avenues. Network media players and TiVo boxes can provide
access to online music and services from your TV. Sling Media lets you
access your cable programming and other audio/video sources from the
Internet anywhere in the world.
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Understanding the Multiple Ways to Network Book |

You have many ways you can connect your computers together to create
your home network using the two main connecting methods of either wires
or the air waves (wireless). Each networking method has its advantages and
disadvantages.
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The next subsections cover the following different network types that you
can set up in your home:
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4+ Wired (Ethernet): All computers are connected to a router by cable,
which makes it harder to quickly set up your network. However, wired
networks provide faster network speeds than do wireless networks, and
are simpler than wireless in the sense that you don’t have to learn as
many technical terms.

4+ Wireless (Wi-Fi): Computers connect wirelessly to a wireless router,
which eliminates the need for cables and lets you move around your
home with your laptop. Wireless networks, however, are prone to inter-
ference and are initially less secure than wired connections because the
data travels through the air. (Keep in mind, however, that you can make
your wireless network very secure; also, you can usually fix interference
problems that arise.)

4+ Computer to Computer: This type of network doesn’t require a router,
which can save money but also means that you lose out on some fea-
tures. You can set up either a wired or wireless computer-to-computer
network. You can incorporate computer-to-computer connections into a
traditional wired or wireless network, in addition to creating a strictly
computer-to-computer network.

4+ Power or phone lines: This type of network also doesn’t require a
router. Again, this saves you money but makes you lose out on some fea-
tures and functionality. Setting up a power- or phone-line network is
great if you don’t want to go wireless, and you don’t want to run cables
throughout your home. As with computer-to-computer networks, you
can also incorporate power- or phone-line network connections into a
traditional wired or wireless network.

Keeping it simple with wired (Ethernet) networks

Wired networks use a device called a router that you hook to your Internet
connection. You connect all your computers directly to the router with spe-
cial cable called Ethernet cable. The router distributes the Internet access
among the connected computers. Additionally, the router serves as the han-
dler for the communications between the computers. Figure 1-1 shows a
basic, Ethernet-based wired network.
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Figure 1-1:
Example of
an Ethernet
wired
network.

The family PC

As with everything, you’ll find both advantages and disadvantages of going
the totally wired route. The pros are that it involves a simple concept and
requires you to understand little in the way of technical jargon. All you have
to do is connect a cable between your computers and the router. Another
advantage to having a wired network is that your network speeds can be
much higher than what wireless networks can provide. You can get up to
1,000 Mbps (megabits per second) for wired connections, but only around
100 Mbps for wireless connections.

Megabits per second (Mbps) is a common unit of measure for the speed at
which data or information is transferred on a network. For example, think of
this as the miles per hour (MPH) unit of measure when you’re on the road.
Your car would be the data traffic, and MPH would be the speed at which the
data is being transferred. If you are going 10 MPH (or you are using 10 Mbps
networking equipment), your car (or the data traffic on your network) would
be going one-tenth the speed of cars traveling 100 MPH (or networking
equipment supporting 100 Mbps).



http://

Figure 1-2:
An Ethernet
wired router
to which

all your
computers
are
connected.

Understanding the Multiple Ways to Network 15

On the other hand (or other end of the wire, so to speak), are cons of using a
wired connection rather than going wireless. The first, of course, is that you
have to run wires. This means that for every computer you want on your
network, you have to run a cable from the router to it. If all the computers
are in the same room, you don’t have much to worry about. But you likely
have computers located throughout your home. Hiding these cables takes
some planning and time — including some time in your basement, crawl
space, or attic.

Another disadvantage going the totally wired route is a lack of mobility. If
you don’t have a laptop and don’t expect to have one in the near future,
being without wireless access might not be an issue for you. However, you
should keep in mind that even desktop computers come with wireless capa-
bilities, which can be useful if you decide to move your computer from one
room to another.

When setting up a wired Ethernet network, you need the following:

4+ Wired router: This type of router is the heart of your network. You use
one router that’s centrally located in your home (or in relation to the
computers you want to connect to the network), so you conserve the
amount of cables and lengths needed to connect the computers to it.
Figure 1-2 shows an example of a wired router.

Courtesy of Linksys.

4+ Network cards: These cards give your computer an Ethernet port,
which allows you to connect an Ethernet cable between your computer
and the router. You need one for each computer that you want to wire to

Book |
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Figure 1-3:
An Ethernet
wired
network
adapter that
goes inside
your
desktop
computer.

Figure 1-4:
Ethernet
cabling
used in
wired
networks.

the network. Computers built in the last several years typically come
with an integrated (or built-in) Ethernet port or include a network card
like the one shown in Figure 1-3.

Courtesy of Linksys.

4+ Ethernet cable: This is the wire you run between your computers and
the router. You can use one of the two popular categories of Ethernet
cable: Cat5e (enhanced) or Cat6. The connecters on these cables are
called RJ-45. See Figure 1-4 for an example of Ethernet cabling.

Going mobile: Wireless (Wi-Fi) networks

As the name implies, computers that use wireless networks aren’t connected
to the network using wires or cables. Instead, these computers communicate
through a device called a wireless router, as Figure 1-5 depicts. As does a
wired router, the wireless router provides Internet access and handles the
computer traffic.
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Figure 1-5:
Example of
a wireless
(Wi-Fi)
network.

The family PC

Technically, computers in a wireless network communicate through an
access point (AP) radio, which a wireless router contains. See the “What’s an
access point?” sidebar for more information.

An AP simply connects wireless devices together, enabling file and resource
sharing between them. A wireless router includes the AP to connect the
wireless devices as well; however, the router component enables all the
devices to access the Internet. Stand-alone APs are used on wireless net-
works (connected to a wired router or wireless router) to add more wireless
coverage. This is because only one device on the network has to have the
routing capabilities. The best aspect of connecting your network wirelessly
is that you aren’t tied down by cables. If you have a laptop, you can sit on
the front porch, the back deck, in bed — anywhere within range — and be
connected to the World Wide Web. Having a wireless connection also gives
you better options when moving your wireless-enabled desktop PCs around
the home.
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What's an access point?

During your home networking journey, you'll
probably see the words access point (AP) and
wireless router used interchangeably, which
isn'ttechnically accurate; these are two differ-
ent pieces of networking gear.

An access point (AP) is the name of a piece of
wireless networking equipment that is essen-
tially a radio that receives and transmits
wireless networking data traffic or information

to and from computers and devices that are
wireless enabled. An AP can be a stand-alone
device, inwhich case itis technically referred to
simply as an AP. However, an AP can be
included in other devices, such as a network
router that lets you share an Internet connec-
tion, in which case it is technically a wireless
router.

Wireless networks don’t have to just be 100 percent wireless — that is, you
can throw some wires into the mix. Wireless routers have four ports that you
can plug your computers into, just as wired routers do. This is useful if you
have a computer that has a wired (Ethernet) port but isn’t wireless enabled.
Additionally, wired connections can be much faster than wireless.

Another great thing about having a wireless connection is that you can use it
for all your Wi-Fi devices. Anything Wi-Fi will work on a wireless network. In
addition to your laptop, you can use, for example, Wi-Fi-enabled Personal
Digital Assistants (PDAs), mobile phones, and digital picture frames.

On the flip side, going wireless does have a few minor drawbacks. You cer-
tainly don’t need a computer degree or networking background to put a
wireless network in your home (not by a very long shot), but setting up your
wireless connection properly involves just a bit more understanding of some
technical jargon than setting up wired networks does. Because the network
data travels through the air, you need to encrypt, or scramble, that data, so
you need to know just enough about encryption to keep your data secure.
Plus, wireless connections aren’t as reliable as direct wired connections.
This is because wireless networks communicate through the air waves along
with your (and your neighbors”) other wireless doohickeys, and the signals
can occasionally collide and interfere with each other. This can slow down
your Internet browsing as well as file transfers between your computers, and
can even make it impossible to connect to the wireless network. (But you
can usually fix the problem with some troubleshooting and setting changes,
as discussed in Book V, Chapter 1.)

Another potential drawback of going wireless is that wireless networks have
coverage boundaries. Wireless signals don’t just go on and on; instead, their
signal range is similar to that of your cordless phone. This means that you

may not get 100 percent coverage in all the nooks and crannies of your home
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Figure 1-6:
A wireless
router gives
you both
Wi-Fi and
wired
connectivity.
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with a typical wireless home setup. However, expanding coverage as much Book |
as you want is possible if you're willing to invest some extra time and money.
But you probably don’t have to worry about this unless you have a home
larger than about 3,000 square feet.
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For a wireless network, you just need the following two items:

4 Wireless router: This provides your computers with the wireless con-
nections, plus wired connections if desired. As is a wired router, this is
the heart of the network and should be centrally located in your home.
Figure 1-6 shows an example of a wireless router.
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Courtesy of Linksys.

4+ Wireless network adapter cards: These cards, which go inside your
computer, have an antenna that enables your computer to receive the
wireless signals. Each computer you want to join to the wireless network
must have a wireless card. If you bought a desktop computer in the past
few years, chances are that a wireless card is built in. Newer laptops also
have integrated (or built-in) wireless cards. Figure 1-7 shows an example
of a wireless card.
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Figure 1-7:
A (Wi-Fi)
wireless
network
adapter
that goes
inside your
desktop
computer.

Courtesy of Linksys.

Doing without a router: Computer-to-computer
networks

The previous two sections tell you about wired and wireless network con-
nections, both of which require a router to enable the connectivity. In con-
trast to those, computer-to-computer networks don’t use any “middle man”
or central device; instead, any computers on this type of network are
hooked directly to each other. Internet access can be hooked to one of the
computers in the network and shared among the others. The computers
basically self-manage the distribution of the Internet and network communi-
cations. These types of networks are also commonly called peer-to-peer net-
works, or more technically, ad hoc networks.

Despite having no router, computer-to-computer networks can also come

in wired and wireless flavors. Figure 1-8 shows an example of a wired
computer-to-computer network with just two computers, which is typical

of this flavor of network. (More than two computers can be in a wired
computer-to-computer network; however, such a setup requires that most
of the computers have two Ethernet network cards.) The wireless computer-
to-computer flavor can easily handle more than two computers, though, as
you can see in Figure 1-9, which shows an example of this type of network.
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Figure 1-8:
Example of
a wired
computer-
to-computer
network.

The family PC Your computer

Your laptop

Figure 1-9:
Example of
a wireless
computer-
to-computer
network.

The family PC Your computer

Computer-to-computer networks offer the benefits of being cheap (no router
required) and providing mobility (when you go with a wireless setup).

Keep in mind, though, that computer-to-computer networks aren’t perfect by
any means. One drawback of going with this type of network is that you’ll
miss out on the features and functionalities that a router in a regular wired
or wireless network provides. You don’t get the built-in protection against
Internet hackers that’s provided by a router’s firewall feature. In addition,
some of the extra things you can do with a router to help protect your wire-
less connections (such as disabling network name or SSID broadcasting)
aren’t available. Without a router, it’s also harder to set up access to remote
connections to your network and run virtual servers, which I discuss in
Book IV, Chapters 2 and 9.

If you are looking to use a computer-to-computer connection within a tradi-
tional wired or wireless network (rather than create a strictly computer-to-
computer network), a router would be included on the network. This type of
setup is discussed in Book II, Chapter 6.

[vww allitebooks.cond
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Another consideration when you’re setting up a wireless computer-to-
computer network is that you usually won’t have a centrally located access
point for your wireless computers and gadgets. (See the “What’s an access
point?” sidebar in this chapter to find out more about access points.) This
means that you might not have as much coverage as you would if you went
with a regular wireless network.

When setting up a computer-to-computer network, here’s what you need:

4+ For a wired network: Both computers on the wired network need to
have an Ethernet port (which looks like a wide telephone connector
would fit into it). Computers built in recent years typically come with a
built-in Ethernet port or network card.

You also need an Ethernet cable that runs between the computers. You
can use one of the two popular categories of Ethernet cable: Catbe
(enhanced) or Cat6. The connecters on these cables are called RJ-45.

4+ For a wireless network: Each computer on a computer-to-computer
wireless network needs a wireless card. Desktop computers purchased
in the past few years typically come with a wireless card, and newer lap-
tops have built-in wireless cards.

Networking across power or phone lines

Yet another type of network is one that is connected through power or
phone lines. In this type of network, your computers are connected to your
home’s electrical or phone-line system, which provides the means for your
computers to communicate with one another. In this respect, they are simi-
lar to computer-to-computer networks (discussed in the previous section).
You can hook your Internet connection up to just one computer on the net-
work (which can provide Internet for the others), or you can hook the
Internet connection directly to the power or phone lines to give all the com-
puters on the network access to the Internet. Figure 1-10 shows an example
of a power-line network.

Networking across your power or phone lines is a good way to extend a tra-
ditional wired or wireless network. Say, for example, that you set up a wire-
less router, but you aren’t getting full coverage throughout your home. You
can use your power or phone lines to put another wireless access point (AP)
in your home. Without using these existing wires, you would have to run an
Ethernet cable all the way to the new AP from your wireless router.
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Figure 1-10:
This is

how the
computers
and Internet
connection
can be
hooked up
in a phone-
or power-
line
network.
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The family PC

You can set up a network that consists solely of power- or phone-line net-
working equipment — that is, you don’t use a router — but without a router,
you don’t have some of the features and functionalities that you typically
find in other types of networks. (See the preceding section, “Doing without a
router: Computer-to-computer networks,” for more about the drawbacks of
having a routerless setup.) However, if you are looking to use your power or
phone lines to just extend your wired or wireless network (rather than
create a strictly power- or phone-line network), a router would be included
on the network. This type of setup is discussed in Book II, Chapters 6 and 7.

A power-line or phone-line network requires two pieces of hardware (in addi-
tion to your computers, of course):

4+ Power-Phone-line adapters: You must have a special adapter (for an
example of an adapter, see Figure 1-11) for each computer that you want
to hook up to your home’s electrical or phone system. You also need
another adapter if you connect your Internet connection directly to the
electrical or phone system.
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Figure 1-11:
A pair of
power-line
adapters
that plug
your
computer
and Internet
into your
home’s
electrical
or phone
system.

Courtesy of D-Link.

You can save yourself some money if you can hook the Internet connec-
tion to a computer that’s already going to be connected to the system
with an adapter. Whether you do so depends upon the connector types
of the adapters you buy and the types of adapters on your Internet
modem. For example, if both components require you to use an Ethernet
cable, and you have only one port on your computer, you won’t be able
to hook up both. But both could be connected to your computer if the
power-line adapter uses a USB cable, and the modem uses an Ethernet
cable.

4+ Network card/USB: Power- and phone-line adapters require either an
Ethernet or USB connection to your computers and Internet modem.

Mixing and matching network types

Up to now, I've presented each type of network as basically an either/or
choice, but you can, in fact, mix and match network types. Rather than go
with a wired only network, for example, you can have combined wireless/
wired network. With this setup, your mobile computers and devices can use
a wireless connection, but you can also still connect computers via cable to
the ports on a wireless router. What'’s the advantage of doing so? You get to
take advantage of the extremely fast network speeds that you can get by
connecting through cables while also enjoying the freedom of mobility for
your wireless computers.

Another mixed network type that you can create is one that uses your power
or phone lines to extend either your wired or wireless network. Rather than
run a long cable between computers, you can tap into your home’s existing
wires to serve as a bridge. You might benefit from doing this if, for example,
one of your computers is on the other side of the house, away from the
others that you have on a wired network. Instead of having to map a way to
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Figure 1-12:
A converged
wireless,
wired, and
power- or
phone-line
network.
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get the cable from your wired network to the renegade computer, you can
just plug a power- or phone-line adapter into your wired router and another
into the distant computer. This is discussed further in Book II, Chapter 6.

Figure 1-12 shows an example of these types of mixed networks, that is, a
combined wired, wireless, and power-line network.

Don’t forget about computer-to-computer networks, which you can also
throw into the mix. Say that you’re setting up a wireless network, but you
have one computer that doesn’t have a wireless card. Sure, you can go out
and buy one for $30 or $40, but you can get a computer on the network for
just $10 if it has an Ethernet port. Simply connecting the computer to a port
on your wireless router could work, but what if that computer is far enough
away from the router to be out of range of the signal? You’d have to run a
cable to it, which is a hassle. However, if the computer is close to another
one that does have wireless connectivity (and also has an Ethernet port),
you can simply connect these two computers together ( thereby creating a
computer-to-computer network within your wireless network. Figure 1-13
shows an example of this situation.

Wireless laptop

Wireless
router

Connected via
power line
network

Connected with
ethernet cable
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Figure 1-13:
A converged
wireless and
computer-
to-computer
network.
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Summing up and comparing the network types

I've covered a lot of ground and discussed many network types in the pre-
ceding subsections. For a quick comparison of these network types, see
Table 1-1, which sums up their characteristics in comparison with one
another, with one X standing for Low and four Xs indicating Very High.

Table 1-1: Comparing the Home Network Types You Can Use

Wired Wireless Computer-to- Power or
(Ethernet) (Wi-Fi) Computer Phone Lines
Costs XX XXXX X Xxx
Time XXX XXX X Xx
Difficulty XX XXX X X
Performance XXX XX XXX X

When it comes to the speeds of different types of networks, be aware that a
faster network speed doesn’t mean faster Internet speeds. The speeds of
Internet connections are much lower than the lowest typical speed a net-
work will operate on. For example, a good cable Internet connection may
provide up to 5 Mbps (megabits per second), but a wired network will usu-
ally run at least at a range of 100 Mbps, and wireless connections run at
around 54 Mbps. The point is that if you spend more money on faster net-
working gear (say, at a speed of 1,000 Mbps for wired connections and 100
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Mbps or more for wireless connections), your Internet speed won’t increase Book |
(and for this example, it stays at the 5 Mbps speed). A faster network does
provide faster file transfers between your computers, however, making the
extra cost of higher-speed networking gear worth it if you think you’ll be reg-
ularly sharing files between your computers.
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Checking to See Whether Vour Computers
Are Network Ready

If your computer was built in the past several years, it’s highly likely it has
an Ethernet port so that you can connect to wired networks, and also a wire-
less card for Wi-Fi networks. If you aren’t sure of your computer’s network
readiness, don’t worry — you have a few ways to find out.
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Take a look at the PC tower

You can usually take a quick peek behind your computer to see whether it
has a wireless or Ethernet card (or adapter) installed. To do so, follow these
steps:

4 On the back of your computer, check for what appears to be an
enlarged telephone port. Obviously, you may have to move your com-
puter tower to be able to see the back. When you try to move it, be care-
ful not to pull any wires loose. If the wires are too tight and you can’t
pull the computer out far enough, shut down the computer and then
unplug the wires.

If your computer has a wired (Ethernet) card, you’ll see a port that looks
like a bigger-than-normal telephone jack.

4+ Check for a card-mounted antenna. If a wireless card is installed in your
computer, you'll most likely see an antenna (or several of them) extend-
ing from a card that’s plugged inside the computer. Most antennas are
black and about five to seven inches long.

4 Check for a desktop antenna. Some wireless cards may use a desktop
antenna that sits near your computer and connects to the wireless
card with its antenna wire. If you have such an antenna, then you have
wireless.

Check your laptop

Although you can’t see an internal wireless card in your laptop because it’s,
well, internal and therefore hidden, you might be able to find a Wi-Fi sticker
or decal. You can, however, see whether you have an internal wired card,
and external wired or wireless cards, by checking for the following:


http://

28 Checking to See Whether Your Computers Are Network Ready

Figure 1-14:
This is what
an external
wireless
card looks
like when
out of the
slot.

4 A port that looks like a bigger-than-normal telephone port. Look on
the back or side of your laptop where all the other connectors and ports
are located. If you have an internal wired (Ethernet) card, you’ll see a
port that looks like a large telephone jack.

4 Protruding cards. If you have an external wired or wireless card, you'll
see a noticeable card sticking out of a slot (called a PCMCIA slot) on the
side of your laptop. Figure 1-14 shows an example of an external wireless
card. An external wired card would look similar in size and form but
would have an Ethernet port.

Courtesy of Linksys.

Check your computer for a USB port

Both your desktop and laptop computers might be able to use a USB wired
or wireless adapter (see Figure 1-15 for an example of this type of adapter).
Instead of having an internal card, a card that slides into a slot, or one that
you insert inside a computer’s case, you can have a USB adapter that plugs
into a USB port on the back of a desktop or laptop computer. Of course, your
computer must have a USB port to make use of USB components.

Find out what devices ave listed in
your computer Device Manager

Another way to determine whether an internal wireless device exists in your
laptop (or, for that matter, any other devices, including network cards), you
can check the Device Manager utility in Windows to see what'’s listed there.
To do so, follow these steps:
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Courtesy of Linksys.

1. Click the Start button and then click Control Panel.

If you're using Window’s Classic Start menu, hover your mouse cursor
over Settings and then click Control Panel when you see it in the pop-up
menu that appears.

2. Choose the Performance and Maintenance category (in Windows XP)
or System and Maintenance category (in Windows Vista).

If you're using the Classic Control Panel view in Windows XP or Vista,
however, ignore this step.

3. Click System.
The System Properties window appears.

4. In Windows XP, click the Hardware tab, and then click the Device
Manager button. In Windows Vista, click the Device Manager link
under the Tasks list on the left (click Continue on the prompt if UAC is
active).

The Device Manager window appears.
5. Click the plus sign for Network Adapters to expand the category.

If you have any type of network card or adapter installed on your com-
puter, you should see it listed here.

If you have an Ethernet card/port, its device name may include some-
thing like “10/100” or “Ethernet,” as shown in Figure 1-16.

If you see a device name with the word wireless, you have a wireless
adapter.
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Figure 1-16:
The Device
Manager
lists the
network
adapters it
finds on the
computer.
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Some device names may not indicate whether it’s a wireless or wired
adapter; however, it would probably include the model number, as does
the D-Link wireless adapter shown in Figure 1-16. If you have only a
model number, you can Google it (use the Google search engine online)
for more information.

Understanding the Wireless Flavors: A, B, G, or N

When you set up a wireless network, you have a choice of which wireless
technology or standard you want to use. Each wireless standard has varying
characteristics, such as speed and range. The way these technologies work
is regulated by the Institute of Electrical and Electronics Engineers (IEEE), and
the code name for the wireless networking standards is 802.11. The stan-
dards are basically documents written by the IEEE that describe how wire-
less devices should operate. These documents help manufacturers develop
wireless products that will work with products from other manufacturers.
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Understanding the wireless “alphabet”

From the earliest to the still-evolving, here are
the wireless standards that have been created
by the IEEE for the wireless networking industry:

v~ 802.11a: This is the least used standard,

improved version with much greater speeds
(data transmission rates) — up to 54 Mbps.
The 802.11g standard products are back-
ward-compatible with 802.11b, so you can

especially in the consumer market, but
some computers come with dual-band
wireless (802.11a/g). Though this standard
is as old as 802.11b (described next), it has
the same (or better) maximum speeds as
802.11g, a later standard. The 802.11a is the
only standard that uses a different fre-
quency range (5 GHz instead of 2.4 GHz), so
using this standard means that you aren’t
likely to have a problem with interference
from other networks — it isn't nearly as
popular or widespread. However, because
of the high frequencies, the signals from
802.11a products generally don't go as far
as do the signals from devices using the
other standards.

802.11b: This is the first wireless network-
ing standard widely used in homes and
businesses. This standard has basically
been replaced by 802.11g. If you purchased
a computer with integrated (built-in) wire-
less or bought wireless products before the
first half of 2003, its wireless components
likely use 802.11b.

v~ 802.11g: This is the most widely used stan-

dard today. It's similar to 802.11b but is an

mix the two devices within the same wire-
less network. The earlier 802.11a standard,
though, is not compatible with these two
standards and does not even use the same
frequencies.

If you purchased a computer with inte-
grated wireless or bought wireless prod-
ucts after the first half of 2003, its wireless
components are likely based on the 802.11g
standard.

802.11n: An evolving standard that's back-
ward-compatible with 802.11b and g prod-
ucts. When the standard is finalized, you
may be able to get data rates up to 540
Mbps, which is ten times faster than exist-
ing standards. Additionally, these products
will have a much longer range by using a
powerful smart-antenna technology, called
Multiple Input Multiple Output (MIMO),
which is already available in some wireless
networking products.

You can already buy products based on this
technology, which is referred to as pre-n or
802.11n draft products. But both your wire-
less router and your computers must be
802.11n to achieve all the benefits.
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As wireless networking has progressed, the IEEE has come up with a few dif-
ferent wireless standards. If you're interested in knowing the details, check
out the sidebar “Understanding the wireless “alphabet”.” Otherwise, all you
really need to know is that the code 802.11 with a g appended to it is the
most common current standard. Code 802.11 with an n appended to it is the
newest standard, and computers are beginning to appear on the market with

this standard built in to the wireless components.
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<® Another wireless term you’ll come by is Wi-Fi, created by the Wi-Fi Alliance.
The Wi-Fi Alliance is a nonprofit industry trade association devoted to pro-
moting wireless networking that coined this catchy new term to describe the
technology. The term Wi-Fi stands for wireless fidelity — which means free-
dom from wires.

Table 1-2 provides a comparison of the wireless standards/technologies.

Table 1-2: A Brief Comparison of the Wireless “Alphabet”

802.11a 802.116 802.11¢ 802.11n
Frequency 5 GHz 2.4 GHz 2.4 GHz 2.4 GHz
Speed (Data Rate) 54 Mbps 11 Mbps 54 Mbps 248 Mbps
Range 115 feet 125 feet 125 feet 230 feet
Cost High Low Moderate High
Compatibility None 802.11g/n 802.11b/n 802.11b/g

The range that your wireless network reaches can vary greatly. The ranges
shown in Table 1-2 are just an estimate of what you may see in your home. It
all depends upon the amount of walls, type of building materials, and furni-
ture in your home.

Q&“\BEB

< Though the official names for the different wireless standards begin with

802.11, in this book I refer only to the standard letter and drop the 802.11; for

instance, wireless G or wireless N.
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Chapter 2: Operating Systems
and Networks

In This Chapter

+ How the operating system affects networking
v Discovering the network interfaces in Windows and Mac

1 Checking out Windows Vista’s new Network and Sharing Center

One important ingredient in networks is the operating system (OS) of
your computer — which could be any of various versions of Windows,
Mac, or Linux Ubuntu. The OS changes certain essential features of how you
experience networking. The types of networking interfaces included in oper-
ating systems, and their user friendliness, play a role in your networking
experience.

The older OS versions lack user friendliness for some networking features,
or don’t include them at all. Examples of features that can vary from one OS
version to another, or be nonexistent, are an interface for configuring net-
work connections, a utility to manage wireless connections, and a built-in
firewall for protection against hackers and infections. As home networking,
and networks in general, have become more popular, operating systems
have been developed to better support networks and engineered so that
average (that is, nontechnical) consumers can reap the benefits of home
networking.

If you're still using an earlier version of an OS — such as Windows 98, ME, or
2000 — it’s time to upgrade to a better version, or a whole new computer
system altogether.

In this chapter, you discover the networking features of Windows, Mac OS X,
and Linux Ubuntu.

Knowing What to Expect from
Newer Operating Systems

Though different operating systems can vary greatly in how they look and
operate, as is the case with Windows, Mac, and Ubuntu, they all include
some similar features when it comes to networking. For example, all operating
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Figure 2-1:
Hovering
overa
network
iconin
Windows XP.

systems typically include a network icon on the main taskbar or toolbar, built-
in configuration for wireless connections, and firewall software.

Network icon

Operating systems typically feature some type of an icon on their main
taskbar or toolbar for networking. For example, in Windows XP, you’ll see an
icon for each network adapter you have installed on your computer. When
you hover your mouse cursor over this icon (see Figure 2-1), you can quickly
see the status of your network connection, such as its speed, and if it’s for a
wireless connection, the signal strength.

Wireless Metwork Connection (FamilyNet)
Speed: 54.0 Mbps

Signal Strength: Very Good

Status: Connected

Windows Vista features only one network icon, the one for the Network and
Sharing Center. When you hover over this icon, you see the status of all your
network connections. Hovering over the network icons in Mac OS X and
Ubuntu doesn’t show the connection status but shows the wireless networks
that are nearby (plus indicates the one you are connected to). Shortcuts to
places to configure your network connections are also listed.

Built-in wireless network utility

Newer versions of operating systems also include an integrated wireless net-
work utility for use if you have wireless capability. This utility shows you the
wireless networks in your area. (See Figure 2-2 for an example.)

Built-in wireless utilities also let you manage the wireless networks you con-
nect to. (Ubuntu, however, is an exception. It doesn’t come with this func-
tionality automatically; you must install it, which Book IV, Chapter 1
discusses.) For example, you can prioritize them and create a preferred list
(see Figure 2-3) and save encryption keys so that you don’t have to enter
them each time you connect.

These management utilities also let you configure wireless preferences. For
instance, Windows lets you specify whether your computer should automati-
cally connect to any wireless network it picks up or connect only to those in
your preferred list.


http://

Figure 2-2:
Available
wireless
networks as
displayed in
Windows XP.
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Getting Acquainted with Windows XP’s Networking Interfaces

Networking manufacturers also develop their own wireless utilities. For
operating systems that don’t include a built-in wireless utility, you must use
the wireless utility that came with the network adapter.

Built-in firewall

Another feature common among newer versions of operating systems is a
built-in firewall, which helps protect against hackers and unauthorized
access to the Internet from your computer. (Again, as with the wireless man-
agement feature, Ubuntu doesn’t automatically come with a firewall installed.
See Book IIl, Chapter 1 on how to install and configure a firewall for Ubuntu.)
A firewall works by blocking most ports to and from the Internet and net-
work, except those you authorize. You can buy third-party firewall software
that provides similar protection; however, the built-in firewall works with the
OS and configures itself to authorize ports when you turn on features in the
OS that have to communicate with the Internet or network.

Getting Acquainted with Windows
XP’s Networking Interfaces

A\

_,.:.3 If you have wireless capability on your computer in Windows XP, you have a

wireless network status icon (shown here in the margin) in the system tray
in the lower-right corner of the screen. If you aren’t connected, the icon
appears with a red X on it. When you want to connect to a wireless network,
or just check out what networks are around, all you have to do is double-
click the icon. When you do so, the Choose a Wireless Network window pops
up. At that point, if you are already connected to a network, you must right-
click the icon and select View Available Wireless Networks.

The integrated wireless network utility in Windows XP is sometimes referred
to as Wireless Zero Configuration.

The Choose a Wireless Network window

The Choose a Wireless Network window shows you all the wireless networks
(and their signals) that your computer can pick up. Networks using encryp-
tion require you to input the encryption key before you can connect. These
networks are identified by a yellow padlock icon that appears under the net-
work name.

From the Choose a Wireless Network window, you can access the window to
manage your preferred wireless networks. This window is also where you
can change your connectivity preferences. To access this window, click the
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Change the Order of Preferred Networks link under the Related Tasks section
on the left.

Network connection status

Another spot you’ll access in Windows XP when networking either wirelessly
or through a wired connection is the Network Connection Status dialog box.
You can easily access this window when you’re connected to a network by
double-clicking the network icon in the system tray. This dialog box gives
you detailed status information on your network connection, such as how
long you’ve been connected, as well as activity information in addition to the
info you can see (network name, speed, and signal strength information)
when hovering over the network.

Network connection properties

You can bring up the Network Connection Properties window by double-
clicking the network icon in the system tray and clicking the Properties
button. The Network Connection Properties dialog box then opens to show
the protocols and services enabled for the connection. Clicking the Wireless
Networks tab (when viewing the properties for a wireless adapter) takes you
to where you can set up your preferred wireless networks. Finally, the
Advanced tab provides a button (called Settings) to access the firewall util-
ity and may contain the settings to share your Internet connection.

Using Windows Vista’s Network and Sharing Center

Windows Vista includes increased security and a much more user-friendly
interface for networking. The networking configuration items in Windows XP
are spread between many different dialog boxes and windows. Vista, how-
ever, offers the Network and Sharing Center (see Figure 2-4), which provides
a one-stop shop for all your networking and Internet configuration needs.

Accessing the Network and Sharing Center

You have several ways to get to the Network and Sharing Center, as follows:

4+ Right-click or double-click the network icon in the system tray and then
select the Network and Sharing Center link.

4+ Double-click the Network and Sharing Center icon in the Control Panel.

4+ When viewing the Network window (showing all the computers in your
network), click the Network and Sharing Center button on the toolbar of
the window.
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Figure 2-4:
Windows
Vista’s
Network
and Sharing
Center.
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The Network and Sharing Center provides you with a simple diagram of your
network on the main window and a full map of your network by clicking the
View Full Map link. The full map provides you with an easy way to access
shared resources and the configuration utilities of devices (such as your
router) on your network. Just click the icon of the computer or device you
want to access, and its shared files and printers (for computers) or configu-
ration screen (for devices) will pop up.

Just below the network map on the Network and Sharing Center, you can
view your basic connection information, and access detailed information by
clicking the View Status link. The Customize link allows you to change the
name of the network connection, the type (private or public), and the icon
given to the network connection.

Under the connection information, you're provided with the status of all the
main sharing and discovery settings and the ability to make quick changes,
which is a big enhancement over Windows XP.

Another exceptional improvement is the set of links on the bottom of the
window. These links show you all the files and folders your account and
computer are sharing on the network.
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As a final point, the task pane on the left side of the window provides access
to common connectivity settings and tasks you need, as well as a shortcut to
the Internet Options and Wireless Firewall settings.

The network classification scheme

In Windows Vista, the first time you connect to a network, you must classify
its location or type as Home, Work, or Public.

This new scheme is extremely useful because it automatically modifies the
appropriate network settings based upon the location type you choose. For
example, say that you connect to the Wi-Fi hotspot at your local café. In that
case, you choose Public as the location type. Vista then automatically dis-
ables all network discovery and sharing to protect your documents and pri-
vacy while on the unsecured network. When you return home and connect
to your home network, which you’ve classified as a Home location, Windows
Vista allows network discovery and sharing because you trust the other
users on the network.

Support for nonbroadcasting wireless networks

Windows Vista makes it easier to use wireless networks that do not broad-
cast their SSID (also known as the network name.) In Windows XP, these
types of networks don’t appear on the list of available wireless networks,
whereas in Vista, they appear as unnamed networks.

Rather to manually adding a nonbroadcasting wireless network to the pre-
ferred network list in order to connect, in Vista, select the Unnamed Network,
click Connect, and when prompted, enter the SSID.

You may think that this degrades the security that hidden networks offer;
however, anyone attempting to connect to the network still needs the SSID.
Additionally, not broadcasting your SSID doesn’t offer a whole lot of security,

anyway.

The Mac 0S X Networking Interfaces

e If you have wireless capability on your Mac, you have a network icon on
== the toolbar, shown here in the left margin. When you click the icon, a menu
drops down showing you the available wireless networks in your area. If you
are connected to a wireless network, a check mark appears next to that one.
Networks that have encryption enabled require you to input the encryption
key before you can connect. Encrypted networks are identified by a padlock
icon that appears to the right of the network name.

SHI0M)3\ pue
swajsAg hunesadg


http://

40 The Mac 0S X Networking Interfaces

Shortcuts from the network icon

When you click the network icon, a drop-down menu appears with a list of
options. If you click the Join Other Network option, you can manually enter
the connection information for wireless networks that don’t broadcast their
network name. Clicking the Create Network option opens a window in which
you can create a wireless computer-to-computer network. This feature lets
you network with other wireless-enabled computers without having a wire-
less router or access point (AP).

If you click the Open Network Preferences options, the Network window
(which is also accessible from System Preferences) opens.

The network window

The Network window is where you can turn network adapters on and off,
view a network’s connection status, and configure all the networking set-
tings. You can choose the network adapter (or connection) you want to
configure from the list on the left. On each adapter’s screen you see an
Advanced button, which drops down another window, where you can config-
ure the settings such as the IP address (the unique number assigned to the
network adapter to identify itself on the network, which is discussed further
in Book I, Chapter 3) and AppleTalk (Apple’s old networking suite of proto-
cols). If you have wireless capability, clicking its Advanced button also takes
you where you can manage your preferred wireless networks and set con-
nectivity settings.

The Sharing window

Another key area for networkers in Mac OS X to be familiar with is the
Sharing window. You can’t access this window from the network icon’s drop-
down menu, though. You have to get to it by going through the main System
Preferences menu.

In the Sharing window, you can modify the Computer Name, which is how
you identify your computer on the network when sharing. But the main thing
you can do here is enable, disable, and edit the settings for many different
types of sharing. The basic File Sharing feature lets you add folders you want
to share with others on the network. (You can find out exactly how to share
in Book IV, Chapter 3 and 4.)

This Sharing window also contains settings for other types of sharing, such
as the sharing of the screen, printer, Internet, and Bluetooth. — it’s the one-
stop shop for sharing!
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Networking with Ubuntu

The overall networking tasks in Ubuntu aren’t as streamlined as they are in
Windows. (However, putting Ubuntu computers on your network is certainly
possible.) For example, enabling Windows sharing in Ubuntu may not just
take selecting a checkbox; you may have to install a feature and activate it
manually, as discussed in Book IV, Chapter 3. And Ubuntu doesn’t automati-
cally come loaded with a wireless management feature for prioritizing the
networks you connect to. (Book IV, Chapter 1 shows how to install and con-
figure this type of feature.) Additionally, Ubuntu doesn’t automatically come
with a firewall installed. (Book III, Chapter 1 shows how to install and config-
ure a firewall for Ubuntu.)

Network icon

Just as with Windows and Mac OS X, you have a wireless icon on the menu
bar in Ubuntu (shown here in the margin). Its menu, which drops down when
you click the icon, almost mimics that of the Mac OS X’s network icon. You
see the wireless networks in your area (with it indicating the one you're con-
nected to). You also see shortcuts to windows that let you connect to hidden
(nonbroadcasted) networks and create a computer-to-computer network,
and connect you to the network settings. Ubuntu, however, also includes a
submenu (of the network icon’s menu) that has shortcuts to VPN (Virtual
Private Network) connections you've created to remotely connect to your
home or office network, as discussed in Book IV, Chapter 2.

When connected to a wireless network, the network icon itself shows the
signal strength of the connection, out of four signal indicator bars. When you
hover over the icon, you also see the network name (SSID) that you’re con-
nected to and the signal strength. Right-clicking the network gives you options
to enable/disable wired and wireless networking, plus a shortcut to the
Connection Information window, which is discussed in the next subsection.

Connection Information window

When you want to see the details of your network connection, you can bring
up the Connection Information window by right-clicking the network icon
and selecting the Connection Information shortcut. This window gives you
the data rate (or speed) at which you’re connected to the network. It also
gives you the IP and MAC (labeled as Hardware Address) address assigned
to your network adapter to identify itself on the network, and the router’s IP
address (labeled as Default Route).

[vww allitebooks.cond
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Network settings

The Network settings are accessible by clicking the network icon and select-
ing the Manual Configuration option or by clicking System from the Ubuntu
toolbar, choosing Administration, and selecting Network.

The Network Settings window consists of four tabs: Connections, General,
DNS, and Hosts. (You’ll probably use only the first two.) On the Connections
tab, you can edit the properties of each network adapter to manually config-
ure the network information, which is useful when you need to assign a
static IP address, discussed in Book IV, Chapter 1. The General tab lets you
specify your Host Name, which is the equivalent to the Computer Name set-
ting for Windows computers, which identifies the computer on the network
when accessing shared files. The other two tabs (DNS and Hosts) let you
configure advanced settings.

Shared Folders window

Another spot you’ll use in Ubuntu when networking is the Shared Folders
window, accessible by clicking System from the Ubuntu toolbar, choosing
Administration, and selecting Shared Folders. The main purpose of this
window is to allow you to add and remove the folders on your computer that
you want to share (or not share) with others on the network. The General
tab lets you specify the Domain/Workgroup (same as Workgroup in Windows)
that your computer is assigned to (which should be the same as your other
computers) and the WINS Server information, usually used only on advanced
corporate networks.
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Chapter 3: Networking Hardware

In This Chapter

v~ Discovering the ins and outs of Internet modems

+ Understanding wired and wireless routers and their ports
+ Rummaging through cables commonly used in networks
+ Understanding access points (APs)

v+ Getting adapted to network adapters

Discovering What Connects You
to the Internet: Modems

Although not solely used for networking, a modem is typically one of the
most important components of a network if your network is intended to
share an Internet connection. Your modem, highlighted in Figure 3-1, con-
nects to your Internet-active line (that is, a cable or a phone line from your
wall) and is responsible for communicating with your Internet service
provider (ISP).

Figure 3-1:
Modem

placement
on a typical

home Wireless ]
network. Wired Desktop

Laptop Computer

Wireless
router
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Although the exact processes and inner workings of modems differ depend-
ing upon the connection type (DSL, cable, dial-up, or other), a modem basi-
cally interprets what would sound like digital gibberish to you to something
your computer (or router) can understand.

(If you've been using computers for many years, you might remember the
awful screeching and static noises from the old dial-up modems. Well, you
can think of broadband or high-speed modems converting those sounds into
a language your computer understands (and vice versa.)

Your router (or computer) sends data to your modem, which converts or
encodes it into information best fit for your particular Internet connection.
After the information travels through the Internet to your ISP’s location, the
ISP’s modem then converts or decodes it back into data that its computers
understand.

The technical terms used to describe the general functions of a modem are
modulation and demodulation. Modulation occurs when the modem converts
the digital information (your computer’s language of ones and zeros) into an
analog carrier signal, and demodulation occurs when the modem decodes
the analog carrier signal and converts it to digital information.

Getting a modem from your Internet provider

When you sign up for high-speed Internet (which is different from dial-up)
service, your ISP should install an external modem. However, in cases in
which you are shipped a self-installation package (common for DSL connec-
tions), you should be given a modem to install yourself.

Getting your own

If your ISP doesn’t provide a modem for your high-speed Internet service, or
you’ve damaged it, you can purchase and use your own. You just need to
make sure that you get the right type for your service — that is, for either
DSL or cable. You can even think about getting a router with a built-in
modem, discussed in a later section of this chapter.

A\

When you’re browsing the shelves or surfing the online stores, you may see
a modem referred to as a broadband modem or USB/Ethernet modem. These
terms mean the same thing.

Checking out your modem

Enough of the theory; it’s time to check out your modem! Take a few minutes
to become one with your modem, because it will work day and night for your
surfing needs.
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Figure 3-2:
The back of
a cable
Internet
modem.
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As you'll begin to know very well, the front of most of your networking gear
is full of status (LED) lights to inform you of what’s working and what’s not,
whether data is traveling or not, and so on. DSL and cable modems differ
some from one another; however, they are very similar.

The back of a cable modem includes a cable input jack (similar to a wall
jack) to hook up the Internet connection. You can see this port in Figure 3-2.
DSL modems include a telephone input port instead of a cable port.

Cable Internet
Input

USB (Internet)
Output

Ethernet (Internet)
Input

Reset Button

Power

The router or computer plugs into one of the modem’s output ports, as follows:

4+ USB: This is not likely to be the only output port on a modem. A USB port
is sometimes included on modems so that you can connect it to your
computer’s USB port, if your computer doesn’t have an Ethernet port.

4+ Ethernet: This port is usually included on modems so that you can con-
nect it to your computer (if it has an Ethernet port) or connect it to a
router when setting up a traditional wired or wireless network.

Some modems have a reset button so that you can restore the device’s fac-
tory default settings, which may be useful if the modem “locks up.” You may
be able to easily see the button and press it with a finger, or you may find
only a small hole and have to use a paper clip or something similar to push
the button.

One last obvious but critical spot on the modem is its power connector.
Don’t forget to plug it in!

Book |
Chapter 3
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Distributing Internet with Routers

The first piece of real networking hardware I discuss in this chapter is the
router. No, I'm not talking about that old dusty tool in the garage that you
used to carve your family name in a wooden plaque. I mean a network
router, although these two very different items do have a couple of similar
traits: They can be wired or wireless, and they both use bits. Nevertheless,
anyway you cut it, a network router is much different.

Now get the creative and woodworking thoughts out so that you can get
back to networking!

Routers are typically used in home or small-office networks (unless you're
going the computer-to-computer way, as [ discuss in Book I, Chapter 1) and
serve as the centerpiece of most types of networks.

\\3

When you’re browsing the shelves or surfing the online stores, you may see
a router referred to as a broadband router or cable/DSL router.

The router: Your network’s courier

The overall purpose of a router on your network is to direct all the data traf-
fic to the right locations, whether it’s to and from the Internet for data origi-
nating from a computer on your network (see Figure 3-3 for an example) or
for data that just travels between your computers for file sharing (see
Figure 3-4).

You can think of this function of the router as a courier service that works
like this:

1. The router (courier) receives information.
2. The router looks for the specified destination(s) for that information.
3. The router passes the information to the right place (a computer or the

Internet).

In contrast to a human courier, your router doesn’t take scheduled lunch
breaks or vacations; it can, however, become sick. This is when you experi-
ence weird hardware quirks (which this book can help you deal with).

You have some control over the router’s direction of traffic through firewall
settings, filters, and port redirection. Refer to Book Ill, Chapter 1 for more
information.
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Figure 3-3:
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Your router enables sharing
of your Internet connection

In addition to acting as a courier (see the preceding section), your router
also provides another vital function for your small network: It connects your
multiple computers to one larger (or the largest in the world) network.
refer, of course, to the Internet.

But to be technically correct, I should say that your router doesn’t actually
connect you to the original Internet connection. (Remember, that’s the job of
your modem!) However, your router does extend your Internet connection to
all your computers and essentially makes all the computers on your small
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network seem to be one computer as far as your Internet connection is
concerned. Why? Well, you have only one main connection to the Internet
because you receive only one IP address (a unique number that identifies
you on the Internet and networks) for a single, standard Internet connection.
You need an IP address for each of your computers (or devices) in order for
them to use the Internet.

Basically, if you don’t have a router, you have to order separate Internet con-
nections for each computer. That costs money that you surely prefer to
spend on other techy things, such as DVR or HD TV service, or even a 42-
inch plasma screen (which you can stream media to from your network.).

I'm glad to inform you that even as your router grabs and uses the only
(public) IP address that comes with your single Internet connection, your
router in return can create a network that gives you many more (private) IP
addresses for your Web surfing needs. How nice, huh? No, this isn’t illegal —
it’s smart! Make sure that you give your router special thanks — and go
spend all that money you save on something fun!

Vour router provides your (DHCP) 1P addresses

As touched on in the previous section, all your computer and devices typi-
cally require their own, unique IP addresses (for example, 192.168.1.101) for
Internet, sharing, and other network communication purposes. Instead of
manually assigning and configuring the addresses, your router can provide
all your computers and other network devices with IP addresses. This serv-
ice is brought to you by your router’s DHCP (Dynamic Host Configuration
Protocol) server, depicted in Figure 3-5.

Figure 3-5 shows the single IP address (for example, 555.555.555.555) pro-
vided by your Internet service provider (ISP) being converted into multiple
addresses (192.168.1.100, and so on) by your router’s DHCP server. The
addresses are then distributed as needed to the computers and devices on
your network.

After a computer or device connects to your router (and when the adapter
and router are set to use DHCP, which is set by default using the factory set-
tings), an IP address is automatically requested by the network adapter
(computer or device) and assigned by your router.

Routers can be wired or wireless

As mentioned previously, a network router comes in two different flavors:
wired and wireless.

Both types of routers include Ethernet ports (typically four) for wired con-
nections, but a wireless router also includes an access point (AP) for wire-
less (Wi-Fi) connections.
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Typically, the only noticeable difference you see between a wired and wire-
less router is that the wireless router has one, two, or three antennas emerg-
ing from the back of the box. A wired router, however, doesn’t have antennas,
because it doesn’t support wireless (Wi-Fi) connections. Figure 3-6 shows a

wireless network router.

Figure 3-6:
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A router can (but doesn’t have to)
include an Internet modem

Computer networking manufacturers also produce wired and wireless
routers with built-in Internet (cable or DSL) modems.

When you’re browsing the shelves or surfing the online stores, you may see
a router referred to as a cable modem with built-in wireless router, ADSL
modem router, or something similar.

Although a router with a built-in modem can free you from some clutter
around your wireless networking gear in your home or office, you should be
careful not to make a decision that you'll regret later. Keep in mind these
combo devices may not use the latest and greatest technologies. Manufac-
turers typically don’t release the built-in modem feature for each router ver-
sion or type. This fact is true not only of technologies currently available
when making your purchase but also new technologies that will emerge in
the future. For example, you might find a built-in wireless router/modem that
comes with the latest Wi-Fi standard and technologies for today. However,
say that three years pass by without any updates from the manufacturer
(which are downloadable from its Web site, usually to fix known bugs or
issues but sometimes new features) to the combo device, passing by the
new technologies. If this is the case and you want to have the latest and
greatest (those three years later), you probably have to abandon the combo
idea and purchase the two devices (modem and router) separately.

Your router’s basic physical features

This section gets you up close and personal with your router and takes you
on a physical tour. I start off with the simplest angle ( the front of your router.

The front of your router shouldn’t differ from other networking gear in the
sense that it should be filled with status (LED) lights. Lights are usually
included for each port or jack on the back of the router to show whether the
device or computer is connected.

You may find some wireless routers that have a (proprietary) button that can
be used to help secure your wireless network. Instead of having to access
the router’s configuration pages to set up encryption, you can just press the
button on the router and (after a certain amount of time, such as a minute)
click a button on the manufacturer’s software on your computers. Then your
router and computers are configured with the same encryption settings and
key, just by performing a few pushes and clicks of buttons, without your
having to understand all the technical jargon and settings.

Now, to see where all the action takes place, check out the back of your
router (or see the example in Figure 3-7).


http://

Distributing Internet with Routers 51

Antennas Book |

/ \\ Chapter 3
M M M

alempiey
Bunpomian

UEEEELEITRY
4 1

C

_—— A

Figure 3-7: Y Vi / \l N e

The back of / 1 |

a wireless Ethernet Internet USB Power Reset

router. (LAN) (WAN) Button
Ports Port

Figure 3-7 shows antennas because it’s an example of a wireless router. (As
noted previously, wired routers don’t need antennas.) The router shown in
actually has three antennas, which is typical in wireless N products; how-
ever, the number of antennas varies, depending upon the type of router
you’re using.

As mentioned earlier in this chapter, your router, whether it’s wired or wire-
less, typically includes four Ethernet ports (refer to Figure 3-7) for wired con-
nections to computers or other network devices. These ports may or may
not be labeled on the router; however, you can usually easily identify them
because they are typically set right next to each other, away from other ports.

The router includes another Ethernet port usually labeled WAN (for Wide
Area Network) or Internet. This is the port where you plug in the Internet
connection. You can easily identify this port because it’s usually a loner
that’s set apart from the regular (usually four) Ethernet ports.

Your router may also have a USB port (depending upon the supported fea-
tures) that may give you another way to connect your Internet connection
or to plug in a flash drive loaded with an encryption key (which can make
securing your network easier). Even though you can check whether your
router has a USB port (either by looking on the back of it or reading the
specifications online or on the box before you buy), you need to check
the product documentation for a definite answer on the functionality of
the USB port.
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Your router needs electrical power, so of course it has a power plug to con-
nect the power adapter.

Last but not least, most routers include a reset button so that you can
restore the device’s factory settings if need be. This may be a button that
you can easily see and press or may be inside a small hole that requires you
to push a paper clip through to be able to press the button.

Untangling the Cables Used in Networking

The previous sections of this chapter tell you about your main networking
components. This section tells you about the cables and wires that provide
the connections between all those components. Though you won’t be a cer-
tified electrician at the end of this section, you will understand enough to
purchase your own cables for small runs, or even enough to figure out the
specification requirements to wire your entire home or small office.

The long-beloved Ethernet cable (Cat5)

No matter what type of network you plan to set up, you're highly likely to
use Ethernet cables of some sort. Ethernet cables are even used in wireless
scenarios in which you may not think that wires need to be used.

The many uses of Ethernet cable

You may find yourself using Ethernet cables to interconnect the following
devices:

4+ Modem to computer or to router
4+ Router to computer

4+ Computer to computer

There are many types and categories of Ethernet cable (which I discuss in a
bit); however, you’ll probably use Cat6 or Cat5e, short for Category 6 and
Category 5 Enhanced, respectively. You’ll most likely use the unshielded
twisted-pair (UTP) version of cable, as well.

The look and feel of an Ethernet cable

Despite the technical names, Ethernet cable is quite simple. Although cable
makers produce this cabling in many colors, blue has been the most common
until recently. The cable is circular and about one-quarter of an inch wide.
The connectors (technically named RJ-45 connectors) on each end look like
enlarged, or widened, telephone connectors.
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These days, cable makers are getting fancy, so you may see different Ethernet
cable designs, such as a variety of colors (maybe gray, white, or yellow) or a
flat, tape-like cable. (Who says geeks can’t be creative?) Nevertheless, all
Ethernet cables should have the enlarged, phone-like connectors.

Unless you're setting up a wired network and your computers sit more than
several feet apart, you'll probably use short Ethernet cables ( between two
to three feet. This is typically long enough to connect your modem and
router or a PC to your router (again, as long as the computers are close
together). These cables should come with your devices, and you don’t want
to throw them out. Unless you misplace a cable (or your dog decides to exer-
cise its jaws), you won’t have to go out and purchase your own.

If you're setting up a wired network with long runs between your computers,
your router, or both, you’ll probably have to purchase your own Ethernet
cable(s). This is usually when you’ll need to study up a bit on the specifica-
tions and flavors ( covered in the remaining sections; otherwise, you may
want to save your brain power and skip over the next sections.

Standards for Ethernet networking products

Similarly to wireless, there are standards that Ethernet cables and Ethernet
hardware follow so that products and cables from all manufacturers work
together. Products that support Ethernet connections are labeled with the
supported standards, which can be one or more of the following:

4+ 10BASE-T: Supports Ethernet speeds of 10 Mbps. Its formal IEEE stan-
dard is named 802.3i.

4+ 100BASE-TX: Supports Ethernet speeds of 100 Mbps. Its I[EEE standard is
named 802.3u. Just about all networking products that support this stan-
dard also support 10BASE-T.

4+ 1000BASE-T (Gigabit): As you can probably assume, this type supports
Ethernet speeds of 1,000 Mbps, or 1 Gbps (gigabit) — which is ten times
faster than products that support 100 Mbps. Its IEEE standard is 802.3ab.
Products that support this standard may also support the two other
standards.

You find the supported Ethernet standards listed on product boxes, descrip-
tions, and on data sheets of networking hardware that supports Ethernet
connections (has Ethernet ports). Additionally, the product name or labeling
for Ethernet products, as with wired routers and adapters, may include the
speed. For instance, you may see 10/100 Ethernet, 10/100 network card, or
gigabit router.
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Ethernet cabling categories: Cat5, 5e, and 6

In addition to Ethernet standards, there are categories of Ethernet cable, a
set of standards to define the specifications and requirements of just the
cabling used for Ethernet connections. The varying cabling categories sup-
port certain Ethernet standards. The common Ethernet cable categories
used today in homes and small businesses are as follows:

4 Cat5: An older cable design that supports data rates (speed) at 10 or 100
Mbps, with a maximum cable length of 328 feet (100 meters).

4+ Cat5e: An enhanced version of Cat5, which supports an increased data
rate up to 1,000 Mbps (equivalent to a gigabit) while maintaining the
same maximum-length specification.

4+ Cat6: This is the most likely category you see today on the shelves or
when browsing online stores. Although this category of Ethernet cable
doesn’t offer an additional increase of data rates and actually has more
stringent length requirements (295 feet, or 90 meters), it does offer other
performance enhancements.

Each category of Ethernet cable has two versions, as follows:

4+ Stranded (or braided) cable has several small-gauge wires in each insu-
lation sleeve, making it more flexible and more suitable for shorter dis-
tances, such as 30 feet or less.

4+ Solid cable has one larger-gauge wire in each sleeve, thus providing
better electrical performance than stranded cable does. This cabling is
traditionally used for permanent installations, such as inside walls and
through ceilings. This is also the recommended cabling to use when run-
ning additional access points (APs) to expand a wireless network.

Straight and crossover cable types

For the stranded versions of all the categories of Ethernet cables, two addi-
tional types (or technical terms!) exist ( straight (also called patch) and
crossover. The differences between these two are in the wiring of the pins in
the connectors, which you can see only by cutting open the cable.

You use the straight type Ethernet cabling in most cases, such as when
you're connecting the following:

4+ Modem to computer

4 Modem to router

4+ Router to computer
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You usually use crossover Ethernet cables only when directly connecting
two network components that you would normally connect through a router.
For example, you can use the crossover cable type when directly connecting
computers together to create a computer-to-computer network.

You should keep in mind that newer technologies have eliminated the need
for crossover cables in some situations. For example, most network adapters
now contain some type of automatic crossover feature, which allows you to
use a “regular” (straight type) Ethernet cable for a computer-to-computer
connection.

The cable of choice in stores and businesses

Ethernet is also a common choice (or must) among professionals and net-
work administrators when installing networks and computers within office
buildings and stores. Now you find out that Ethernet surrounds us all!

The next time you're at the check-out counter of your favorite store, grocery,
or mall, you can impress your loved one by pointing out any Ethernet cables
emerging from the back of the cash register. You might even make a bigger
impression by taking a stab at its technical specs, such as by mentioning
“100-Base-T.”

Telephone-line cable

Telephone wire isn’t traditionally a networking cable, so [ don’t get into the
details about it here. However, you should know that you may come across it
somewhere on your network, such as when using the following:

4+ DSL Internet connections

4+ Digital (VoIP) phones

4 The Phone-Line networking method

USB cables

USB cabling is also not a traditional networking cable, so I don’t go into
detail about it in this book; however, you may come across it during your
home networking (and computing) journey, such as when connecting the
following:

4+ Modem to computer

4 Print server to computer
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Going Wireless with Access Points (APs)

Figure 3-8:
A stand-
alone
access
point (AP).

Access points (APs for short) can give you the freedom to move about your
home or office while staying connected to your network and Internet serv-
ice. The networking industry and media often use the term Wi-Fi, sometimes
defined as “wireless fidelity” or “freedom from wires,” to describe these
types of connections and the equipment that enables them.

Wireless routers and APs

As touched on in an earlier section, wireless routers contain an AP. This
built-in capability is what distinguishes a wireless router from a wired router.
A wireless router is the closest most home networkers will come to an
access point. Independent APs are usually needed only in larger networks
within enterprises, and sometimes in small offices.

Independent APs

In addition to their being integrated within wireless routers, APs are pro-
duced as independent or stand-alone network devices, one of which is
shown in Figure 3-8.

Courtesy of D-Link Systems, Inc.

The omission of routing features (or the “courier” service performed by
routers discussed earlier) from these traditional APs is what sets them apart
from a typical wireless router.
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Network expansion with APs ookl

Traditional independent APs are often used within large businesses, and pos- apret

sibly small offices, to extend the coverage of an existing wired network, pro-

vide another access method (wireless) for the network users, or both. In >

some cases, you may also choose to install access points within your home )

for similar reasons. -E" _3
S =
®3

Figure 3-9 shows an example of where APs may be placed on a home network.
In the figure, two APs are connected to a wireless router, which is connected
to the modem for Internet service in a home. You should keep in mind that
the wireless router can be a wired router instead. In that case, the only Wi-Fi
access is from the two APs.

Cable or Phone Lines
(Internet Connections)

Wireless
router

Figure 3-9:
Placement
of access

points on a |
typical !
home \
network.
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APs and wires

Even though access points are supposed to offer “freedom from wires,” the
use of APs still requires you to run cables. The connections from the AP to
the users are wireless, but for you to use the network and Internet, the APs
must be wired directly to the network (or router.) You can see an example of
this in Figure 3-9, shown in the previous section.

A, B, G, N standardization

As with many other electronic products and goods, standards are followed
for computer networking gear. When manufacturers develop their network-
ing products, they follow certain defined and published requirements so that
their networking products will also work with those from other manufactur-
ers, achieving interoperability.

In some cases, you may not need to take the time to learn about the stan-
dards of a particular product or technology; however, with wireless network-
ing you should do so, or at least be aware of their existence. This is a good
idea in part because of the complexities of wireless networking and because
multiple standards ( A, B, G, and N ( exist. You can’t just pick any access
point off the shelf and expect it to work with a randomly selected wireless
network card. Instead, you need to make sure that you pick a common stan-
dard, or multiple standards that you know are interoperable.

If you haven’t already, you can read up on these different standards in Book I,
Chapter 1.

The look of an AP

This section examines the outer surfaces of this piece of equipment, an
access point (AP).

As do modems and routers, the fronts of APs contain status (LED) lights to
let you know what’s happening. An access point typically only includes three
such lights, indicating the following:

4+ Power
4+ LAN (router or hub) connection
4+ Wireless LAN or WLAN (Wi-Fi) activity
The backs of network devices are full of places to which you connect wires

and cables, and the back of a typical AP (see Figure 3-10) has four such con-
nection points:
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Connecting with Adapters (or NICs)

In order for computers and devices to connect and communicate with a
network, they must have their own network adapter, also called a network
interface card (NIC). Without help, computers don’t have the ability to
understand the language used by networks and don’t have the resources
(that is, an Ethernet port or antennas) to make the connections. A network
adapter has these capabilities and physical attributes, thus making it a vital
requirement for your network.

Wired and wireless adapters

For traditional home networks, such as when using a router or using the
computer-to-computer method, you can use two different types of network
adapters ( wired and/or wireless adapters. A wired adapter enables you to
physically connect to a network using an Ethernet cable; a wireless adapter
allows you to connect to a network with wireless (Wi-Fi) capability.
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An adapter’s “form factor”

Although there are only two main types (wired and wireless) of network
adapters, there’s a wider variety of interfaces that you can use to “plug in” a
network adapter. This type of characteristic is commonly known as an
adapter’s form factor. The types of form factors fall under a few categories,
as follows:

4+ Desktop cards: Installed in your computer by way of a PCI, PCI express,
or SCSI slot

4+ Laptop (or notebook) cards: Either an external card that slides into a
computer’s PCMCIA slot or integrated within the laptop

4+ USB adapters: Plugged into any computer or device with a USB port

4+ Mobile device adapters: Used for PDAs, cameras, and game consoles;
installed into a CF or a unique proprietary slot

Not dependent on routers

Adapters aren’t dependent on routers, meaning that network adapters can
communicate with each other directly. Wired adapters can be connected to
each other with an Ethernet cable, and wireless adapters can connect
through the airwaves.

Having adapters communicate directly with each other is called ad hoc,
computer-to-computer, or peer-to-peer networking — all of which refer to the
same thing.

The look of adapters

Because there’s a wide assortment of network adapter types and form fac-
tors, this section takes a look at just a few particular configurations, which
should be enough to give you an idea of what network adapters generally
look like.

To begin with, the desktop adapter shown in Figure 3-11 is an Ethernet
adapter for wired network connections. (A wireless adapter looks very simi-
lar but has an antenna, or multiple antennas, instead of an Ethernet port.)
Additionally, a desktop adapter’s bus connector differs from others, depend-
ing upon the type of slot it goes into — PCI, PCI express, or SSCI.
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Figure 3-11:
A desktop
Ethernet
(PCI)
adapter.

Figure 3-12:
A wireless
notebook
(PCMCIA)
adapter.
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A desktop network card slides into an open slot within your computer and
plugs into its particular connector. The circuit board part of the adapter
remains inside the computer case but the back is exposed, so you can
access the Ethernet port or antenna(s) and the see the status lights.

Another type of notebook card, which is shown in Figure 3-12, is a wireless
adapter. (A wired adapter, in contrast, includes an Ethernet port instead of
an antenna.) Both types of notebook cards, wireless and wired, often feature
araised or enlarged surface and a status LED light at one end, as depicted in
the figure. The end of the notebook card that slides into the computer has
little holes that accept the PCMCIA pins when the card is fully inserted.

Integrated
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\

\

\

I /

\

\

Status LED Connector

The antennas for notebook wireless adapters can be integrated into the
card, as shown in Figure 3-12, or have a plug that connects to an external
antenna.
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Yet another type of adapter is an Ethernet USB adapter (for wired connec-
tions), which has an Ethernet port instead of an integrated antenna. Some
USB adapters may be designed as one component (such as the one shown in
Figure 3-13); others may include a short cable with the adapter on the end.

Integrated Status LED
Antenna

N

=

Figure 3-13: /
A USB

adapter. usB
Connector



http://

Book li

Setting Up Networks

The 5th Wave By Rich Tennant

O RICHTENNANT

“Good news! T found a place where the vouter
worKs with the PC upstairs and the one in
the basement.”


http://

Contents at a Glance

Chapter 1: Setting Up User Accounts on Computers ............... 65
Chapter 2: Planning for Your Network .......................... 99
Chapter 3: Installing Network Adapters ........................ 117
Chapter 4: Setting Up and Configuring the Network .............. 125
Chapter 5: Working with the “Brains” of Your Equipment . ........ 157
Chapter 6: Taking the Wire Farther ............................ 185

Chapter 7: Getting a Better Reach with Wireless ................ 193


http://

Chapter 1: Setting Up User
Accounts on Computers

In This Chapter

1+ Discovering the world of user accounts and privileges
v Adding, removing, and editing accounts
1~ Setting login preferences

1 Creating a password reset disk

Before you set up your network, you should get your computers situ-
ated with user accounts for each member of the family. When you do
so, all the household members have their own Desktops to fill with icons,
and their own backgrounds to showcase their favorite photos, and so on, to
personalize their computing experience.

Setting up separate user accounts on computers also gives those of you
who are parents the ability to enable parental controls and properly imple-
ment network sharing preferences.

In this chapter, you discover the types of user accounts you can create and
how to add, remove, and edit them. You also see how to set login prefer-
ences and create a password reset disk that you can use if a user forgets his
or her password.

Understanding User Account Types and Privileges

To make computers easy to share on a network, operating systems (Windows,
Mac, and Ubuntu) let you create multiple user accounts — one (or more) for
each person in your home if you want. This way, each user can customize
his or her own computer. Examples of items that can be unique to an
account include the following:

4+ Look and feel of the desktop, windows, and more

4 Desktop and Start menu icons

4 Background color/image

4 Document folders
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4+ Favorite Web sites
4+ Web browsing history

4+ Account password

Having separate user accounts even allows programs to be installed so that
only one user account can access them. Look for this type of option in the
installation or setup program of an application, which is usually called Install
This Application For. On the part where you fill in your personal information,
you usually have two options: Anyone Who Uses This Computer (All Users)
or Only For Me (Your Account Name).

To make your computer more secure and to keep children safer, operating
systems have multiple account types. These account types have various
privileges. This way, the little ones of a household can’t install software,
change system settings, and do other important things without parental
guidance. Additionally, newer operating systems (Mac OS X Leopard and
Windows Vista) let parents impose parental controls for accounts they
select.

The exact names for the account types and their privileges vary among oper-
ating systems and even among the different versions of the same operating
system (such as Windows 2000, XP, and Vista). The next sections review
each operating system’s account types.

Windows account types

Windows XP and Vista have three different user account types, as follows:

4+ Computer Administrator (in Windows XP); Administrator (in Vista):
People with this account can do everything and anything on the com-
puter. Because no restrictions are enabled, this type of account usually
isn’t suitable for children. This account also lets you modify the
accounts on your computer.

4+ Limited (in Windows XP); Standard (in Vista): This account type
restricts many important privileges, such as adding and removing soft-
ware and hardware and making system settings changes. This type is
great for children and any other people you don’t want messing with any
settings.

4+ Guest: This account doesn’t appear by default and must be enabled. It
also restricts important privileges as the Limited (or Standard) account
does; however, it can’t be password protected. This is great if you want
to have an account ready for people — such as your friends and
extended family — when they want to hop on the computer.


http://

\\3

\

Understanding User Account Types and Privileges 67

Windows 2000 includes similar account types using different names. Because
this Windows version was built more for enterprise networks, you’ll see
many more account types when adding or editing users.

For an even a better idea of the differences between the account types of
Windows XP and Vista, see Table 1-1.

Table 1-1: Comparing Account Types of Windows XP and Vista
(Computer)  Limited Guest
Administrator  (or Standard) Account

Install and uninstall programs and X

hardware

Make system-wide changes

Access and read all (non-private) files

Create, edit, and delete user accounts

Change your own account name or type

Run and use programs already installed

Can be password protected

Change your own account picture

XX X X[ X| X|X|X

XX | X | X

Create, change, or remove your own
password

Even though people with Limited accounts can, by default, create, change,
or remove their own passwords, you can disable this privilege. [ cover this
feature in more detail in the “Changing Advanced Account Settings” section
later in this chapter.

Windows Vista User Account Control (UAC)
feature — for extra security

Windows Vista includes a feature that’s new to the Windows operating
system. This feature is called User Account Control (UAC), and it provides
additional security to help protect you from viruses and spyware. It provides
this protection by putting Windows in the Standard account state (even for
Administrator accounts) until a task that requires Administrator-level access
is performed, such as when system settings are accessed in the Control
Panel. A dialog box (see Figure 1-1) then appears, showing the program
trying to be accessed and asking you whether you started it.
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B Mew Vista - Microsoft Virtual PC 2007 ===
Action Edit €D Floppy Help

User Account Control

@ ‘Windows needs your permission to continue

If you started this action, continue,

g User Accounts Control Panel
s ) Microsoft Windows

Figure 1-1: () Detss

The UAC ' User Account Contrel helps stop unautherized changes to your computer.

prompt that

appears

inan

Admini-

strator

account.
This way, you're notified if a virus or spyware infection or some other unau-
thorized process is trying to modify your system settings. If this is the case,
click Cancel on the UAC verification prompt to stop the harmful action.

<P Links and shortcuts to programs or tasks that require Administrator-level

access are marked with the Windows shield. For an example of the Windows
shield I'm talking about, click Start, open Control Panel, and look for the two
links under the User Accounts and Family Safety category, and the one under
the Security category, that have this shield.

When people on Standard accounts try to access or perform Administrator-
level programs or tasks, they get a similar prompt.

However, a password for an Administrator account must be entered before
the program is opened or the action is performed. If you have a child who'’s
trying to do something on the computer, this is when you’ll hear him or her
calling for you. Then you can enter your password, if you choose to do so,
and monitor what the little one is doing. When you close down the restricted
program, authorization for it will be required again.

These UAC pop-up alerts can, however, be annoying, especially if you access
these restricted areas regularly and don’t have anyone around to worry about
restricting access from. The good news is that you can easily disable the UAC
feature and get rid of the alerts. You have two ways to go about doing this:
disabling the UAC altogether, or disabling it only for administrators.
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Completely disabling the UAC

Disabling the UAC will make your system a bit less secure and more prone
to malware, as discussed earlier. Also, the UAC pop-ups will be disabled for
Standard accounts. Rather than be able to input an Administrator’s pass-
word to access restricted programs or actions, Standard account users are
simply told that they don’t have privileges. In that case, you’ll have to log in
to your Administrator account, perform the action, and then return to the
Standard account. If you still want to disable UAC, here’s how to do it:
1. Click Start.
2. Click Control Panel.
If using the Classic Start menu, click Settings first.
3. Click the User Accounts and Family Safety category.
If in the Classic view, skip this step.
4. Click User Accounts.
. Click the Turn User Account Control On Or Off link.

6. Deselect the option and click OK.

1)

A pop-up menu appears, stating that a restart is required in order to
apply the changes. Specify whether to restart now or later (either is fine).

You may notice that people in Standard user accounts can view some
restricted settings, but any changes they make won’t be saved.

Disabling the UAC only for Administrator accounts

Disabling the UAC this way makes your system less secure only for
Administrator accounts. Standard accounts continue to receive the UAC
pop-up verification alerts. This is probably the way to go if Standard accounts
are regularly used on your computer. This, however, requires editing the
Windows Registry.

Be very careful when editing your Windows Registry. Mistakes can cause
major problems for your computer. It’s also a good idea to make a backup
copy prior to making any changes.

To disable the UAC for the Administrator account, follow these steps:

1. Click Start.

2. In the Search field (ust under All Programs), type regedit and press
Enter.

If you're using the classic Start menu, click Run, enter regedit, and
click OK.
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3. In the pane on the right, double-click the following item:
ConsentPromptBehaviorAdmin
4. In the Value data field, enter the number zero and then press OK.

5. Close the Registry Editor by clicking the X button in the upper-right
corner of the window to apply the changes.

Account types in Mac 0S X and Leopard

In Mac OS X Tiger, you have the choice between two account types:

4 Administrator: Just as in Windows, Administrator accounts have full
privileges and access to the computer, so this type of account should be
given only to trusted people.

4+ Standard: This account type restricts the user from editing or configur-
ing other account settings. Software can still be installed and settings
belonging to the account can be changed.

Mac OS X Leopard introduces three more account types (in addition to
Administrator and Standard):
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4 Managed with Parental Controls: Lets you manage the account privi-
leges through parental controls. You can, for example, filter Internet con-
tent and limit access and usage of applications, e-mail, iChat, and the
computer itself.

4 Sharing Only: This is a dummy account into which no one can log in on
the computer; however, the account can be used when trying to remotely
access shared files on the computer from other Apple computers. When
a Sharing Only account is used to access shared files, no personal account
folders are accessible. So if you have other Apple computers that you
want to be able to access shared folders, but you don’t want to give
access to anyone’s personal files, creating this account type is useful.
Book I

4+ Group: This allows you to assign multiple user accounts to a group, Chapter 1

which can simplify editing sharing privileges for folders you share on
the network. This is particularly useful when you have lots of different
user accounts on the computer.

Account types in Ubuntu

The Linux distribution Ubuntu uses the word Profile to describe the privilege
classes, which are the following:
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4 Administrator: As do the accounts in Windows and Mac OS X, the
accounts set to the Administrator Profile have full privileges and access
to the computer. So this type of account should be given only to trusted
people such as you.

4+ Desktop user: This is similar to the Limited and Standard account types
of Windows XP and Vista. Access is given to just about everything
except making system changes.

4+ Unprivileged: Accounts set to this profile don’t have any of the listed
privileges, including access to external, CD-ROM, and floppy drives, and
the use of hardware such as modems, scanners, and audio devices.
These accounts can still use programs and configure account settings
and preferences, though.

Adding, Removing, and Editing Accounts

When you’re creating or modifying your user accounts, keep the following
things in mind:

4+ Create the same accounts on each computer: If you or other people in
your home use multiple computers, you may find it useful to use the
same exact name and password for the accounts on all the computers.
So, for example, if Billy’s account name is Wild Billy on his own com-
puter, it should be Wild Billy on the family PC he uses, and Wild Billy on
anyone else’s laptop he likes to get on once in a while. This not only
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helps you remember your login information but also can help out when
you need to configure sharing permissions for your shared folders and
computers.

4+ Create secure passwords: Because your password is the key to unlock-
ing the computer to change settings, disabling parental controls,
installing software, and much more, make sure that you create a good
password. Do not use or include easy, guessable, information such as the
following:

e Family or pet names
e Street name or number

e Phone number

The word password or pass

The word administrator or admin
e Common words or names
To have a secure password, do include the following:
e Seven or more characters
e A variety of characters, including letters, numbers, and symbols
¢ Upper- and lowercase letters

4 You can create a password reset disk: This is a feature of Windows that
was created in case you forget your password. You can pop in the pass-
word reset disk to create a new password. This ability can be very
useful, especially for people who don’t use the computer regularly or
who easily forget passwords. First, though, you must create the disk,
which I tell you how to do in the “Creating and Using a Password Reset
Disk (for Windows XP and Vista Only)” section, later in this chapter.

Accessing user account settings

To add, remove, or edit accounts in Windows 2000 or XP and in Mac OS X,
you should make sure you are logged into your Administrator account so
that you have full access to the settings. If you are in Windows Vista or
Ubuntu, you can actually be logged into a Standard account and still have
full access. Just enter your password when you receive the prompt.

Accessing user account settings in Windows 2000
Here’s how to access the user account settings in Windows 2000:

1. Click Start.
2. Click Settings.
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3. Click Control Panel.
4. Double-click Users and Passwords.

The User and Password window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

Accessing user account settings in Windows XP or Vista
To access the user account settings in Windows XP or Vista, follow these

steps:
1. Click Start.
2. Click Control Panel.

If using the Classic Start menu, click Settings and then click Control
Panel.

3. Click the User Accounts (in XP) or User Accounts and Family Safety (in
Vista) category.

If you're using the Classic view, skip this step.
4. Click User Accounts.

Figure 1-3 shows the User Accounts window that appears in Windows XP.

#2 User Accounts

=)=

[?) user accounts
7] User account types
|2) Switching users

=
]

Accessing user account settings in Mac 0S X Tiger and Leopard
Here’s how to access the user account settings in Mac OS X Tiger and Leopard:

1. Click the Apple icon on the taskbar.

Book I
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2. Click System Preferences.
3. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

Accessing user account settings in Ubuntu (Linux)
If you're using Ubuntu, here’s how to do it:

1. Click System from the Ubuntu toolbar.

2. Choose Administration.

3. Click Users and Groups.

4. Enter your Administration password and click OK.

The User Settings window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

Adding user accounts

As mentioned earlier, in the “Understanding User Account Types and
Privileges” section, for each of your computers, you should create a sepa-
rate user account for each person who uses a particular computer. This way,
all users can change their Desktops and have their own document folders,
and you can properly set parental controls if you have children.

Adding user accounts in Windows 2000
In Windows 2000, here’s how to create another user account:

1. Choose Start->Settings->Control Panel.
2. Double-click Users and Passwords.

The Users and Passwords window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

3. Click the Add button.

The Add a New User wizard appears.
4. Enter desired account information.
. Click Next.

6. Enter a password (twice) and click Next.

)

If you don’t want the account to be password protected, click Next with-
out entering a password.
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7. Select an account level and click Finish.

You see the Users and Password window again, with the new account
added to the list.

Adding user accounts in Windows XP
If you are using Windows XP, here’s how to create a user account:

1. Click Start and then choose Control Panel.

If using the Classic Start menu, click Start and then choose Settingsw>
Control Panel.

2. Click the User Accounts category.
If you're using the Classic control panel view, skip this step.
3. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

4. Under the Pick a Task title, click the Create a New Account link.

You should see a window such as that in Figure 1-4.

1 User Accounts [=[=]=]
@ Back 84 Home

Type a name for the new account:

This name wil appear on the Welcome sareen and on the Start menu.

=)

5. Enter a name for the account and click Next.
You continue on to Pick an Account Type page.
6. Pick an account type.

You can refer to the “Understanding User Account Types and Privileges”
section, earlier in this chapter, for details on the differences between the
two types.
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To create a password for the account, you must edit the account (dis-
cussed later) and apply the password after it’s created. If you prefer, you
can force the user to create a password when he or she logs in. You can
force this by using the advanced settings, discussed later in this chapter
in the “Changing Advanced Account Settings” section.

7. Click Create Account.

You see the Users Accounts window again, with the new account added
to the list.

In Windows XP and Vista, you can force your computer to return to the
Welcome screen after resuming from the screen saver. This way, if you walk
away from the computer and the screen saver comes on, to get back into
your account, someone must enter your password. You can enable this in
your screen saver settings.

Adding user accounts in Windows Vista
Here’s how to create users in Windows Vista:

1. Choose Start=>Control Panel.

If using the Classic Start menu, choose Start=>Settings~>Control Panel.
2. Click the User Accounts and Family Safety category.

If you're using the Classic view, skip this step.
3. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

4. Click the Manage Another Account link.

5. Just under the box that contains the user account pictures, click the
Create a New Account link.

6. Enter a name for the account into the New Account Name box.
7. Click a radio button to select an account type.

You can refer to the “Understanding User Account Types and Privileges”
section, earlier in this chapter, for details on the differences between the
two types.

To create a password for the account, you must edit the account (dis-
cussed later) and apply the password after it’s created. If you prefer, you
can force the user to create a password when he or she logs in. You can
do so by using the advanced settings, discussed later in the “Changing
Advanced Account Settings” section.
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8. Click Create Account.

You return to the Manage Accounts window, where you see the account

you just created added to the list.

Shortcuts to the Manage Accounts window are displayed in the Control
Panel when in Category view. These shortcuts are labeled Add or Remove
User Accounts.

Adding user accounts in Mac 0S X Tiger and Leopard
Here’s how to add users in Mac OS X Tiger and Leopard:

1. Click the Apple icon and then click System Preferences.
2. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the padlock icon in the lower-left corner (if it's locked), enter
your administer account name and password into the fields, and
click OK.

4. Below the list of accounts on the left side of the window, click the plus

sign.

A drop-down menu appears, containing the settings to create a new
account.

5. Select an account type in Leopard by choosing New Account. If using

Tiger, either select the Allow User To Administer This Computer
option at the bottom to create an Administrator account, or leave it
unselected to create a Standard account.

Refer to the “Understanding User Account Types and Privileges” section,
earlier in this chapter, for details on the differences between these types

of accounts.

6. Enter a Name and Short Name into their respective fields.

The Name is what you’ll see on the login window, and the Short Name is
the name of the Home directory that will be created in the Users folder

for the account.

After the account is created, you cannot easily change its Short Name.

7. Enter a password into the Password and Verify fields and click Next.

If you don’t want the account to be password protected, leave the pass-

word fields blank.

8. Enter something that will remind you of the password into the
Password Hint field.
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Figure 1-5:
Creating a
new user

accountin
Ubuntu.

This is optional to help you remember your password. Just bear in mind
that everyone can see this hint from the login screen, so don’t hint too
much.

9. In Leopard, select or deselect the Turn On FileVault Protection option.

When enabled, this feature encrypts the contents of the account’s home
directory, providing protection of your data if your computer gets into
the wrong hands.

10. Click Create Account.

You are returned to the Manage Accounts window, where you see the
account you just created added to the list.

Adding user accounts in Ubuntu
If you're using Ubuntu, here’s how to add a user account:

1. From the Ubuntu toolbar, choose System=>Administration=>Users and
Groups.
2. Enter your Administration password and click OK.

The User Settings window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the Add User button.

You see a window similar to Figure 1-5.

<3 Applications Places System @L\O Eric Geier £ B aill il Thu Mar 27, 8:22 PM [&

{Account!| User Privileges | Advanced

Basic Settings

Username: | |

Real name: | |

Profile: | Desktop user g

Contact Information

office location: | J

work phone: | |

Home phone: | |

Password

@ set password by hand

User password: | |

Confirmation: | |

O Generate random password

Password set to:
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. Enter a username and real name into their respective fields.

Your personal folders are named after the username you specify here.
The Username must be all lowercase.

. Select an account type from the drop-down list labeled Profile.

Refer to the “Understanding User Account Types and Privileges” section,
earlier in this chapter, for details on the differences between these types
of accounts.

. Enter your contact information, if you want, into the Office Location,

Work Phone, and Home Phone fields.

. Either select the Set Password By Hand option and enter a password

into the User Password and Confirmation fields, or select the Generate
Random Password option to have Ubuntu create a secure password
for you, shown in the Password Set To field.

. Click the User Privileges tab.

Here you can see exactly what privileges the account will have.

. Click OK to create the account.

You are taken back to the User Settings window, where you see the
account you just created added to the list.

Removing user accounts

Because user accounts can have their own look and feel, settings, folders,
and favorites, something must be done to this information and these files
when you delete an account. What happens exactly depends upon what
operating system you’re using and what you tell it when you delete the
account. Following is a list of the items and folders that can be automatically
saved if you choose to do so during the account deletion:

4+ Windows 2000:

¢ Desktop
e My Documents

e Favorites

4+ Windows XP:

e Desktop

¢ My Documents

4 Windows Vista:

e Desktop

e Documents
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e Favorites

® Music

* Pictures

Video folders

4+ Mac OS X Tiger/Leopard and Ubuntu:

¢ Home folder

\P
) Usually not covered in any automatic saving are e-mails, account settings

and preferences, and Web history. If you need these items, save or move
them to another (nonuser) location on the hard drive.

Removing user accounts in Windows 2000
In Windows 2000, here’s how you can remove user accounts from your

computer:
1. Choose Start->Settings->Control Panel.
2. Double-click Users and Passwords.

The User and Password window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

3. Choose the account you want to remove.
4. Click the Remove button.

5. Verify that you are deleting the correct account and then click Yes.

Removing user accounts in Windows XP
If you are using Windows XP, remove user accounts by following these steps:

1. Choose Start=>Control Panel.

If using the Classic Start menu, choose Start=>Settings=>Control Panel.
2. Click the User Accounts category.

If you're using the Classic Control Panel view, skip this step.
3. Click User Accounts.

You see the main User Accounts window, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.
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Click the account you want to remove.

You can’t delete the account you're currently logged into. Also, the
account you want to delete must be logged off.

Click the Delete the Account link.
This should be the last link of the list.

Specify whether you want to keep the files on the account’s Desktop
and My Documents.

7. Verify that you are deleting the right account and understand that you

may be deleting files that you can’t recover; then click Delete Account.

You should be returned to the main User Accounts window.

Removing user accounts in Windows Vista
Here’s how to remove a user account in Windows Vista:

1.

™

Choose Start—>Control Panel.

If using the Classic Start menu, choose Start>Settingse>Control Panel.

. Click the User Accounts and Family Safety category.

If you're using the Classic view, skip this step.

. Click User Accounts.

You see the main User Accounts window, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

. Click the Manage Another Account link.
. On the UAC prompt that appears, click Continue.

You see icons for all your accounts.

. Click the account you want to remove.

. Near the bottom of the Account task list, click the Delete the Account

link.

The Account isn’t deleted just yet; first, you're asked what you want to
do with the Account files.

. Click the Keep Files button to keep the files on the account’s Desktop

and My Documents or click the Delete Files button to delete the files
contained in the Account folders.

. Verify that you are deleting the right account and understand that you

may be deleting files that you can’t recover and then click Delete
Account.

You return to the main Manage Accounts window.
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Removing user accounts in Mac 0S X Tiger
Here’s how to remove a user account in Mac OS X Tiger:

1. Click the Apple icon and then choose System Preferences.
2. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the padlock icon in the lower-left corner (f it's locked), enter
your administrator account name and password into the fields, and
click OK.

4. Select the account you want to delete and click the minus sign.

The minus sign is under the list of accounts on the left side of the
window.

5. Look at the user account specified in the dialog box that’s on the
screen to confirm that you’re deleting the right account.

6. Click OK to save the contents of the account’s home folder, or click
Delete Immediately to delete the home folder.

Removing user accounts in Mac 0S X Leopard
Here’s how to remove a user account in Mac OS X Leopard:

1. Click the Apple icon and then choose System Preferences.
2. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the padlock in the lower-left corner (if it’s locked), enter your
administrator account name and password into the fields, and click OK.

4. Select the account you want to delete and click the minus sign.

The minus sign is under the list of accounts on the left side of the
window.

5. Look at the user account specified in the dialog box that’s on the
screen to confirm that you are deleting the right account.

6. Specify what you want to do with the account’s home folder by select-
ing one of the radio buttons.

You're asked to choose one of these buttons when you’re deleting a real
user account, which is any type except Shared Only.

7. Click OK to delete the account.


http://

Adding, Removing, and Editing Accounts 83

Removing user accounts in Ubuntu (Linux)
If you're using Ubuntu, here’s how to remove an account:

1.

2.

5.

From the Ubuntu toolbar choose System=>Administration->Users and
Groups.

Enter your Administration password and click OK.

The User Settings window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

. Choose the account and click the Delete button.

. Confirm that you are deleting the right account.

Look at the user account specified in the dialog box that’s on the screen.

To delete the account, click the Delete button.

Editing user accounts

You can easily go back and modify the account name, password, and type for
the accounts on your computer. To get these privileges, make sure you're
logged into an Administrator account.

Editing user accounts in Windows 2000
Here’s how to edit user accounts in Windows 2000:

1.
2.

5.
6.

Choose Start->Settings=>Control Panel.
Double-click Users and Passwords.

The Users and Passwords window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

. Select an account to modify and click Properties.

4.

Edit the general account information by entering your desired values
into the text fields.

Click the Group Membership tab.

Change the account type as you wish by selecting a radio button.

7. Click OK to save and apply the changes.

Editing user accounts in Windows XP
If you are using Windows XP, here’s how to modify account properties:

1.

Choose Start—>Control Panel.

If using the Classic Start menu, choose Start>Settings>Control Panel.
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2. Click the User Accounts category.
If you're using the Classic Control Panel view, skip this step.
3. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

4. Click the account you want to edit.
5. Click the links in the main part of the window as needed to make your
desired changes.

The only setting you can’t access on the other accounts is the .NET Passport
setting. Signing up for a .NET Passport account and associating it with your
Windows account can help streamline access to numerous services and Web
sites.

Editing user accounts in Windows Vista
Here’s how to edit user account settings in Windows Vista:

1. Choose Start=>Control Panel.

If using the Classic Start menu, choose Starte> Settingse> Control Panel.
2. Click the User Accounts and Family Safety category.

If you're using the Classic view, skip this step.
3. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

4. Click the Manage Another Account link.

5. Click the account you want to edit.

6. Click the links as needed to make your desired changes.
Though the links for settings aren’t arranged the same for other accounts,
you can still edit any account setting. Just keep in mind that you can only

access (or even enable) the Parental Controls settings for accounts labeled
as Limited.

Editing user accounts in Mac 0S X Tiger and Leopard
If you're using Mac OS X Tiger or Leopard, here’s how to edit accounts:

1. Click the Apple icon and then choose System Preferences.
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. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

. Click the padlock icon in the lower-left corner (if it’s locked), enter

your administrator account name and password into the fields, and
click OK.

. Select an account to edit.

. Make your desired changes.

Here you can change the account’s name, password, and (in Leopard)
.Mac User Name. You can quickly enable or disable administrative privi-
leges and Parental Controls for the account.

. If you want, click the padlock icon to lock the settings when you’re done.

Editing user accounts in Ubuntu (Linux)
If you're using Ubuntu, here’s how to edit user accounts:

1.

2.

P

From the Ubuntu toolbar, choose Systemr>Administration~> Users and
Groups.

Enter your Administration password and click OK.

The User Settings window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

. Choose the account you want and then click the Properties button.
. Change the login and contact information as you want.

. Click the User Privileges tab to edit the account’s specific privileges.

You can make it an Administrator account by selecting all items, a
Desktop user account by selecting all but the Administer the System
item, and an Unprivileged account by checking no items.

Changing the global login preferences

You have a few login options or preferences you can set that apply to all
accounts. The following sections show you how.

Ubuntu doesn’t have login preferences that are easy to change, as do
Windows and Mac OS X.

Changing the login options for Windows 2000

Here’s how to change the login options for Windows 2000:
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. Choose Start=> Settings=> Control Panel.

. Double-click Users and Passwords.

The Users and Passwords window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

. You can disable password protection for all accounts by deselecting

the Users Must Enter a User name and Password To Use This Computer
option at the top.

. Click the Advanced tab.

. Specify whether you want to use Secure Boot.

Enabling this option means you’ll have to press Ctrl+Alt+Del before you
can log in to an account. This can help ensure that you don’t have a key
logger or other hacker or spyware infection on your computer recording
your login credentials. The window that appears before you can log in
reminds you that you must click these keys in order to log in. Also, a
Help link is provided to show you exactly what keys these are on your
keyboard.

6. Click OK to save and apply the changes.

In Windows XP and Vista, you can press the Windows key and the letter L on
your keyboard to lock your computer. If you have to walk away from your
computer, you can do this quickly. Then to access your account again, you
have to enter your password.

Changing the login options for Windows XP

If you're using Windows XP, here’s how to change the login preferences:

1.

Choose Start=>Control Panel.

If using the Classic Start menu, choose Start=>Settings=>Control Panel.

. Click the User Accounts category.

If you're using the Classic Control Panel view, skip this step.

. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

. Click the Change the Way Users Log On or Off link.

The Select Logon and Logoff Options window appears.
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5. Select the Use the Welcome Screen option if you want to use the
Welcome screen.

Using the Welcome screen is best because it lists all the accounts, and
all you have to do is click one to log in. When the Welcome screen is dis-
abled, you must manually enter the username of the account you want
to connect to. The classic prompt (a simple dialog box into which you
can enter a username and password to log in) will be automatically
filled, however, with the username of the last account that had been
logged into. To log in to another account, you have to erase what'’s
already there and type the username of the account you want. On the
other hand, the advantage of not showing all the usernames is that it
provides somewhat more security.

If you disable this feature, you can’t use the Fast User Switching feature.

6. Click the Use Fast User Switching option if you want to use Fast User
Switching.

The Fast User Switching feature lets you switch between accounts with-
out having to close applications and documents. This feature can be
very useful if you have multiple people using one computer. For instance,
say another member of your household needs to get on the computer
for a few minutes. You are logged into an Administrator account, but the
other person’s account is classified as Limited. If you have Fast User
Switching on, you just click Start, Log Off, and Switch User to get to the
Welcome screen. If you don’t have the feature on, you have to close the
applications you are working with and completely log out of your
account. With the feature on, when the other person is done with the
computer, you can just click Switch User again, click your account, and
enter your password.

Before switching accounts, you should still save any open files or docu-
ments. This is because the other user can shut down the computer,
which forces any other open accounts to close, without saving files. The
user, however, is prompted that other users are connected.

7. Click Apply Options.

Changing the login options for Windows Uista

In Windows Vista, it’s much harder to configure the type of user account
preferences included in previous versions of Windows. You actually don’t
find any global settings while browsing through the preferences in the
Control Panel. However, I cover a few tasks you may want to perform.

Enabling the Secure Boot feature forces a user to press Ctrl+Alt+Del before
logging in to an account. This feature can help ensure that you don’t have a
key logger or other hacker or spyware infection on your computer recording
your login credentials. The window that appears before you can log in
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reminds you that you must click these keys in order to log in. Also, a Help
link is provided to show you exactly what keys these are on your keyboard.

To enable the Secure Boot feature, follow these steps:

1. Click Start.
2. In the Search field, type netplwiz (see Figure 1-6) and press Enter.

Figure 1-6:
Bringing

up the
Advanced
User
Accounts 2 see all st
control
panel.

< @A M

If using the classic Start menu, click Run, enter netplwiz, and click OK.
3. At the UAC prompt that appears, click Continue.

The Advanced User Account Control Panel window appears.
4. Click the Advanced tab.

5. In the Secure Logon section, select the Require User to Press Ctrl+Alt+
Delete checkbox.

6. Click OK.

If you want similar functionality as the classic login prompt (a simple dialog
box into which you can enter a username and password to log in), follow

these steps to achieve this in Windows Vista:
V.Q‘“\NG!
s Be very careful when editing these settings. Mistakes can cause major
problems!
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1. Click Start.

2. In the Search field, type secpol.msc to open the Microsoft
Management Console (shown in Figure 1-7) and press Enter.

Programs
T secpal

S see sl resuits

S searchthe Intemnet

< @4 mem

If using the classic Start menu, click Run, enter secpol.msc, and click OK.
3. At the UAC prompt that appears, click Continue.

The Microsoft Management Console appears, showing the Local Security
Policy settings.

4. Double-click the Local Policies folder.
5. Double-click the Security Options folder.

6. Find and double-click the Interactive Logon: Do Not Display Last User
Name item.

A window appears for the security option.
7. Select Enabled (see Figure 1-8).

Enabling this item removes the accounts from the Welcome screen. You
don’t see the classic logon window as you do in earlier Windows ver-
sions; however, you see blank Username and Password fields. You can
manually input your username rather than pick it from a list of accounts.
Doing so makes your computer more secure.

8. Click OK and close the Local Security Policy window.
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Interactive logon: Do not display last user name Prop... [ % |
Lacal Security Setting Exp\am
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Figure 1-8:
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Changing the login options for Mac 0S X Tiger and Leopard

Here’s how you can change the global login settings of Mac OS X Tiger and
Leopard:

1. Click the Apple icon and then choose System Preferences.
2. Click Accounts.

The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the padlock icon in the lower-left corner (if it’s locked), enter
your administrator account name and password into the fields, and
click OK.

4. On the bottom of the account list, click the Login Options button.

5. Select an Account from the Automatic Login (in Leopard) or
Automatically Log In As (in Tiger) drop-down list that you want the
computer to automatically log into when it boots up, or choose
Disabled (in Leopard) or deselect the Automatically Log In As option
to have the login window displayed when the computer boots up.

\P
) Keep in mind that you won’t be prompted for a password when an

account is automatically logged into, even if the account you set for
automatic login is password protected.

6. For the Display Login Window As option, select either the List of Users
radio button, which is the default (and easier) way to log in, or select
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the Name and Password radio button, which requires you to manually
enter the account name rather than select one from the list.

7. Select the Show the Restart, Sleep, and Shut Down Buttons option if
want these buttons to appear on the login window.

8. Select the Show Input Menu in Login Window option if you want the
menu that lets you choose the type and language of the keyboard you
are using to be accessible from the login window.

This usually isn’t necessary and might actually cause a problem if
included on the login window.

9. Select the Show Password Hints option if you want the password hints
created for each account shown on the login window.

If you think that a user of the computer may forget his or her password,
you may want to enable this. That way, if the user specified a hint when
the account was created, it will be shown. However, keep in mind that
everyone can see these hints. It’s not “Charades” — you don’t want
other people guessing your password!

10. Select the Use VoiceOver at Login Window if you want a computer
voice to tell you what you're selecting on the login window.

This can be very useful for people with impaired vision.

11. Select the Enable Fast User Switching option if you want Fast User
Switching enabled, and then select the way you want the accounts dis-
played from the drop-down list labeled View As.

When enabled, the name of the account is displayed in the upper-right
corner of the screen. You can click the name to bring down a list of the
other accounts, and click to login or switch accounts.

In contrast to how this work in Windows, if a user tries to shut down the
computer when other accounts are still opened, it takes an Administrator
password to power down the computer. This helps prevent people from
losing unsaved files.

Enabling and disabling the Guest account

Some operating systems have a Guest account feature. It restricts important
privileges, similar to the Limited (or Standard) account in Windows; how-
ever, it can’t be password protected. This is great if you want to have an
account ready for people — such as your friends and extended family —
when they want to hop on the computer.

There is no official Guest account you can create in Mac OS X Tiger and
Ubuntu. You can, however, create an account in the normal way (discussed
in the “Adding user accounts” section) and name it Guest without applying a
password, enabling Parental Controls (in Mac OS Tiger), or restricting the
User Privileges (in Ubuntu). In this way, you simulate a Guest account.
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The Guest account in Windows 2000
Windows 2000 by default includes a Guest account that’s configured to the

Guests group or privilege level. However, if you don’t see it listed with your
user accounts, or if you want to add another Guest account, here’s how to
create one:

1. Choose Start=>Settings->Control Panel.

2. Double-click Users and Passwords.

The Users and Passwords window appears, listing the accounts on the
computer and containing buttons for you to add, remove, and edit the
accounts.

3. Click the Add button.
4. Enter the desired account information.

To distinguish this account from others, you may want to include the
word Guest in the username.

5. Click Next.
6. Enter a password (twice) and click Next.

If you don’t want the account to be password protected, simply click
Next without entering a password.

7. Select the Other option and choose Guests from the list.
8. Click Finish.

The Guest account in Windows XP and Vista

Windows XP and Vista come loaded with a single Guest account; however,
it’s turned off by default. You should also know that you can’t password pro-
tect a Guest account. If you want to set up an account with password protec-
tion and restrictions, think about creating a Limited account.

If you're using Windows XP, here’s how to enable or disable the Guest
account:
1. Choose Start=>Control Panel.
If using the Classic Start menu, choose Start=>Settings=>Control Panel.

2. Click the User Accounts (in XP) or User Accounts and Family Safety (in
Vista) category.

If you're using the Classic Control Panel view, skip this step.
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Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

Under the Guest account’s name, you can see whether it’s on or off.

Click the Guest account.

5. To enable the account, click the Turn On the Guest Account button.

You can click the Guest account again to change the default picture or to
turn it off.

6. To disable the account, click the Turn Off The Guest Account link.

Here’s how to turn the Guest account on and off in Windows Vista:

1.

Choose Start=>Control Panel.

If using the Classic Start menu, choose Start=>Settings=>Control Panel.

. Click the User Accounts and Family Safety category.

If you're using the Classic view, skip this step.

. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

. Go to the main Manage Accounts window.

If the Guest account is off, you see this stated under the Guest account’s
name. If it’s enabled, you see “Guest Account” under the account name.

. Click the Guest account.

. To enable the account, click the Turn On button.

You can click the Guest account again to change the default picture or to
turn it off.

7. To disable the account, click the Turn Off The Guest Account link.

The Guest account in Mac 0S X Leopard

Mac OS X Leopard also has a Guest account. Follow these steps to enable
and disable it:

1. Click the Apple icon and then choose System Preferences.

2. Click Accounts.
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The Accounts window appears, listing the accounts on the computer
and containing buttons for you to add, remove, and edit the accounts.

3. Click the padlock in the lower-left corner (f it’s locked), enter
your administrator account name and password into the fields, and
click OK.

4. Select the Guest Account from the list of accounts on the left.

5. Select or deselect the Allow Guests to Log Into This Computer option
to enable or disable the Guest account.

6. Select the Enable Parental Controls option if you want to control
exactly what guests can do on the computer.

After you're done configuring the main Guest Account settings on this
window, click the Open Parental Controls button to configure the
Parental Controls.

7. Select the Allow Guests to Connect to Shared Folders option if you
want to let the Guest account be used when connecting to the com-
puter’s shared folders from another computer on your network.

Creating and Using a Password Reset Disk
(for Windows XP and Uista Only )

For Windows XP and Vista, you can create a disk to keep in a safe place in
case someone forgets his or her password. This way, you can easily create a
new password for an account rather than lose files, documents, and person-
alized settings if the account is accidentally deleted. Here are a few things
you should understand, however, before you think about using the reset
disk:

4 One disk works for one account: You must create a different disk for
each account you want to make a reset disk for.

4+ The disk is the key for the account: Keep in mind that anyone who can
get his or her paws on a reset disk can log into the account associated
with the disk. So keep the disk out of sight and don’t tell anyone about
your little reset disk trick.

4+ You can keep changing the password: You don’t have to create a reset
disk every time the account’s password is changed; one time is enough.

4+ You need a 3"+-inch floppy disk or a USB drive: If you don’t have one of
those archaic floppy disks still sitting around or a USB flash drive, you
are out of luck. You'll just have to make sure everyone remembers his or
her password or write them all down and put them in a safe spot.
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You can use the disk as you normally would: Though it’s recommended
to place the disk in a safe spot so that you won'’t lose it, you can still use
the disk as you normally would, meaning that you can still read and
write files to the disk. Additionally, creating the reset disk won’t delete
any files on the disk.

Previous reset disks won’t work: After you create a reset disk, any
other reset disks for the account won’t work anymore. So if you create
multiple disks over time, you should discard all but the most current
one. You don't literally have to throw it in the trash — especially if you
are using a USB drive — but do make sure that you aren’t confused
about which one is the most current.

You must log in to the account: You must log in to the account you want
to create the password reset disk for — Administrator accounts can’t
even create disks for other accounts.

Creating a reset disk

To create a reset disk in Windows XP and Vista, follow these steps:

1.

0.

Choose Start—>Control Panel.

If using the Classic Start menu, choose Start=Settings=>Control Panel.

. Click the User Accounts (in XP) or User Accounts and Family Safety (in

Vista) category.

If you're using the Classic Control Panel view, skip this step.

. Click User Accounts.

You should see the main User Accounts window, listing the accounts on
the computer and containing buttons for you to add, remove, and edit
the accounts.

. In Windows XP, click the Account for which you want to create a

Password Reset Disk for. (In Windows Vista, just stay on the main User
Accounts window).

. Click the Prevent a Forgotten Password (in XP) or Create a Password

Reset Disk (in Vista) link.

You can find the option under the Related Tasks section (in Windows
XP) or Tasks section (in Vista), in the upper-left corner of the window.
Clicking this link starts the Forgotten Password Wizard.

Click Next.

7. Insert a blank, formatted disk into your drive or plug in a USB drive.

8.

Choose the disk or USB drive and click Next.
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9. Enter the account password and click Next.
10. When the Progress value shows 100% Complete, click Next.
The file created by the wizard is userkey.psw, and its description appears

as “password backup,” which you can see when you view the contents of
your disk or flash drive.

Using the password reset disk

When the time comes to use the password reset disk, you can use it at the
Welcome screen:

1. Verify that you've inserted the reset disk or flash drive.

2. Click the account you want to reset and try to enter a password.

You want to enter something (or nothing) and click the button to log in.
Now you can access the link to the reset password wizard.

3. Click the link.

In Windows XP, click the Use Your Password Reset Disk link in the Did
You Forget Your Password? pop-up bubble that appears. In Windows
Vista, click the Reset Password link that appears under where you type
in the password.

The Password Reset Wizard starts.
4. Click Next.
5. Choose the disk or USB drive and click Next.
6. Enter a new password twice.
Don’t forget this one!
7. (Optional) Enter a password hint.

Entering a hint can help you remember your password. Just remember
that everyone can see this hint from the Welcome screen, so don’t hint
too much.

8. Click Next.
9. Click Finish.

Changing Advanced Account Settings

Windows includes some additional user account settings that deal particu-
larly with passwords, and these settings are located where most average
home users won'’t find them. You may find these settings useful, so read on
to see where to find these settings depending on your operating system.
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Here’s how to find these settings in Windows 2000:

1. Choose Start->Settings->Control Panel.

2. Double-click Administrative Tools.

3. Double-click Computer Management.
I show you what to browse to after the following set of directions that
show how to get to this point in Windows XP and Vista.

If you are using Windows XP or Vista:

1. Choose Start=>Control Panel.

If you're using the Classic view, choose Start=>Settings=>Control Panel
instead.

2. If in Classic view, click the Performance and Maintenance category
(in Windows XP) or the System and Maintenance category (in Vista);
otherwise, skip this step.

3. Click Administrative Tools.
4. Double-click Computer Management.

If you're in Windows Vista, click Continue if you get a UAC prompt.
Here’s what you should do after you have the Computer Management pro-
gram open:

1. In the System Tools folder, open the Local Users and Groups folder.
2. Click the Users folder to open it.

The right half of the window fills with the user accounts you have on
your computer. See Figure 1-9 for an example.

3. Double-click the user account you want to edit.
4. Configure the following properties, as desired:

¢ User Must Change Password At Next Logon: This does exactly what
it says. This is great to enable just after creating accounts for other
people. Because you don'’t set the password when you actually
create the account (for Windows XP and Vista), this option is a good
idea to enable if you want to make sure that everyone has a pass-
word. For this option to appear, the following two options must not
be selected.

¢ User Cannot Change The Password: Enable this option if you have
Limited or Standard accounts in Windows XP or Vista (that by
default allow password changes), and you don’t want users to dis-
able or change their passwords.
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Figure 1-9:
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¢ Password Never Expires: This option must not be selected for the
first option in this list to appear.

e Account Is Disabled: This option, of course, disables the account so
that it can’t be logged back into. If someone tries, he or she will see a
message on-screen saying that the account has been disabled. This is
good to use when any little ones in a household get their computer
time revoked.

5. Click OK when you’re done configuring all your options.
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In This Chapter

v Exploring your high-speed Internet options
v~ Figuring out what you need for your network

1 Checking out sample network plans

Taking the time to plan your network can save you time and money in the
long run — by reducing the number of trips to the store for equipment
and by knowing exactly what you need. This chapter helps you through this
planning phase. First, | provide a review of the different high-speed Internet
connections and help you discover the features that various Internet service
providers (ISPs) may offer you so that you can choose one that works with
your budget and meets your needs. Then I help you figure out what things
you need to buy at the store to get your network up and running. Finally,
you can review sample network plans for each network type to help you
understand what’s involved and required to set up a home network.

To better understand home networking and the hardware involved, I
encourage you to look over Book I as well as the previous chapters in this
minibook before you try to make total sense of this one. Also, planning
your network involves knowing which type of network — wired, wireless,
computer-to-computer, or power- or phone-line network — you want to set
up, and you can get help with making those decisions in Book I, Chapter 1.

Choosing Your Internet Connection

Before setting up your home network, you should order high-speed Internet
access — also referred to as broadband Internet — through an Internet serv-
ice provider (ISP). Though sharing dial-up Internet access (the older and
slower connection type) is possible, it’s not very practical. Also, I bet you
want to surf at much faster speeds.

You've likely heard of the many high-speed Internet types — maybe DSL,
cable, or broadband over cellular — from seeing commercials and talking to
friends and family. But you should look over your options and see what’s
best for you. Table 2-1 gives you a quick comparison, and the following sec-
tions discuss each of these high-speed Internet types in more detail.
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Table 2-1 Comparing High-Speed Internet Connection Types

Type Download Speeds  Upload Speeds Setup Cost  Monthly Cost
Cable 4 Mbps —15 Mbps 384 Kbps — 1.5 Mbps ~ $0—$100 $40 - $80
DSL 768 Kbps—6 Mbps 128 Kbps—768Kbps  $0-$100  $15—$45
Wireless ISP Varies Varies $0—$300 $40 — $60
(WISP)

Satellite 512 Kbps — 1.5 Mbps 128 Kbps — 256 Kbps ~ $300—$800  $50 — $120
Mobile 400 Kbps — 1.4 Mbps  Up to 800 Kbps $0-—$200 $20 - $60
(Cellular)

Broadband

It can be confusing to understand the download and upload speeds, espe-
cially when compared in two different formats. However, keep in mind that
1,000 Kbps (kilobits per second) equals 1 Mbps (megabit per second). So 768
Kbps is about 76 percent of 1 Mbps, and 1.5 Mbps is 1,500 Kbps. This com-
parison is similar to the ratio between types of hard disk space, measured in
MB (megabytes) and GB (gigabytes). For example, 1,000MB equals 1GB.

Dial-up Internet connections offer up to 56 Kbps and usually cost about $10 a
month. As you can see by looking at Table 2-1, shown previously, going with
cable Internet can give you more than 71 times the speed of a dial-up con-
nection. But the cost doesn’t multiply quite as much: Cable costs about five
times the price of dial-up. (And trust me: The high-speed connection is
worth it!)

Connecting with lightning speed through cable

Cable Internet and DSL are two of the most popular Internet services used in
homes. You'll probably find that your local Internet cable provider offers
high-speed connections at a reasonable price. In contrast to other Internet
services, cable connections are “shared” among other subscribers in your
area. Therefore, the speeds you experience vary depending upon the overall
usage in your area at any given moment. Still, cable Internet is good if you
want fast download speeds, and it’s great for online gaming.

As you can probably guess, the Internet service is delivered through your
cable by your local TV cable company. When you order this service, the
cable company usually comes out and fiddles with your cable box outside,
maybe wires a new cable outlet, and plugs the cable into a modem that stays
in your home.

Saving money with DSL

As noted previously, Digital Subscriber Line (DSL) service is also very popu-
lar in homes. Along with a few national providers (for example, AT&T Yahoo!
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and EarthLink) and local providers, your local phone company should offer
DSL Internet service. DSL Internet connections are delivered over phone
lines. However, in contrast to dial-up Internet access, DSL doesn’t prevent
you from using the phone when you’re connected to the Internet.

You'll probably find DSL service at a lower price than cable service, but typi-
cally offering slightly lower speeds than cable connections. However, DSL
providers these days usually offer multiple service levels with some options
at the same speeds, or higher, than cable. Plus, you’ll have a dedicated con-
nection to your home that isn’t shared among other subscribers in your area.

When you sign up for DSL service, you may be offered professional installa-
tion, but self-installation is common. With self-installation, you’ll receive a
package consisting of a DSL. modem, modem/line filter, several line filters,

and, of course, instructions. You just have to plug the modem/line filter into a
phone line outlet and then plug the DSL modem into the filter. If you want, you
can also plug a phone into the filter. Then you just have to place the other line
filters between phone line outlets and any other phones in your home.

Connecting through Wireless ISP (WiMAX or Wi-Fi)

Wireless ISPs (Wireless Internet service providers, or WISPs), also called
wireless broadband providers, deliver Internet connections to homes and
businesses via radio waves (using WiMAX or Wi-Fi wireless technology)
instead of physical lines. Additionally, some WISPs may offer or support
mobile access to their Internet service when you are out and about in their
coverage area, rather than just from a single location. WISP Internet service
is usually located in rural areas where no DSL or cable Internet service is
available. You may also find this Internet access offered in and around major
cities by WISPs such as Clearwire and Sprint.

Many cities (or third-party companies) around the United States have set up
city-wide networks, also called municipal (or muni) wireless networks. These
types of networks can also be considered wireless ISPs. Some of these net-
works, though, may be available only to businesses or city and public serv-
ice departments. However, some cities offer free or paid residential wireless
Internet plans.

When you sign up for Internet service through a WISP, you'll probably get a
piece of hardware, usually called a wireless modem or CPE (customer prem-
ise equipment), by the provider. This is essentially a signal booster or
repeater. The wireless modem unit is usually placed near a wall, window, or
outside so that it can pick up the best possible signal from the WISP. Then
you can plug in your computers or wireless router into the wireless modem,
just as you would when using DSL, cable, or any other Internet service.
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Here are two Web sites you can visit to find WISPs:

4 www.wispdirectory.com

4 www.bbwexchange.com/wisps

Going with satellite: Internet in the boondocks

If you're in “digital darkness,” where no cable, DSL, or any other Internet
service is available, you may want to check into satellite Internet service.
Keep in mind, though, that this service isn’t cheap and usually requires a
setup cost and a one- or two-year contract. So check, and double-check, for
any other Internet providers in your area, including WISPs and mobile broad-
band service, before settling with satellite service.

Because of the delay of the satellite signals transmitting over such long dis-
tances, certain applications such as voice-over IP (VoIP) — Skype or Vonage,
for example — or virtual private network (VPN) connections may not work
well on networks using this type of Internet connection.

Here are the URLs for the Web sites of several satellite Internet providers
you may want to check into:

4+ www.wildblue.com
4 www.hughesnet.com
4 www.skywayusa.com
+

www .mybluedish.com

Going mobile with cellular broadband

Another way to get connected to the Internet is through a cellular phone car-
rier that provides the service, such as Verizon, Sprint, or AT&T. Newer tech-
nologies now make it possible to get high-speed Internet connections (some
offering up to 1.4 Mbps download speed) in some of the cellular coverage
areas. This puts the Internet at your fingertips — on your phone or laptop —
when you are out and about. Though you won’t have as much Internet
power as you do when using Wi-Fi hotspots (set up in many hotels and
public areas; see Book VII, Chapter 1 for more details about these hotspots),
you can get just about anywhere in the coverage area.

There is a “catch” with mobile broadband Internet, however. The catch is the
limit on the amount of data you can access on the Internet. The problem is
that the typical maximum amounts in plans today are much too low for typi-
cal family use. Cellular broadband Internet is best for occasional use of light-
data applications, such as those for checking e-mail. Browsing Web sites
with lots of images and photos, downloading files, and even downloading or
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sending e-mail attachments quickly racks up your data usage — and your
cellular broadband bill!

Similarly to other data plans offered on your mobile phone, the Internet
usage is measured in the amount of data you download and upload, in
megabytes (MB) or gigabytes (GB). You can pick an Internet plan with a cer-
tain amount of data, for instance 5MB to 5,000MB (or 5GB). Of course, as
with voice plans, you can expect a hefty overage fee, typically 50 cents to a
$1 per megabyte used that is in excess of your limit.

This type of Internet connection can still be very useful, particularly in the

following cases: Book Il

Chapter 2
4+ To check e-mail and use the Web when traveling in the car, for personal e

or work related reasons

4+ To get online when staying with your friends or family, when the home
has no Internet access

4+ For use with small businesses, such as home repair service companies,
to charge credit cards, check schedules, and get information about
equipment and parts

NIOM)B INOA
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4+ For quick “emergency” or back-up Internet access when you're at home
or around town

Examples of mobile broadband networks include:

4 Verizon Wireless’s Data Optimized (EV-DO) network
4+ AT&T’s BroadbandConnect 3G and EDGE network
4 Sprint’s Power-Vision (EV-DO) network

If you're thinking about getting mobile broadband Internet, keep the follow-
ing in mind:

4+ Device compatibility: Whatever you plan to use to connect to the
mobile broadband Internet should be compatible with the latest tech-
nologies. For instance, if you purchase a used mobile broadband laptop
card, be aware that it may not support the higher data rates.

4+ Coverage areas: Make sure that you check whether the areas in which
you plan to use the service have sufficient coverage. Remember, mobile
broadband Internet won’t work as well in all areas that receive regular
cell phone coverage. You must be in a supported area.

4+ Data allowances: As mentioned previously, you should keep an eye out
for the data allowances for these Internet plans.

4+ Indoor coverage: The signal and speeds you experience may not be as
good when you use the service in your home, especially in the basement.
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4+ Connectivity method: When browsing mobile broadband Internet prod-
ucts, you can find a variety of devices that connect to the service,
including the following:

e Laptop card: This is a radio card, similar to a Wi-Fi PC card, which
slips into your laptop’s PCMCIA slot. This is for people who want
Internet service available on their computers.

¢ Wireless router: You may also find mobile wireless routers that sup-
port mobile broadband Internet service. This type of router lets you
quickly set up access for multiple computers.

e Built-in phone/PDA: Some phones and PDAs may support the serv-
ice, giving you high-speed Internet in the palm of your hand.

¢ Phone modem: Some cellular phones may allow you to pump
Internet access to your computer, with a USB cable, thereby making
your phone function as a modem.

¢ Built-in to the computer: Some newer laptops have built-in broad-
band Internet capability, just as nearly all laptops have built-in Wi-Fi.

Discovering the popular features that ISPs offer

Here are several features typically offered by ISPs that you should be aware
of when shopping for a high-speed Internet service provider:

4+ Package/bundle discounts: You’'ll probably find that your local telecom
providers (such as telephone, cellular, and cable companies) offer pack-
age discounts when you sign up for multiple services. Keep this in mind
when looking for your Internet service.

4+ DHCP or Static IP: One major difference between residential and busi-
ness-class Internet service is the type of IP address you receive. Just
about all residential services use only DHCP, which gives your Internet
connection an [P address automatically. However, your IP address will
change once in a while, making it a bit more difficult if you access servers
or your network from outside your home. Because businesses usually
use servers, and so on, it’s better to have the same address all the time.
But even if you have service with DHCP, you can get around this issue.
You can sign up for a service that gives you a domain name you can use
that will always point to your home’s Internet IP address; for instance,
you may use the Dynamic DNS service at www . dyndns . com.

4+ Service contract: Be careful: Some ISPs (generally for satellite or mobile
Internet providers) may require you to sign a one- or two-year contract
when signing up for Internet service. If this is the way you have to go,
look into any money-back guarantees they may offer before you sign the
contract.
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4+ Free dial-up Internet access: Some ISPs offer complimentary dial-up
Internet access to you when you sign up for high-speed Internet. This
way, you can have an Internet connection while away from your home
Internet service. This can come in handy while traveling, if your hotel
doesn’t offer free Internet, or as a backup Internet connection at home.

4+ E-mail addresses: Most ISPs provide you with some type of e-mail serv-
ice, whether a Web-based or POP3 account that you can set up with an
e-mail application such as Microsoft Outlook or Mozilla Thunderbird.
This can be very useful if you don’t have a good e-mail account already;
it can get you away from having to use free accounts that inject adver-
tisements in the messages.

P POP3 e-mail accounts are different from other e-mail systems used by
some ISPs, such as America Online (AOL). When you get a POP3
account, you receive mail server addresses, username, password, and
other information. You can then input this information into an e-mail
client program, such as Microsoft Outlook. When you have your e-mail
account set up, you typically press a button to synchronize, or send and
receive, your e-mail. The addressing methods, though, are the same as
other e-mail services. For instance, you still get an e-mail address like
yourname@domain.com when using a POP3 e-mail account.

4+ Web site space: Some ISPs may offer Web site space for your very own
Web site. This can be very useful if you want to create a personal or
business presence on the Web. Some ISPs may give you a virtual domain
name, such as yourname.yourisp.com. On the other hand, some may
even pay for a domain name registration so that you can get your own
domain, such as yourname.com.

4+ Internet security suite: Some ISPs may also offer spam and pop-up ad
protection, and sometimes even full Internet Security Suites. As you may
know, these ISPs hope to entice and win you over from other ISPs. Going
with them can, however, save you money, so they’re worth checking out.

Determining VYour Hardware Needs

Before you go out and start buying everything, you need to do some thinking
and planning. When you get to the store, you should know exactly what
hardware you need or want. The following sections discuss the main pieces
of hardware you’ll need for your home network.

A modem for your Internet connection

In order to connect to your Internet service, you have to have a modem.
This is almost always given to you by your ISP. You can, however, buy
routers with built-in DSL or cable modems to help conserve space and sim-
plify your setup.

Book I
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Modem/router combo devices may not include the newest wireless stan-
dards and networking technology; separate routers are more likely to do so.

Adapters to connect to the network

You'll need a network adapter — also referred to as a Network Interface Card
(NIC) — for every computer that you want on your home network. However,
you may not need to buy adapters for all your computers. Some of your com-
puters may already be loaded with network adapters. The types of network
adapters — Ethernet, wireless, or power- or phone-line — you need depend
upon the network type you are setting up.

Check out Book I, Chapter 1 for some guidance in deciding on the best net-
work type for your needs and to review its required adapters. You can also
look over Book I, Chapter 3 to find lots of information on adapters.

Network adapters are built in a variety of form factors, such as PCI cards for
desktop computers, PC cards for laptops, and USB adapters for any com-
puter with a USB port. You need to make sure that the network adapters you
purchase are compatible with your computers.

Another thing to consider when picking out your network adapters is the
maximum supported data rate, or speed at which the data is transmitted and
received. The data rates are matched among the different wireless and wired
networking standards, which [ discuss more in the previous subsections.

If you're setting up a power-line network (explained in Book [, Chapter 1),
here are a few things to take into account when searching for power-line
adapters:

4+ HomePlug Certification: As do wireless devices, power-line devices
have a certification program (called HomePlug) to ensure that the
devices meet certain common standards, so products from different ven-
dors are compatible.

You should make sure that the power-line devices you buy are certified
with one of the two HomePlug certifications:

e HomePlug 1.0 certified: This is the first certification designed to allow
networking communications via in-home power lines. The basic cri-
teria include a 10 Mbps data rate, whole-house coverage, and 56-bit
DES (Data Encryption Standard) encryption.

Because wireless and wired networking products have greatly sur-
passed the maximum speeds of HomePlug 1.0, this certification is not
practical for use with most of today’s home networking solutions.
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e HomePlug AV Standard: This is an enhanced version of HomePlug 1.0
that’s designed to support high-performance traffic such as digital
(VoIP) phone traffic and high-definition (HD) video, in addition to reg-
ular networking traffic. It offers data rates of up to 200 Mbps and
increased security at 128-bit AES (Advanced Encryption Standard),
and it is much more practical and much faster.

4+ Supported data rate: You'll discover a variety of data rates (or speed)
supported by power-line bridges/adapters, such as 14, 85, or 200 Mbps.
Though not required, it’s usually best to stick with a similar data rate for
all your networking equipment (meaning your network adapters in your
computers).

4 Built-in AP: Some manufacturers produce power-line wireless access
points, so you don’t have to purchase a separate wireless access point
(AP). These access points can provide wireless access to the power-line
network for your laptops and other Wi-Fi devices.

4+ Connection type: Some power-line devices use a USB cable for the con-
nection to the computers, so you don’t have to have an Ethernet adapter
on the computer.

4+ Kits: Most manufacturers have come out with power-line kits that pro-
vide enough products and instruction for at least one AP. If you require
more APs, you can buy more bridges or adapters separately.

A router to create the network

If you're setting up a traditional home network, you need a router. If you're
going with a wired-only network, you need a wired router, and if you’re going
wireless (in combination with wired, if you choose to add wired connec-
tions), you need a wireless router. Your router will be the heart of your net-
work, connecting your computers together and controlling the data traffic.

When searching for a router, the biggest differentiator is the supported data
rate. Just as with network adapters, wireless and wired routers are marked
with different standards concerning data rate among other characteristics.
These topics are discussed in the previous two subsections.

To find out more about routers, check out Book I, Chapter 3.

Ethernet cabling for wiring needs

If you're setting up a wired-only network with a router, a wired computer-to-
computer network, or are wiring computers directly to a wireless router, you
need Ethernet cables. You should measure the distance for all the cable runs
and buy the appropriate lengths.

Book I
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When shopping for Ethernet cabling, you should understand the three main
types, which are all interoperable and support data rates of up to 1,000
Mbps (or 1 Gbps):

4+ Category 5 (Cat5): An older cable type typically used for networks/
connection running at 10 or 100 Mbps. Though you won't find this type
sold in all stores, it’s the cheapest and should work fine in most home
networks.

4+ Category 5 enhanced (Cat5e): An improved version of the Cat5 cabling,
but with the same data transfer rate of up to 100 MHz. Minor changes in
the cable specifications make this one better for gigabit networks, or
networks operating at 1 Gbps (or 1,000 Mbps). This cabling should be
sold right along with the newer Cat6 cabling, described next.

4+ Category 6 (Cat6): Data rates of up to 1,000 Mbps (1 Gbps) with
enhanced performance make this cabling even better, especially for 1
Gbps networks. If you're especially concerned with speed or quality, you
can go with this type; however, it’s not needed in most home networks.

You may run into strained and solid flavors of Ethernet cabling (which are
the two types of conductors cased inside the cable); if you do, go with
strained because it’s easier to work with and cheaper than solid cabling,
which is stiff and fragile. You should also stick with “patch” or prefabricated
cabling that is already loaded with connectors, as opposed to buying
Ethernet cabling and wiring on your own connectors.

Before hitting the stores, you need to be sure to measure the required
lengths of your cabling runs. But before you can do this, you must figure out
how you plan to run the cabling through your home. Here are several ideas
of where you can run it:

4+ Attic: You can drill a small hole through your ceiling, run the cable up
into the attic and over to the desired spot, and drill again to bring the
cable down into wherever you need it in your home.

To conceal the cabling, you can drill the holes in the ceilings of closets.
Otherwise, you might try making it a “professional” installation by bring-
ing the end of the cable down between interior walls. To do that, you
drill into a wall beam from the attic and then drill a hole into the wall
where you want it to come out; you then fish the cable down the wall
and out the hole. You can top off your Ethernet cabling installation by
using an Ethernet faceplate/jack, or just run the cable directly to the
computer or device.

4+ Basement or crawl space: This is similar to the attic route described
previously, but instead, you go through your basement or crawl space
to run the cable. You can drill holes through the flooring of your main
ground level to run the cable along the exposed beams of your unfin-
ished basement or crawl space.
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For the cable end running to your computer, you can either drill the hole
through the flooring near a wall or try to drill the hole through the wall
beams so that you can fish the cable up and out of a hole in your wall.
You may also use an Ethernet faceplate/jack to terminate the cable, or
just run the cable directly to the computer or device.

Along and through interior walls: You can run the cables along the trim
or baseboard of walls (or tuck them between the carpet and trim) and
drill small holes to pass the cable through the walls or baseboards.

Along and through exterior walls: You can drill holes through your
exterior walls to run the cable outside, in a similar (out and in) fashion
as the other methods. You will, however, need to place exposed Ethernet
in conduit (a metal or plastic tub to protect cabling from the outside
elements).

When thinking about running the cables, think about where the best place is
to place the router. Basically, you want to place the router in a spot that’s
central in relation to all the computers to minimize the amount of Ethernet
cable you need. Also, keep in mind that the router needs to be close to the
Internet modem.

In addition to the cabling, you may need to buy some accessories and cable-
mounting devices:

+

+

Cable mounts: Simple cable mounts can be very useful to tack the
cabling in place along walls or beams.

Conduit: Simple or heavy-duty conduit may be useful to hide the
Ethernet cabling or to provide protection when the cable is run outside
and exposed to the elements.

Caulking: Use caulk to seal holes in exterior walls.

PVC pipe: This can be useful if you plan on drilling holes through inte-
rior walls. Use this pipe to pass the cabling through rooms. You can slip
a small piece of PVC pipe into the hole, flush with the opening, to seal
the hole from the inside of the wall (so that you can’t see the inside of
the wall when looking through the hole you just drilled).

Ethernet faceplate/jack: This is nice if you plan to terminate the cabling
ends with a professional look. Keep in mind that you don’t have to run
the cabling down walls to take advantage of these jacks; you can do this
easily when going through interior or exterior walls.

You can probably find these items at your local hardware or electronics
store. Refer to Book I, Chapter 3 for more information and tips on shopping
for networking hardware.

Book I
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Making Choices Based on Wireless
and Wired Networking Standards

\

If you're going wireless, remember that there are a few different wireless
standards — A, B, G, and N — that have varying speeds and ranges. You
don’t necessarily have to use the same standard for all your adapters and
your wireless router, but you want to keep in mind the existence of these
standards. If you need help comparing and picking a wireless standard, see
Book I, Chapter 1.

For wired networks, you have the choice between the following three popu-
lar standards:

4+ 10BASE-T: Supports Ethernet speeds of 10 Mbps. Its formal IEEE stan-
dard is named 802.3i.

4+ 100BASE-TX: Supports Ethernet speeds of 100 Mbps. Its IEEE standard is
named 802.3u. Just about all networking products that support this stan-
dard also support 10BASE-T.

4+ 1000BASE-T: As you can probably assume, this type supports Ethernet
speeds of 1,000 Mbps, or 1 Gbps (gigabit) — which is ten times faster
than most products today that support 100 Mbps. Its [EEE standard is
802.3ab. Products that support this standard may also support the other
two standards.

You'll find the supported Ethernet standards listed on product boxes,
descriptions, and data sheets. Additionally, the product name or labeling for
Ethernet products, as for wired routers and adapters, may include the
speed, such as 10/100 Ethernet, 10/100 network card, or gigabit (meaning
1,000 Mbps) router.

Putting It All Together: Sample Network Plans

To better help you understand how to plan for your home network, I show
you sample plans for each type of network. Your plans are primarily based
upon the amount and type (desktop or laptop) of computers you have in
your household and their locations. Therefore, I start off by setting up an
example scenario consisting of the following computers:

4+ Parent desktop: Located in the parent’s room with an Ethernet and wire-
less g adapter.

4+ Parent laptop: Moves from room to room with an integrated wireless g
and Ethernet adapter.

4+ Office desktop: Is set up in a room that serves as an office; the com-
puter here has an Ethernet adapter installed.
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4+ Kid #1 desktop: In a child’s room with an Ethernet adapter installed.
4+ Kid #2 desktop: In another child’s room with no adapter installed.

4+ Kid laptop: Roams around the house with an integrated Ethernet
adapter.

Because this scenario contains two laptops that move around the home, a
wireless setup is likely the best, but the following sections discuss setups for
each network type — wired and wireless.

Laying out the wired network

For a wired network based on the example scenario described previously,
you need the following equipment:

4+ Wired (Ethernet) network adapters: You need one for each computer so
that every computer can be on the network. Evaluating the network
adapters already in all the computers tells you that you need to pur-
chase and install only one Ethernet adapter, for the desktop for Kid #2.
All the other computers already have Ethernet adapters.

4+ Wired (Ethernet) router: This serves as the heart of the network. It con-

nects all the computers together and to the Internet to create the net-
work. Because the wired adapters in the computers don’t support the
fastest Ethernet type (gigabit), you should get a router that supports
10/100 Mbps. Having six computers means that you need to purchase a
router with enough ports. However, most stores carry only four-port
routers. You can go online and buy an eight-port router, or you might
purchase the four-port router and a switch (hub) to have more ports.

4+ Ethernet cabling: Each computer needs to be directly connected back
to the router. You need to measure the distance between the router and
the computers on the path through which you want to run the cables.
Then, when shopping, you want to buy appropriate cable lengths.
Because you aren’t using a gigabit router, and to save money, you can
just buy the Cat5 or Catbe Ethernet cabling instead of the better Cat6.

Figure 2-1 shows the layout of this wired network.

Figure 2-1 shows an example of a wired router with eight Ethernet ports
(instead of the usual four ports) set up in the office closet and connected to
the Internet modem.

Running the cables this way can be done, for example, by putting the cables
up a hole drilled into the ceiling of the office closet, running the cables
through the attic, and then running the cables down a hole drilled into each
of the bedroom closets.
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Instead of tying the laptops down by a wired connection to the network, you
can use a wireless access point (AP) to create a wireless connection to your
wired network. However, it’s usually better to swap out the wired router with
a wireless router that has enough Ethernet ports to support all the comput-
ers you want to wire to the router.

Going the wireless route

For a wireless network based on the example scenario, you need the follow-
ing equipment:

4+ Wireless (Wi-Fi) network adapters: To make it so that every computer

can be on the network, you need a wireless (or Ethernet) adapter for
each computer. After examining each computer, you find that four com-
puters lack wireless adapters. However, one of these computers, the
office desktop, can be hooked up using Ethernet cable because the
router will be in the same room. This way, you don’t have to spend
money purchasing a wireless adapter. Now you have all three of the kids’
computers to worry about — two with only Ethernet adapters and one
with no adapter at all. To solve that problem, you can buy PCI wireless
adapters to slip into the PCI slots of the two kids’ desktops. For the
laptop, you can buy a notebook wireless card that slides into the
PCMCIA slot on the side of the computer.
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Before you can pick the exact adapters to buy, you must first decide on
the wireless standard — A, B, G, or N — that you want to use. (Refer to
Book I, Chapter 1 for help with this decision.) In the example scenario,
you decide to go with wireless N. This is because it offers much more
speed (for transferring files between your computers) and range. You
need to understand, however, that the older wireless G adapters in the
other computers won’t be able to take full advantage of the increased
performance of wireless N. Therefore, with this scenario, you want to
consider swapping out the two preexisting wireless G adapters for wire-
less N adapters.

4+ Wireless (Wi-Fi) router: This is what all the computers will connect to in
order to communicate with each other and to get Internet access. This
router creates the network. For this example, the network adapter is
wireless N, so you need to buy a wireless N router. Although the official
wireless N standard still isn’t finalized, and you actually have to buy
“draft” N products, you should make sure that all these products
(adapters and the router) are from the same manufacturer.

4+ Ethernet cabling: When you’re wiring the office desktop directly to the
wireless router, you need to buy only one Ethernet cable. You should
measure the distance between the router and the computer so that you
can buy an appropriate cable length. You don’t need a router that sup-
ports gigabit Ethernet in this example, so to save money, you can buy
the Catb or Cat5e Ethernet cabling instead of the better Cat6.

Figure 2-2 shows the layout of a wireless network based upon the example
scenario.

The wireless router is set up in the office closet and connected to the
Internet modem. The solid line running to the office desktop represents the
Ethernet cable. The set of three curved lines next to the wireless router and
computers depicts the radio waves or signals being transmitted.

Computer-to-computer network

For a wireless computer-to-computer network based on the example sce-
nario, the only types of equipment you need are wireless (Wi-Fi) network
adapters. To enable every computer to be on the network, you need one for
each computer. After examining each computer, you find that four comput-
ers lack wireless adapters. The office desktop and all three of the kids’ com-
puters need wireless adapters; three have only Ethernet adapters, and one
has no adapter at all. So you need to buy PCI wireless adapters to slip into
the PClI slots of the two kids’ desktops and the office desktop. For the kid’s
laptop, you need to buy a notebook wireless card that slides into the
PCMCIA slot on the side of the computer.
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Wired computer-to-computer networks are also possible. However, this is
generally realistic only for connecting two computers together; otherwise,
most computers would need two Ethernet adapters in order to chain the
computers together. Another possible situation for wired computer-to-
computer connections is to connect computers without the desired adapter
type to the network. For example, imagine that both of the kids’ desktops
have Ethernet adapters but no wireless adapters. Rather than buy two wire-
less adapters, you can just install a wireless adapter in one of them. You can
connect the kid’s desktop with that has the wireless adapter to the wireless
computer-to-computer network and run an Ethernet cable from the com-
puter with both adapters to the one that has only the wired adapter. In
Windows, you create a virtual bridge that “connects” the network connec-
tions of the wireless and wired adapters, and does so in the computer that
has both adapters. Then if you enable Internet access sharing, the kid’s
desktop with only the wired adapter is essentially connected to the wireless
computer-to-computer network.

As with the wireless network setup, you have to pick the wireless standard —
A, B, G, Or N — that you want to use for your network. A good choice is to go
with wireless N because you plan to do a lot of file transferring between
computers; also, if you have laptops that you want to be able to use in the
basement, wireless N is best because it provides higher data rates and more
range than other standards. However, the older wireless G adapters in the
other computers can’t take full advantage of the increased performance of
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wireless N. Consequently, you may want to eventually swap out the two pre-
existing wireless G adapters with wireless n adapters.

Figure 2-3 shows the layout of a wireless computer-to-computer network

based upon the example scenario.

Kid #1
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Kid #2
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desktop

desktop

Y

X

SN

Kid laptop

The Internet modem is set up in the office closet. The office desktop is con-
nected to the modem by a short piece of Ethernet cabling provided with the
modem (represented by solid line in the figure) and is configured to share
the Internet access among computers that are connected to the computer-
to-computer network. The set of three curved lines next to the computers
depicts the radio waves or signals being transmitted to and from all the

computers.

Power- or phone-line network

You may want to go with a power-line network if you have many more elec-

trical outlets than telephone jacks in the house. Also, if you have two laptops
that you want to move around with, you want wireless access for them. For a
power-line network, here’s the equipment you need:

4+ Power-line adapters for computers: For each desktop computer, you
need to buy a power-line adapter. If not all the computers have an
Ethernet adapter, you need to try to find adapters that use USB cables to
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Figure 2-4:
Layout for a
power-line
and
wireless
network
based on
the example
scenario.

plug into the computers rather than use Ethernet cables. To save even
more money, you don’t have to buy power-line adapters for the desktops
that have wireless adapters already installed, because you can set up
wireless access for the laptops anyway.

Power-line adapter for the modem: To inject the Internet connection
into the power-line network, you need one adapter for the modem.

Power-line wireless access point: To create the wireless access for the
laptops, you need to buy a power-line wireless access point or adapter.

Wireless (Wi-Fi) network adapter: To enable the kid’s laptop in this sce-
nario to use the wireless access, you need to buy a notebook wireless
card that slides into the PCMCIA slot on the side of the computer.

Figure 2-4 shows the layout of a power-line (and wireless) network based
upon the example scenario.

Kid #1 Parent
desktop

desktop Kid #2

desktop

| -
s

Office
desktop

The Internet modem is set up in the office closet and connected to a power-
line adapter to pump the Internet into the power-line network. The small
boxes and lines connecting to all the desktop computers represent the con-
nection to the power-line adapters. The larger box in the hallway is the
power-line wireless access point (AP). The sets of three curved lines next to
the laptops and power-line wireless AP depict the radio waves or signals
being transmitted.
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Chapter 3: Installing
Network Adapters

In This Chapter

v Getting installation guides and documentation for your network
adapter

v~ Installing your adapter’s driver and software
v Plugging in or installing your adapter

v Setting up power-line and phone-line adapters

LVhen you're setting up your network for the first time, you need to
make sure that you've planned your entire network (see Chapter 2 in
this minibook for help on that), figured out what computers need network
adapters, and what types of adapters they need.

Next, you need to install and set up those adapters so that your computers
can access your network. Installing the various types of network adapters
that your network requires can seem intimidating, but all you have to do is
follow the instructions carefully. It’s no big deal, really. This chapter shows
you how!

In this chapter, you find out how to prepare for and install each type of net-
work adapter.

Preparing to Install Wired and Wiveless Adapters

Your network adapter should come with instructions on how to install and
configure it, usually called the Quick Installation Guide. In addition to that,
the upcoming sections of this chapter provide you with the information you
need.

If you're installing a wireless adapter, you may want to refer to the product
manual for specifics on using that adapter’s configuration utility. However, if
you prefer to use the Windows or Mac OS X configuration utility for the wire-
less adapter, you can disable the manufacturer’s utility. Refer to Book IV,
Chapter 1 to see how to switch between the manufacturer’s and Windows
utilities, and how to use the Windows and Mac OS X utility.
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Installing the Software and Drivers

If you're using the manufacturer’s utility, or if you need the product manual
for any other reason, you can obtain your product’s documentation in two
ways:

4+ On the CD: If your networking product came with a CD, pop it in and
browse the contents. This is particularly useful if you can’t access the
Internet at the time.

4 On the Web: Go to the manufacturer’s Web site (most of the popular
ones are listed in Book V, Chapter 4) and find the Downloads or Support
section to download the product manual or installation guide. You may
find this in the same area of the site where you download drivers and
firmware.

If you haven’t done so already, you should double-check to see whether your
computer already has network connections before you install adapters. For
help on checking this, refer to the Book I, Chapter 1.

Installing the Software and Drivers

Network adapters come with drivers, which are files that tell the network
what to do and act as its brain. The drivers must be installed in order for the
network adapter to work at all. These are on a CD that should be included
with your network adapter. The adapters may also come with a configura-
tion utility, which is software that lets you configure the network adapter’s
settings and management the networks you connect to.

If you have the disc, pop it in your CD drive. The installation program for the
driver and software may come up automatically and help you. If not, browse
the contents of the disc using My Computer or Computer for an installation
file, such as setup.exe. Then run the install file and follow the directions
that appear on your screen.

If you don’t have the disc that came with the network adapter, don’t worry.
You can download the drivers and software from the manufacturer’s Web
site. Of course, you have to be able to get on the Internet to do so. If you
need help figuring out the Web site address, check Book V, Chapter 4 for

a list. Then go to the appropriate site and find the Downloads or Support
section.

If you're installing the drivers from the disc, you may just want to quickly
check the manufacturer’s Web site to see whether a newer version is avail-
able. Even if you just bought your network adapter from the store, you may
find a newer driver. (The product you bought could have been sitting in stock
rooms for a while.) Book II, Chapter 5 discusses how to upgrade drivers.


http://

Inserting the Adapter 119

Inserting the Adapter

Figure 3-1:
Example of
a PCI
network
adapter,
particularly
a wired
(Ethernet)
adapter.

After you have installed the drivers and software, you need to do the physi-
cal installation. The following sections tell you how to do just that, and you
can go to the section that corresponds to the type of network adapter you're
installing (and skip the rest).

A PCl adapter goes inside your computer

If you have a PCI or PCI Express adapter, you need to get it in place inside
your computer. As you might infer, installing PCI adapters takes the most

time and is the most complicated part. But even if you have never looked Book Il
inside a PC before, you can still do it. Most of the time, the hardest part is Chapter 3
just figuring out how to remove the computer cover.
=)
«
Before starting the project, you should gather a few things: - =)
=5
(Y]
4+ Philips screw driver: You'll need one of these to do some unscrewing E'ﬁz
and screwing. Yes, this is the screwdriver with the star-shaped end that a %
comes to a point, not one with a flat head — thanks to Henry F. Phillips. S
=

4 Workstation: To keep from losing any screws, you should clear off an
area on a flat, solid surface. A kitchen table will do just fine.

4+ PCI adapter: Obviously, you need your PCI network adapter. It should
look something like Figure 3-1.

Courtesy of Linksys.
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Figure 3-2:
An open PCI
slotina
computer.

Carefully take it out of its packaging and set it to the side of your
workstation.

When you’re ready to give it a go, the following steps can take you through
the entire project:

1. Shut down and unplug your computer.

Carefully disconnect all the cables from your computer after you have
your computer completely shut down. Then you can move your com-
puter to your workstation.

. Remove the PC cover.

Some computer cases are held together by screws; others may have slid-
ing covers (that may take some time to figure out).

When you open the computer, you should touch the metal frame of the
computer before touching any of the innards. You do this to release any
static electricity that’s in your fingers.

. Find an open PCI slot.

Your PCI and/or PCI Express slots should be easily identifiable. You
should see a row of cards (and open slots), about five in total. The card’s
brackets are seen from the back of the computer, so you can plug in
whatever goes with the card. Figure 3-2 shows an example of an open
slot among the collection of PCI cards.
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4. Remove the slot cover.

Open slots should have a cover on them to prevent dust and debris from
entering from the back of your computer. You need to remove a slot
cover so that you can put in your network adapter. Older computers
probably have single screws for each slot cover or PCI bracket. Newer
computers may just have movable mounts that come down and cover all
the PCI cards to hold them in place.

5. Insert the network adapter.

It’s best to line up the card with the slot, press gently to see whether you
have it in the right place, and then push — firmly but gently — down
until it snaps into place, which may take some good pressure.

6. Replace the PCI card screw or mount.
7. Replace the PC cover and plug in the cables.

You can reassemble your computer, move it back to its regular place,
and plug all your cables back into the right spots. If you just installed a
wireless adapter, screw on the antenna(s) that came with the network
adapter onto the antenna connectors.

You did it! Congratulations!

USB adapter plugs right in

Installing a USB network adapter is probably going to be the easiest task of
setting up your home network. It’s as easy as one, two — there’s not even a
three. Here’s how to connect your USB network adapter:

1. Find a USB port.

If you have an older computer, you may find only USB ports on the back
(no other ports). If you have a newer computer, you should have at least
two USB ports on the front of your PC. Your PC may have compartment
doors to hide these along with other ports.

If you aren’t familiar with USB ports, take a look at your network adapter
to see what you're looking for. USB ports are rectangular and small,
about % inch long by 2mm wide.

2. Plug it in.
Simply plug the network adapter into one of your open USB ports.

You're done! See how simple that was?

s19)depy
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Figure 3-3:
Inserting a
PC Card
network
adapter into
a laptop.

For a wireless USB adapter, you may get a bit better wireless signal by plug-
ging it into a port that leaves it more exposed. For instance, rather than plug
it into the back of your computer where it will be against your wall, plug it
into the front.

Laptop adapters insert into the slot

As with the USB adapter, installing a laptop adapter takes only two very
simple steps:

1. Find the PC Card or ExpressCard slot.

Find the slot that you can slide PC Cards or ExpressCards into, usually
on the side of your laptop. Older notebook computers should include a
PC Card slot, which is just over two inches long. Newer notebooks prob-
ably have a smaller slot for ExpressCards.

2. Insert it into the slot.

Simply slip your PC Card or ExpressCard into the slot (see Figure 3-3 for
an example). Be careful to make sure it goes in right. Push the card
firmly to make sure it’s all the way in.
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To save your laptop’s battery life, you can disable your network card if you
aren’t using the network or Internet. See Book IV, Chapter 1 if you don’t know
how to turn your adapters on and off.

Using Power-Line and Phone-Line Adapters

If you are setting up a power-line or phone-line network, each computer (and
possibly your Internet connection) must be connected to your home’s power
or phone lines, and it is connected through the use of an adapter. Installation
and setup are usually easy and straightforward. As with regular network
adapters, you can use the directions that came with your equipment or
follow the steps in this book.

If you need to obtain the product installation guide or manual, refer to
“Preparing to Install Wired and Wireless Adapters,” earlier in this chapter.
The suggestions there also apply here.

If you want to follow the steps in this book to install and set up your power-
line or phone-line network, you need to have a power-line or phone-line
adapter for each of your computers you want to be on the power-line or
phone-line network. You also need one for your Internet connection, unless
you’re sharing the Internet in some other way, such as that discussed in the
Book II, Chapter 2.

Then, follow these steps for each adapter you're setting up:

1. Plug the adapter into an electrical outlet.

When using power-line adapters, don’t plug them into power strips,
extension cords, or surge protectors. Adding these extra components
between your adapters can prevent them from working correctly, keep
them from working at all, or make them work below their highest poten-
tial. Power-line equipment often has its own surge protectors.

Also, you may not want to plug in power-line devices to outlets con-
trolled by wall switches. Someone may unintentionally turn your net-
work connection off.

2. If you have any phone-line adapters, plug them into a phone jack.
3. Connect the adapter to a computer or your router.

If you're connecting a computer to the network, connect one end of an
Ethernet cable (probably included with the adapter) to the adapter and
the other end to the computer.

s19)depy
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If connecting your Internet connection to the network, run the Ethernet
cable between the adapter and one of the Ethernet ports (usually four in
arow) on the back of your router. Also, make sure your wireless router
is plugged in and ready to go.

4. Insert the CD-ROM to install the software.

On the computer(s) you just hooked up to the power-line or phone-line
adapter, insert the CD included with your adapter and proceed with the
software installation. If an installation wizard appears and asks you to
hook up the devices, just ignore it and proceed with the software instal-
lation, because you have already hooked up the devices.

5. Configure Encryption.

After the software has been installed, open the configuration utility for
the adapter, which is usually accessible by the new entry to your Start
menu. You should enable encryption for all your power-line or phone-
line adapters.

Now your power-line or phone-line network is up and running. If further
setup is necessary, the next chapter, which discusses setting up the entire
network, should help you out.
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Chapter 4: Setting Up and
Configuring the Network

In This Chapter

v Finding spots and installing the equipment

+* Running and connecting cables

1 Configuring routers and Internet connections

1 Creating wireless computer-to-computer networks

v Setting Workgroups and Computer Names

T) make use of this chapter, you should have all the required hardware
for your network bought and gathered together. Also, if you haven’t
done so already, you need to read the preceding chapter of this minibook to
get the network adapters installed in the computers you want to be on the
network. Additionally, you should have your high-speed Internet activated
and the modem hooked up to the Internet line. With all those preparations
made, you're ready to set up and configure the rest of the network.

If you're setting up a wired or wireless network (using a router) or setting up
a power- or phone-line network, you can follow the instructions given by the
manufacturer, if you prefer. These directions are usually given on a quick
install sheet, with more details and information in the product manual that’s
usually loaded on a disc and included in the box with your products. How-
ever, you can alternatively follow the steps and advice given in this chapter
to set up and configure your network. These two sets of information may
differ in some details, but either should get you up and networking.

If you're setting up a computer-to-computer network, you’ll have to follow
this chapter’s directions — product documentation usually doesn’t include
information on how to create this type of network.

In this chapter, you find out how to physically install your networking equip-
ment and cables and configure your network equipment and computers.

Get ready, your network is almost complete!
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Getting Physical with the Installation

First, you need to do the physical part of the installation — install the router,
run wires, plug things in, and so on. The following sections step you through
these tasks. After that, I take you through the process of configuring all your
settings.

Installing the router

If you're setting up a wired or wireless network with a router, you first have
to figure out where to place the router. Usually, the bigger the square footage
and floors your home has and the more computers you have, the harder it is
to find the sweet spot (or the location that gives you the maximum range for
wireless and lets you use the least amount of cable for wired connections). If
you have just a few computers and a home on the smaller side — fewer

than 1,500 square feet — with only two levels or less, placement won’t be

as crucial.

Thinking about your modem

For either a wired or wireless router, keep in mind that it will need to be
close to the Internet modem. You can usually move your modem around,
though you're limited, of course, by the number and placement of outlets for
the connection type, such as phone jacks for DSL and TV outlets for cable
Internet. If needed, call your Internet service provider for more information
on moving your modem.

If you can’t seem to get the modem close to the optimum spot for your
router, consider purchasing and using a longer Ethernet cable between the
two devices. In that case, you obviously would need to figure out how to
hide the cable. I provide some ideas about that later in this chapter.

Finding a spot for your wired router

See Book II, Chapter 2 for help in finding your wired router’s sweet spot if
you haven’t already done that and measured your Ethernet cabling paths.
Also, you need to establish the location of your Internet modem, as dis-
cussed in the previous section.

Finding a spot for your wireless router

Because wireless routers use the airwaves to communicate with your com-
puters, you have many things to consider when picking a good location, as
follows:

4+ Place it in a central location. You probably want the best connection
possible for all your computers, so the wireless router will probably
work best if placed in the middle of your home or desired coverage area.
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This location helps ensure that you have relatively equal coverage in all
directions. Book V, Chapter 1 helps you troubleshoot possible problems
and shows you the differences between good and bad placements.

4+ Think about attenuators. The fact that wireless routers send and
receive signals with your computers brings up another issue: The sig-
nals can be blocked or degraded by objects in your home. When finding
a place for the router, try to stay away from big solid objects that may
attenuate the signals. For example, rather than place the router against a
wall that has a big, solid, wood entertainment center behind the wall,
move the router down several feet or find a different location altogether.
Additionally, you don’t want to put the router inside anything. You want
the router to be exposed as much as possible.

4+ Keep away from interfering devices. Don’t place the wireless router
next to devices that may interfere with the Wi-Fi signals. This includes
electrical and radio devices that use — or bleed onto — the same fre-
quency band (2.4GHz) of your wireless network. A few of the devices
that can interfere with your wireless network are

¢ Neighboring wireless networks

¢ Cordless phones

¢ Baby monitors

e Wireless speakers and headphones

¢ Kitchen microwaves

If you're using the less popular wireless A equipment, you're using the 5GHz
frequency band instead. You may experience interference from other, similar
5GHz devices.

Plugging in the router

When you have found the place for your wired or wireless router, go ahead
and plug it in, as follows:

4+ Connect your modem to the Internet. If you haven’t already, make sure
that your Internet modem is set up and connected to the Internet, which
you can verify by looking at the status lights on the modem.

4+ Connect your router and modem: Your router (and maybe your
modem) should have come with an Ethernet cable — with similar but a
bit wider connectors than telephone cords. You want to connect one
end to the Internet modem’s Ethernet port. You plug the other end into
the router’s port for the Internet connection, usually labeled “Internet”
or “WAN.”

4 Plug in the power. Simply plug the power cord into the back of the
router and the other end into an electrical outlet.
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Laying and connecting the cables

Now'’s the time to run your Ethernet cable if you're creating a wired-only net-
work or wiring computers directly to a wireless router. If you haven’t already
figured out the paths for your Ethernet cables to be run between your router
and computers, see Chapter 2 of this minibook.

After you have run the cables, hook them up to the router and/or computers
as follows:

4+ For cables going to a router: You can connect the cables coming from
computers to the regular Ethernet ports on your router — usually you
can use any of the other (4 or 8) ports except for the Internet or WAN
port.

4+ For cables going to computers: Plug the cable into the Ethernet port of
the network adapter.

4+ If setting up a computer-to-computer network: You need to hook one
computer up to the Internet modem. Simply connect one end of an
Ethernet or USB cable (probably provided with the modem) to the
modem’s port and the other end to the appropriate port of the com-
puter. Later, you’ll set up this computer to share its Internet connection
among the others on the computer-to-computer network.

Make sure that all the cable connectors are pushed in and snapped into
place. A gentle tug on the cable can help make sure you have them in right.

Plugging into power lines

If you're setting up a power-line network, you should have already installed
and configured the power-line adapters for your computers and Internet
modem. If you haven’t done so yet, flip back to the previous chapter.

If you want to save money, you can connect your Internet modem to one of
the computers on the power- or phone-line network rather than dedicate a
power- or phone-line adapter to your modem. Then you can configure your
computer to share its Internet connection with others on the network. I dis-
cuss this approach in the “Configuring Internet for nonrouter networks” sec-
tion, later in this chapter.

Before you complete your network installation, though, here are a few things
to consider:

4 Plug directly into an outlet. You shouldn’t connect power-line equip-
ment into power strips, extension cords, or surge protectors. Adding
these extra components between your adapters can prevent the connec-
tion from working right, or at its best potential, or can even cause it to
not work at all. Power-line equipment often has its own surge protectors.
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4+ Avoid wall-switch outlets. If you plug in power-line devices in outlets
controlled by wall-switches, you run the risk that someone might unin-
tentionally turn your network connection off.

4+ Enable power-line encryption: You should enable encryption for all
your power-line devices. You might do this during installation as recom-
mended by the manufacturer’s installation guide, or you can usually do
it by accessing a configuration utility on your computer after you’'ve
already installed the device.

Setting Up and Configuring the Network

\

When you have all your networking equipment installed, you can configure
your network. The following sections help you through the process.

Setting up your wired or wireless router

To configure the settings, you must first connect at least one computer to
the router. For wired connections, you probably need to just plug in the
Ethernet cable on both ends, which you may have already done if you fol-
lowed along in the previous section. To connect wirelessly, find and choose
the default network name (usually stated in the product documentation) of
the wireless router and click the button to connect.

For step-by-step directions on how to connect (and how to check whether
you're connected), see Book IV, Chapter 1. If you can’t seem to connect your
computers to the router, you can refer to the troubleshooting steps in Book V,
Chapter 1.

Accessing the Web-based configuration utility

After you are successfully connected to the router, you need to bring up its
Web-based configuration utility to configure all the settings for your router.
To access the utility, open your Web browser, such as Internet Explorer,
Netscape, or Firefox, enter the IP address of your router into the browser’s
address bar, and press Enter.

Keep in mind that some manufacturers may use a domain name, instead of
an IP address, that looks like a Web site address.

If you don’t know the IP address, refer to Book V, Chapter 3 for help.

When the configuration utility opens, you receive a prompt, such as that
shown in Figure 4-1, to enter the default username and password for the
router. The default username and password are given in the product docu-
mentation. You can also refer to Book V, Chapter 3 for a list of default user-
names and passwords for many popular brands.
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Figure 4-1:
Logging into
a router
using its IP
address.
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Using setup wizards

After you log in to the router’s configuration utility, you may see links or
buttons to take you to setup wizards. Some routers may have only one
wizard to configure all the initial settings; others may have separate wizards
for the Internet connection, wireless, and network settings. You can either go
through these wizards or follow the steps in the next two subsections, which
also cover the initial settings you need to configure. But even if you go the
wizard route, you can refer to the tips given here.

Configuring the Internet connection

First you need to find the Internet connection settings in the Web-based con-
figuration utility, such as Figure 4-2 shows.

You may find these settings in a Setup, WAN, or Internet section. When you
locate them, select the connectivity type for your particular Internet connec-
tion and enter any required information. Following are the typical choices:

4 DHCP (Automatic Configuration): Choose this if your Internet connec-
tion automatically provides you with an IP Address and doesn’t require
you to enter any login or address information. Most cable modems use
this type of connection.
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Helpful Hints....|
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4+ Static IP: Choose this option if your ISP provided you with IP Address
information that has to be manually configured, which usually includes
the following pieces of information: Internet IP address; subnet mask;
gateway; and static DNS addresses.

4 PPPoE: Point-to-Point Protocol over Ethernet (PPPoE) is commonly used
by DSL modems and typically requires a username and password to get
online.

4+ PPTP: Point-to-Point Tunneling Protocol (PPTP) uses a virtual private
network to connect to your ISP. This method of connection is primarily
used by DSL modems, typically just in Europe. This type of connection
typically requires a username and password to get online.

4+ L2TP: Layer Two Tunneling Protocol (L2TP) also uses a virtual private
network to connect to your ISP. This type of connection is used by some
DSL modems and typically requires a username and password to get
online.

<P This information should have been provided to you from your Internet
Service Provider (ISP) when you signed up. If needed, contact your ISP for
the information. However, if you didn’t receive any connection or login infor-
mation, you're probably supposed to use DHCP (Automatic Configuration).
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Some ISPs may require a few more pieces of information, including the
following:

4+ Host Name: They may check your router’s Host Name against the Host
Name that is registered with your account. This helps the ISP ensure
that your router and the service are legitimate.

4 MTU: The Maximum Transmission Unit (MTU) is the largest packet size
(in bytes) that the router will send through your Internet connection.
Typical values are 1,500 bytes for an Ethernet connection and 1,492
bytes for a PPPoE connection. The default value set in your router is
usually fine; however, sometimes you may have to make a slight change.

4+ MAC address (cloning): In some cases, your ISP may require the MAC
(physical) address of the router be equal to the MAC address that is reg-
istered with your ISP account. This address registered with your ISP
account may be set by the computer or router first used to initially con-
nect to the ISP’s service. Therefore, Internet access is granted only when
the device you have hooked to the modem has the MAC address of that
initial device. However, most routers have a MAC address cloning fea-
ture that lets you change the address seen by your ISP — essentially
tricking your ISP.

Don’t forget to save any changes you've made. You can usually do this by
clicking a Save button on the top or bottom of the page. The wireless router
may reboot and you may be disconnected for a minute.

Setting your router’s password
qy 4

Because the default password for your router is publicly known, you need to
change it. To do so, follow these steps:

1. Click the Admin, Management, Tools, or Administration tab (or other
tab containing the password settings, as shown in see Figure 4-3).

2. Type in your desired password into the Password and Verify fields.

Some wireless routers may allow you to specify a user account (which
can’t make any changes) in addition to the necessary administration
account (which has full privileges).

Because you could forget your username and password, you may want
to write it on a small piece of paper and tape it on the bottom of your
router. You may also want to include the IP address of the router so that
you don’t forget how to access the utility.

3. Click the Save or Apply button, on the top or bottom of the page, if
you made any setting changes.
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The wireless router may reboot and you may be disconnected for a
minute. When you’re connected to the network again, you can access
the Web-based utility again (discussed in an earlier section) with your
new (username and) password.
Configuring wireless-specific settings on the router
If you are using a wireless router, you have a few more settings to configure
before you’re done. To complete the configuration, follow these steps:
1. Click the Wireless tab (or other, similarly named tab containing the
basic wireless settings. (See Figure 4-4 for an example.)
2. Enter your own name in the Network Name (or SSID) field. (Figure 4-3
A\ shows an example.)

Keep the following in mind when creating a network name:
¢ [t is case sensitive and must not exceed 32 characters.
¢ You can use any of the characters on your keyboard.

e Don’t include information that might give away your location, such
as a street number or last name.
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3. Set your channel, usually by selecting one from a drop-down list.
Setting your channel isn’t necessarily required (because it’s set by
default) but may help in the long run.
QWP If your router supports automatic channel selection, use that option. If it

doesn’t, you should pick a channel other than channel 6 — such as
channel 1 or 11. Channel 6 is the default used by nearly all wireless
routers. Selecting another channel reduces the chances of being inter-
fered with by (or causing interference with) a neighboring network.
But you should always try to stick with the nonoverlapping channels
of 1,6, or 11.

4. If the encryption settings aren’t located with the basic wireless set-
tings, click the Wireless Security tab (or another tab containing the
encryption settings).

See Figure 4-5 for an example of these settings.

To prevent others from connecting to your wireless network and also
from seeing what you are doing on your network, you need to enable
encryption.
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Figure 4-5:
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To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WER, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not

WIRELESS SECURITY MODE

require an authentication server. The WPA-Enterprise option requires an external RADIUS server.

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key box.
For 128 bit keys you must enter 26 hex digits into each key box. A hex digit is either a number
from 0 to 9 or 2 letter from A to F. For the most secure use of WEP set the authentication type
to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. A maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 128 bit keys.

If you choose the WEP security option this device will ONLY operate in Legacy Wireless mode
(802.11B/G). This means you wil NOT get 11N performance due to the fact that WEP is not
supported by Draft 11N specification.
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<® For the best protection, use WPA2-PSK (Personal) or WPA-PSK (Personal)
encryption. You may, however, be limited to using the less secure type
(WEP) when you have older wireless adapters on your network that
don’t support these newer types.
For help on setting up encryption, refer to Book IV, Chapter 1.

<P To remember the network key for your wireless network, you may want

to save it in a text document and put it in a safe place. (I save mine to
the My Documents folder of all my computers.) This way, when you have
to reconfigure your adapters down the road, add new computers, set up
a networking accessory, or whatever, you always have the key where
you can get it. This is especially useful when using WEP keys, which
aren’t easy to remember and are much easier to copy and paste than to
type in. But for any type of key, you can always write it on that piece of
paper under your router, as mentioned previously.

o

(Optional) Enable additional security features.

Limiting network access by using MAC address filtering and “hiding”
your wireless network by disabling network name broadcasting are two
ways you can better secure your wireless network. However, using these
optional techniques requires additional setup and configuration time
and can sometimes cause issues and inconveniences when using your
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network. It’s up to you whether you want to spend a bit more time to get
your network even more secure.

For help on setting up these features, refer to Book IIl, Chapter 2.

6. Click the Save or Apply button, on the top or bottom of the page, if
you made any changes to settings.

The wireless router will reboot and you will be disconnected for a
minute. If you were connected wirelessly (rather than by an Ethernet
cable), you have to reconnect with the new network name. You can
probably just choose the new network name from your available wire-
less network list. However, if you have broadcasting disabled (from Step
5), you need to manually set up a connection by adding a network to
your preferred list. Refer to Book IV, Chapter 1 for more information.

If you have enabled encryption on your wireless router, you must enter the
same key on your computers. You can do so when connecting to the network
the next time (from your available wireless network list) or you can (manu-
ally) set this network up as a preferred network.

When you’re reconnected to the network, you can access the Web-based util-
ity again, as discussed previously.

Configuring your Internet connection
for nonrouter networks

If you are creating a computer-to-computer without a router, one computer
must be connected to your Internet modem. However, you still may have to
configure your computer with the proper connection information in order
for the Internet connection to work. The following sections describe how to
do this based on the type of connectivity method specified by your ISP.

You may also have to configure your computer with your Internet connec-
tion information if you’re setting up a power- or phone-line network and
hooking your Internet modem to a computer, which saves money by not
requiring you to dedicate an adapter to your modem. You can just set up
your modem and a power- or phone-line adapter with your computer. Then
you can configure your computer to share its Internet connection with
others on the network.

If you're creating a computer-to-computer or power- phone-line network but
have a wired or wireless network with a router, you don’t have to configure a
computer with your Internet connection. You can skip down to the “Bridging
network connections” section.
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The type of connectivity method and any necessary information should have
been provided to you from your Internet Service Provider (ISP) when you
signed up. If needed, contact your ISP for the information. However, if you
didn’t receive any connection or login information, you’re probably sup-
posed to use DHCP (Automatic Configuration), which means that you don’t
have to continue with configuring your Internet connection.

For information about the various types of connections, including DHCP, see
the “Configuring the Internet connection” section under “Configuring your
wired and wireless routers,” earlier in this chapter. Meanwhile, the following
sections take you step-by-step through configuring your modem (for the var-
ious operating systems covered in this book) for Point to Point Protocol
over Ethernet (PPPoE) connectivity, which is typical for DSL modems and
requires a username and password to get online.

If your Internet connection uses a static IP address, you can refer to Book IV,
Chapter 1 to configure the static IP address information given to you by your
ISP. If your Internet connection uses any other method than DHCP, PPPoE, or
static, refer to the directions given to you by your ISP.

Configuring PPPoE in Windows XP

You can set up your Windows XP computer for a PPPoE connection by fol-
lowing these steps:

1. Click Start.

2. Click Control Panel.

If using the Classic Start menu, click Settings, and then click Control
Panel.

3. In the Control Panel window, click the Network and Internet
Connections category.

If in Classic Control Panel view, skip this step.
4. Click the Network Connections icon.
5. In the Network Tasks pane, click the Create a New Connection link.
6. On the New Connection Wizard that appears, click Next.

7. On the Network Connection Type page, select the Connect to the
Internet radio button and click Next.

8. On the Getting Ready page, select the Set Up My Connection Manually
radio button and click Next.

9. On the Internet Connection page, select the Connect Using a
Broadband Connection that Requires a User Name and Password
radio button and click Next.
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10.

11.

12.

On the Connection Name page, enter a name for your connection into
the ISP Name text box and click Next.

This can be anything you wish to help you identify the connection in
your Network Connections window.

On the Internet Account Information page, enter your account creden-
tials into the User Name, Password, and Confirm Password fields, and
click Next.

Your ISP should have provided you with this information when you
signed up for service.

On the Completing the New Connection Wizard page, review your set-
tings, select the Add a Shortcut to this Connection to My Desktop
checkbox, if you prefer, and then click Finish.

The connection window should appear. You can connect to the Internet
by clicking Connect.

You can bring up this connection window again by choosing Start>Connect
To and then the name of your Internet connection. If you're using the Classic
Start menu, you choose Starte>Settingse>Network Connections and then the
name of your Internet connection. The connection is also listed in your
Network Connections window, which is accessible from the Control Panel.

Configuring PPPoE in Windows Vista

If you're using Windows Vista, here’s how to set up a PPPoE Internet
connection:

1.
2.
3.
4.

Click the network icon in the system tray.
Click Network and Sharing Center.
Under Tasks in the left pane, click Set Up a Connection or Network.

In the Set Up a Connection or Network Wizard that appears, select
Connect to the Internet and click Next.

If Windows detects an Internet connection, it asks whether you want to
browse the Internet now or set up a new connection anyway. You should
select the Set Up a New Connection Anyway option.

. On the How Do You Want to Connect page, click Broadband (PPPoE).

. On the Type the Information from Your Internet Service Provider

(ISP) page, enter your account credentials into the User Name and
Password fields.

Your ISP should have provided you with this information when you
signed up for service.
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7. Enter a name into the Connection Name field.

This can be anything you wish to help you identify the connection in
your Network Connections window.

8. Select the Allow Other People to Use This Connection checkbox.
9. Click Connect.

You can access the connection by clicking the network icon in the system
tray, selecting Network and Sharing Center, and clicking the Manage Network
Connections link in the left task pane. You'll see the connection listed in your
Network Connections window.

Configuring PPPoE in Mac 0S X Leopard

Here’s how to set up a PPPoE connection in Mac OS X Leopard:

1.
2.
3.

Click the Apple icon and then click System Preferences.
In the System Preferences window, click the Network icon.

On the Network window, click the plus sign under the list of network
connections and adapters.

. On the pop-up window that appears, select PPPoE from the For

Interface drop-down list, select Ethernet from the Ethernet drop-down
list, type a name into the Service Name text box, and click the Create
button.

The Service Name distinguishes this connection from the other connec-
tions and adapters in the Network window.

Your connection is added to the list and its settings are displayed.

. On the Network window with the newly created PPPoE connection

selected, enter your PPPoE Service Name if required by your ISP.

Enter this only if your ISP specifies a service name.

. Enter your account credentials into the Account Name and Password

fields and then select the Remember this Password checkbox if you
don’t want to enter the account credentials each time you connect.

Your ISP should have provided you with this information when you
signed up for service.

. To save your changes, click the Apply button.

When you want to connect, click the Connect button.
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To be able to quickly access your DSL connection status and settings, you
can select the Show PPPoE Status in Menu Bar option. You can also bring
up this information whenever you want by choosing System Preferences=
Network.

Configuring PPPoE in Mac 0S X Tiger

To configure a PPPoE connection in Mac OS X Tiger, follow these steps:

1. Click the Apple icon and then click System Preferences.
2. In the System Preferences window, click the Network icon.

3. In the Network window, select the Ethernet adapter that’s connected
to your modem from the Show drop-down list.

™

. From the adapter page that appears, click the PPPoE tab.
. Check the Connect Using PPPoE checkbox.

)

6. If required by your ISP, enter your ISP’s name into the Service
Provider text box.

Enter this only if your ISP specifies that you do so.

7. Enter your account information into the Account Name and Password
fields.

These are the credentials that your ISP should have provided you with
when you signed up for service.

8. If required by your ISP, enter your PPPoE Service Name into the
text box.

Enter this only if your ISP specifies a service name.

9. To set your PPPoE advanced and dialing settings, click the PPPoE
Options button, select or deselect the checkboxes as you desire, and
click OK to return to the adapter’s page.

10. To save your changes, click the Apply button.
When you want to connect, click the Connect button.
To be able to quickly access your DSL connection status and settings, select

the Show PPPoE Status in Menu Bar option. You can also find this informa-
tion whenever you want by choosing System Preferences=>Network.

Configuring PPPoE in Ubuntu
Here’s how to configure a PPPoE connection in Ubuntu:

1. From the Ubuntu toolbar, choose Applications->Accessories~>Terminal.

A DOS-type window appears.
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2. Type sudo pppoeconf, as Figure 4-6 shows.

-‘_j Applications Places System @L._ig Eric Geier (£ 0 ] il Mon Mar 24, 2:31 PM E

=1} encElbuntiesikropi =
File Edit Wiew Terminal Tabs Help
eric@ubuntuDesktop:~$ sudo pppoeconf

Figure 4-6:
Starting the
PPPoE
connection
configu-
ration utility. |
= | @ eric@ubuntubesktop... | I:I a
3. If requested, type your Ubuntu account password into the Terminal
and press Enter.
4. Complete the setup wizard by reading and responding to the prompts.
Sharing the Internet for nonrouter networks
If you are creating a computer-to-computer or power- or phone-line network
(without a router), you need to set up the computer that’s hooked to the
modem to share the Internet connection. Doing so gives the other comput-
ers on the computer-to-computer network access to the Internet.
\\3

If you can’t enable Internet Connection Sharing, you can try bridging the two
network adapters in Windows, as discussed in the “Bridging network con-
nections” section, later in this chapter.

Sharing the Internet connection in Windows XP
Here’s how to enable Internet Connection Sharing (ICS) in Windows XP:

1. Click Start.
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Figure 4-7:
Letting other
computers
use your
Internet
connection
in Windows
XP.

2. Click Control Panel.

If using the Classic Start menu, click Settings, and then click Control
Panel.

3. In the Control Panel window, click the Network and Internet
Connections category.

If in Classic view, skip this step.

™

. Click (or double-click) the Network Connections icon.

5. In the Network Connections window, right-click the network adapter
and select Properties.

You want to right-click the network adapter (or network bridge) that

connects to the computer-to-computer or power- or phone-line network.

6. In the Network Connection Properties window, click the Advanced tab.

7. On the Advanced tab, check the Allow Other Network Users To

Connect Through This Computer’s Internet Connection checkbox (see

Figure 4-7).

-L Local Area Connection Properties (2]

General | Advanced

Wiindows Firewsall
Protect my computer and network. by miting Settings:
ar preventing access to this computer from
the Internet
Internet Connection Sharing
Allows other network. users to connect through this
omputer's Internet connection

Allow other network users ta control or disable the

shared Intemnet connection
Settings.

Learn more about [k

I wou're not

set these properties, use

i instead
0K Cancel

8. Click OK.
Sharing the Internet connection in Windows Vista
Here’s how to enable Internet Connection Sharing (ICS) in Windows Vista:

1. Click the network icon in the system tray.

2. Click Network and Sharing Center.
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. Under Tasks in the left pane, click Manage Network Connections.

. In the Manage Network Connections window, right-click the network

adapter and select Properties.

You want to right-click the network adapter (or network bridge) that
connects to the computer-to-computer or power- or phone-line network.

If User Account Control is active, click Continue on the prompt.
In the Network Connection Properties window, click the Sharing tab.

On the Sharing tab, check the Allow Other Network Users To Connect
Through This Computer’s Internet Connection checkbox.

Click OK.

Sharing the Internet connection in Mac 0S X Leopard
Follow these steps to share an Internet connection in Mac OS X Leopard:

1.
2.
3.

4.

Click the Apple icon and then click System Preferences.
In the System Preferences window, click the Sharing icon.

In the Sharing window, click the Internet Sharing checkbox in the
Service list on the left, and when prompted to confirm that you want
to turn on Internet sharing, click the Start button.

If more than one adapter is active, choose the connection that has the
Internet connection from the Share Your Connection From drop-down
list, and in the To Computers Using list box, select the checkboxes for
the connections you want to share your Internet connection on.

If only one network adapter or connection is active, these settings are
grayed out and you can’t select them.

Sharing the Internet connection in Mac 0S X Tiger
To share an Internet connection in Mac OS X Tiger, follow these steps:

ST LY ™ W N~

. Click the Apple icon and then click System Preferences.

. Click the Sharing icon.

. In the Sharing window, click the Services tab.

. Select the Personal Web Sharing checkbox in the Service list box.
. Click the Internet tab.

. Choose the connection that has the Internet connection from the

Share Your Connection From drop-down list, and in the To Computers
Using list box, select the checkboxes for the connections you want to
share your Internet connection on.
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If only one network adapter or connection is active, these settings are
grayed out and you can’t select them.

7. Click the Start button.

Creating a wireless computer-to-computer network

If you are setting up a wired computer-to-computer network, you should
have already plugged in the Ethernet cables to your computer, which usually
completes the connection process. If you're going with a wireless computer-
to-computer network, though, you have to create the network from one of
your computers and then join the other wireless computers to the network
name you create.

When creating a network name for your computer-to-computer network,
keep the following in mind:

4+ It is case sensitive and must not exceed 32 characters.
4+ You can use any of the characters on your keyboard.

4+ Don’t include information that might give away your location, such as a
street number or last name.

Just as when using wireless routers, you need to enable encryption for your
computer-to-computer network to prevent others from connecting to your
wireless network. Encryption also prevents people from seeing what you are
doing on your network.

For the best protection, use WPA2-PSK or WPA-PSK encryption. You may be
limited, however, to using the less secure type (WEP) when you have older
wireless adapters on your network that don’t support these newer types.

WPA-PSK and WPA2-PSK keys can consist of from 8 to 63 characters in a com-
bination of letters, numbers, and symbols. The key is case sensitive. These
types of keys are comparable to a regular password, in contrast to the keys
entered for WEP encryption, which requires an exact number of limited
types of characters. WEP keys require you to use Hex digits, which are num-
bers from 0 to 9 and letters from A to F. For instance, 01234aBcde constitutes
a 64-bit encryption key.

The following sections describe how to create a wireless computer-to-
computer network in the various operating systems covered in this book.

Creating a computer-to-computer network in Windows XP

Here’s how to create a computer-to-computer network using Windows XP’s
built-in configuration utility:
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Figure 4-8:
Adding a
Network
window in
Windows XP.

1.
2.

3.

4.
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Double-click your wireless adapter icon in the system tray.

In the Network Connection Status window, click the Properties
button.

In the Network Connection Properties window, click the Wireless
Networks tab.

On the Wireless Networks tab, click the Add button.

You should see the window shown in Figure 4-8.

Wireless network properties €25
Association | Authentication | Connection
MNetwork name (SSI0):
Wireless network key
This netwark requires a key for the follawing:
Netwark Authentication Open )
Data encryptior: Disabled -
[] This is & computer-to-computer [ad hoc) network: wireless
access paints are hot used

5.

In the Wireless Network Properties window that appears, enter some-
thing for the name of your computer-to-computer network that you’re
creating in the Network Name (SSID) field.

Tips for choosing a Network Name are given earlier in this section.

Set up encryption for the computer-to-computer network. If you don’t
want to enable encryption for your computer-to-computer network, set
Network Authentication to Open and Data Encryption to Disabled. To
enable WPA-PSK or WPA2-PSK, set Network Authentication to one of the
types and set Data Encryption to AES because it provides stronger
encryption. Then enter your desired Network Key into both boxes. To
enable WEP, set Network Authentication to Open and set Data Encryp-
tion to WEP. Then enter your desired Network Key into both boxes,
using the valid type and amount of characters. To enter a 128-bit key
(which is recommended), you must enter 26 hexadecimal (hex) digits.
For 64-bit keys, you must enter 10 hex digits.

Network key requirements are discussed earlier in this section.
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Figure 4-9:
Creating a
wireless ad
hoc network
in Windows
Vista.

7. Select the This Is a Computer-to-Computer (Ad Hoc) Network; Wireless
Access Points Are Not Used checkbox (found at the bottom of the

window).

8. Click the Authentication tab to specify the authentication settings.

You can deselect the Enable IEEE 802.1x Authentication for This Network
option since 802.1x is primarily used in enterprises. You don’t have to

worry about, or change, the other settings.

9. Click the Connection tab and select the Connect When This Network is
in Range option if you want Windows to automatically connect to the

wireless network when it is available.
10. Click OK.

Creating a computer-to-computer network in Windows Vista
If you're using Windows Vista, here’s how to create the network with Vista’s

configuration utility:

1. Right-click the network icon in the system tray and select Network

and Sharing Center.

2. In the Tasks pane, click the Set Up a Connection or Network link.

3. In the Set Up a Connection or Network Wizard that appears, select Set
Up a Wireless Ad Hoc (Computer-To-Computer) Network and click the

Next button.

4. On the Set Up a Wireless Ad Hoc Network page, click the Next button.

You should see a window like the one shown in Figure 4-9.

@ ‘E" Set up a wireless ad hoc (computer-to-computer) network
Give your network a name and choose security options

Metwork narme:

Security bype: WP AZ-Personal ~| Help me choose

Security key/Passphrase: " | Display characters

|| Sawve this network

Mext

(o] & ==

| | Cancel
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5. Enter a name for your computer-to-computer network into the
Network Name field.

Tips for choosing a network name (SSID) are given earlier in this section.
6. Set up encryption for the computer-to-computer network.

If you don’t want to enable encryption for your computer-to-computer
network, set Security Type to No Authentication (Open). To enable WPA-
Personal (PSK) or WPA2-Personal (PSK), set Security Type to one of the
types. Then enter your desired Security Key into both boxes. To enable
WEP, set Security Type to WEP. Then enter your desired Security Key
into both boxes using the valid type and number of characters. To enter
a 128-bit key (which is recommended), you must enter 26 hexadecimal
(hex) digits. For 64-bit keys, you must enter 10 hex digits.

Security Key requirements are discussed earlier in this section.

7. If you want to save this network, which is probably the case, select the
Save This Network option.

8. Click the Next button.
The program sets up the network and lets you know when it’s done.

9. On the Network is Ready to Use window, click the Close button.

Creating a computer-to-computer network
in Mac 0S X Tiger and Leopard

Here’s how to create a computer-to-computer network in Mac OS X Tiger and
Leopard:

1. Click the Airport icon in the upper-right corner of the desktop and
click Create Network.
You should see a window like the one shown in Figure 4-10.

2. In the Create a Computer-To-Computer Network window that opens,
enter the network name (SSID) for your network into the Name field.

Tips for choosing a network name are given earlier in this section.
3. Choose a channel for your network from the Channel drop-down list.

You should pick a channel other than channel 6 — such as channel 1 or
11. Channel 6 is the default used by nearly all wireless routers. Selecting
another channel reduces the chances of being interfered with by (or
causing interference with) a neighboring network. But you should
always try to stick with the nonoverlapping channels of 1, 6, or 11.
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Figure 4-10:
Creating a
wireless ad
hoc network
in Mac 0S X.

.’ Grab File Edit Capture Window Help @m = A 4) Monl0:35AM Q

Create a Computer-to-Computer network.

a Enter the name of the Computer-to-Computer network you
want to create.

Name:

Channel: | Automatic (11) 2

"1 Require Password

@ Cancel Ok

4. To enable encryption for your network in Tiger, click the Show

Options button and select the Enable Encryption (using WEP) option
and then select an encryption type (128-bit key is best) from the WEP
Key drop-down menu list; in Leopard, select the Require Password
checkbox and select an encryption type (128-bit key is best) from the
Security drop-down list.

Then, for both Tiger and Leopard, type in the network key you want to
set for your network into the Password and Verify (or Confirm) fields,
using the valid type and amount of characters.

Enabling encryption helps prevent others from connecting to your com-
puter-to-computer network and also from seeing what you are doing on
your network.

Security Key requirements are discussed earlier in this section.

5. Click OK.
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Creating a computer-to-computer network in Ubuntu
Here’s how to create a computer-to-computer network in Ubuntu:

1. Click the network icon from the Ubuntu toolbar and select Create New
Wireless Network.

You should see a window like the one shown in Figure 4-11.

-‘3 Applications Places System e|-;|e Eric Geier £ B gl “i Mon Mar 24, 2:30 PM @
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By default, the wireless network's name is set to your
computer's name, UbuntuDesktop, with no encryption enabled

Network Name: I ]

Wireless Security: INune ¥

— | ogancel |
Figure 4-11:
Creating a
wireless ad
hoc network
in Ubuntu.

\E\ | () create New wireless ... | n ;_1

2. In the Network Name field, enter a network name (SSID) for your
computer-to-computer network.

Tips for choosing a Network Name are given earlier in this section.

3. Set up encryption for the computer-to-computer network. If you don’t
want to enable encryption for your computer-to-computer network,
leave Wireless Security set to None. To enable WPA-Personal (PSK),
set Wireless Security to WPA Personal, and enter your desired WPA
password/key into the Password field. To enable WEP, set Wireless
Security to WEP 64/128-bit Hex and enter your desired key, using the
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valid type and number of characters, into the Key field. To enter a
128-bit key (which is recommended), you must enter 26 hexadecimal
(hex) digits. For 64-bit keys, you must enter 10 hex digits.

Security Key requirements are discussed earlier in this section.

4. Click the Connect button.

After you've created the computer-to-computer network, you should see

the Network Name (SSID) in your list of available wireless networks, as

with any other wireless network. To join your computers in the computer-to-
computer network, connect to your Network Name. If you need help on con-
necting to wireless networks, see Book IV, Chapter 1.

Bridging network connections

If you have two network adapters on a computer, connected to two different
networks, you can bridge them together, thereby letting you share resources
between the computers on both networks. This is useful when, for example,
you are creating a computer-to-computer network but have a wired or wire-
less network with a router.

Say that PC A is connected to your wireless (router) network, but PC B has
only an Ethernet adapter (no wireless). Rather than run a cable all the way
from the wireless router, you can run a cable from PC A or PC B, which is
much shorter distance. Then, on PC A, you can bridge the wireless and
wired network adapters.

In Windows, you can create only one Network Bridge on a computer, but the
bridge can accommodate numerous network connections. You can’t create a
Network Bridge using network adapters that have Internet Connection
Sharing (ICS) enabled. (ICS is discussed in the “Sharing the Internet for non-
router networks” section, earlier in this chapter.) You must first disable the
ICS feature before adding the network adapter to a Network Bridge. Also
keep in mind that you can’t create a Network Bridge on a computer running
Windows 2000 or earlier.

Creating bridges in Mac OS X isn’t possible. Ubuntu offers the feature; how-
ever, it requires advanced configuration, which is discussed at http://
help.ubuntu.com/community/NetworkConnectionBridge.

To bridge network connections in Windows XP and Vista, you must first
open the Network Connections window. To do so in Windows XP, follow
these steps:

1. Click Start.

2. Click Control Panel.
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Bridging
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connections
in Windows
XP.
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If using the Classic Start menu, click Settings, and then click Control

Panel.

3. In the Control Panel window, click the Network and Internet

Connections category.

If in Classic Control Panel view, skip this step.

4. Click (or double-click) the Network Connections icon.

Here’s how to open Network Connections in Windows Vista:

1. Click the network icon in the system tray.

2. Click Network and Sharing Center.

3. In the Network and Sharing Center, under Tasks on the left pane, click
the Manage Network Connections link.

When you have the Network Connections window open, select the network
connections you want to bridge (either by clicking and dragging your cursor
or clicking the icons while holding the Ctrl key), right-click one of them, and
select Bridge Connections (see Figure 4-12).
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Next, you set up the network bridge to share the Internet connection, by fol-
lowing the steps in the previous “Sharing the Internet for nonrouter net-
works” section.

If you ever want to delete the Network Bridge, just right-click the icon in the
Network Connections window and click Delete. If you want to remove certain
network adapters from the Network Bridge, right-click the adapter and click
Remove from Bridge.

Organizing into a Workgroup and Naming PCs

\\3

When you have all the networking gear set up, you have one more group of
settings to configure — network identification — for each of your comput-
ers. For Windows-based networks, you have a Workgroup (and Domain) set-
ting that helps group your computers. In most cases, particularly for sharing
purposes, having all your computers in the same Workgroup is best.

For each computer, you have to choose to classify it in a Workgroup or a
Domain. There are some differences between the two. You should use
Workgroup, though. Domains are primarily used in corporate networks.

Then you have another (unique) setting for each computer, called the
Computer Name, which helps you identify your computers when sharing and
configuring network settings on your router.

The following sections will show you how to configure your network identifi-
cation values for your computers.

Setting the Workgroup and Computer
Name in Windows 2000 and XP

Here’s how to set the Workgroup and Computer Name in Windows 2000 and XP:

1. Click Start, right-click My Computer, and select Properties.

2. In the System Properties window that appears, click the Computer
Name (in XP) or Network Identification (in 2000) tab.

Figure 4-13 shows the Computer Name tab in Windows XP.
3. Click the Change (in XP) or Properties (in 2000) button.

4. On the Computer Name (or Identification) Changes window, enter a
name for your computer into the Computer Name field.
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System Properties =&
System Restare Automatic Updates Remate
General Computer Name Hardware Advanced

“Windows uses the following information to identify your computer
% on the netwark.

Computer description:

For example: "Kitchen Computer” or "Mary's

Computer”,
Full computer name: desklop,
Wworkgroup: QOFFICE

Ta use the Metwork [dentification \wizard to join a [ Network ID |

domain and create a local user account, click Netwark,
1s]

To rename this computer of join & domain, click Change. Change.

5. Select the Workgroup radio button and enter the same value that you

Domains are primarily used in large corporate or enterprise networks,

Figure 4-13:

The network

identifi-

cation

infoin

Windows XP. [_Cancal_|
use for all your computers into the text box.
so you probably don’t need a domain.

WBER 6. Click OK.
“&
&

All your computers should reside in the same Workgroup, and the Computer
Names need to be unique.

Setting the Workgroup and Computer
Name in Windows UVlista

Here’s how to configure the Workgroup and Computer Name in Windows
Vista:
1. Click Start, right-click My Computer, and select Properties.

2. In the System window, under the Computer Name, Domain, and
Workgroup Settings section, click the Change Settings link.

If UAC is active, click Continue on the prompt.
3. In the System Properties window that opens, click the Change button.

4. In the Computer Name/Domain Changes window, enter a name for
your computer into the Computer Name field.

Book I
Chapter 4
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5. Select the Workgroup radio button and enter the same value that you
use for all your computers into the text box.

Domains are primarily used in large corporate or enterprise networks,
so you probably don’t need a domain.

6. Click OK.

Setting the Workgroup and Computer
Nawme in Mac 0S X

Here’s how to configure the Computer Name in Mac OS X Leopard and Tiger:

1. Click the Apple icon and then click System Preferences.

2. In the System Preferences window, click the Sharing icon.

3. At the top of the Sharing window that appears, change the name in
the Computer Name text box to whatever you want.

Here’s how to configure the Workgroup name in Mac OS X Leopard:

1. Click the Apple icon and then click System Preferences.
2. In the System Preferences window, click the Network icon.

3. In the Network window, click the desired network adapter from the
list on the left.

4. Click the Advanced button in the lower-right corner of the window.
5. In the pop-up window, click the WINS tab.

6. Change the Workgroup field to contain whatever name you want.
Here’s how to configure the Workgroup name in Mac OS X Tiger:

1. Choose Gor>Utilities.

2. In the Utilities window that opens, double-click the Directory Access
icon.

3. On the Directory Access window that appears, select the SMB/CIFS
checkbox and click the Configure button.

4. In the pop-up window that appears, change the name in the
Workgroup field to whatever name you want.
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Setting the Workgroup and
Computer Name in Ubuntu

Here’s how to set the Computer Name and Workgroup in Ubuntu:

1. Click the network icon on the Ubuntu toolbar.
2. Choose Manual Configuration and enter a password in the prompt.
3. In the Network Settings window, click the General tab.

4. Enter a name for your computer into the Host Name field, which is
equivalent to the Computer Name in other applications.

5. Enter the same value you use for all your computers into the
Domain Name field, which is equivalent to the Workgroup in other

applications.

Book I
Chapter 4
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Chapter 5: Working with the
“Brains” of Vour Equipment

In This Chapter

v+ Discovering the world of firmware and how to update it on routers,
APs, repeaters

v+ Understanding and updating the drivers of your network adapters
v~ Figuring out how to safeguard your configuration settings

v Getting techy with aftermarket or replacement firmware for wireless
routers

v+~ Updating your Windows or Mac to keep your operating system free of
known security holes

A s you will soon discover, firmware and device drivers — which are part
of what comprises the “brains” of your equipment — play an impor-
tant role in your home network. Though you can “control” your network
through the settings you choose, the firmware and device driver files con-
tain the intelligence that powers all the features and functions of your
devices. The fact that your firmware and device drivers can be swapped
with others gives you some neat opportunities. For example, you can
update your devices with fixes and new features, or with a whole new
“brain,” thereby transforming your original device into something much
greater. This chapter tells you how to check the firmware and driver files
currently on your networking equipment and how to upgrade them if
needed.

Also part of the brains of your equipment is your computer’s operating
system (Windows, Mac, or other), and keeping your operating system
updated is discussed in this chapter as well. As do device updates, operat-
ing system updates include fixes, security patches, and new features. Some
of these updates may be related to networking and the Internet, which
means that they can be important to achieving and maintaining the smooth
functioning of your home network.
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As you perhaps know, you work with two wares just about every day —
hardware and software. Hardware is pretty much any physical computer part
or component, such as a network adapter, network router, and video card
(just to name a few). Software is the computer programs you use, basically
made up by computer code, or in other words, specific instructions that tell
your computer what to do and how to do it.

But did you know that you have another ware — firmware — at your finger-
tips? It’s true; firmware is loaded on some of the devices you use from day to
day and is

4 The middle ground between hardware and software. This is because
firmware is computer code similar to software; however, it’s essentially
the only computer code on a particular device and is embedded into
permanent memory.

4+ A device’s brain. Firmware has a more vital role than regular software
and could be comparable to some of a human brain’s functions. For
example, a human body (your hardware) won’t function without a brain
(your firmware).

4+ Loaded (and updateable) on just about all your networking infrastruc-
ture components. Examples of firmware-powered components include:

e Wired or wireless routers

¢ Range extenders or repeaters
e Access points (APs)

¢ Media players

The key point to all this “ware” talk is that most of your networking infra-
structure gear supports firmware upgrades. Manufacturers occasionally
release updates to their products’ firmware (in the form of a file that you
download from their Web site and upload to your device), offering you free
new features, such as the latest and greatest security methods and features,
and to address known errors and issues with the product.

Your network adapters don’t use firmware but do use a somewhat similar
concept. They use (updateable) drivers, loaded on the operating system
(such as Windows) of the computer or device that the adapter is installed
on. [ discuss more about this topic later in this chapter.

Don’t you wish it were that easy to swap out your brain for one that works
better, faster, and gives you more talents and abilities? And that when updat-
ing your own “firmware,” you wouldn’t have to fork over boatloads of money
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to a brain surgeon (or an insurance company!). When it comes to your com-
puter devices’ firmware, you can be the doc; it just takes about a half-hour
for the studying, preparation, and surgical procedure.

You should check for updates of all your networking gear periodically, at
least every six months. Additionally, you should check for firmware updates
in the following cases:

4+ Right after you buy a networking product: Before setting your device
up, you should check for firmware updates. An update may have been
released while the product has been sitting in the stock room or on the

shelf. T
4+ Before replacing a piece of networking equipment: If you can get a Chapter 5
product’s new features just by updating the one you have, why fork out
money for a new one with the same features? You might be able to stay : S
with the product you already have and come out with the same benefits m ;? -;
as a new one would provide. = éé
=
4+ After adding any other gear or new computers: This is to ensure that Za i
the existing equipment is running at its full potential and with features A5
that may be included with your new networking gear or computers. =3

4+ When you have networking issues: An issue you’re experiencing may
be fixed by updating your firmware.

As mentioned earlier, other electronics you have around your home or
office also use firmware, including CD and DVD writers, cellphones, digi-
tal cameras, and your iPod, to name a few.

You might want to check into updating the firmware on these other devices
for similar advantages. Taking a look at the product’s manual or browsing
the support section of the manufacturer’s Web site can usually point you in
the right direction. Soon you could have all your geeky toys running with the
latest updates!

Some newer models of network infrastructure products have an automatic
firmware update e-mail notification feature to alert you of new releases. You
should be able to find these settings in the same spot as the firmware update
and status section.

Updating the firmware of your network infrastructure devices consists of the
following main steps:

1. Verify the model number of your hardware.

2. Check the firmware version you're currently using for your hardware.

3. Discover the current firmware release, and if a newer release exists,
download it.
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Figure 5-1:
Finding the
model

number on
the front of
a wireless
router.

4. Prepare for the firmware update.

5. Upload the new firmware file to your hardware.

The next sections guide you through all these steps.

Verifying the model number of your hardware

The first thing to do in this firmware updating endeavor is to get the model
number and, if applicable, the version number, of the piece of networking
hardware you'’re trying to update. This is very important to get right!

Remember that you're the “surgeon,” and making any mistakes with your
firmware can ruin (or kill) your hardware, which is sort of similar to making
a false identification of a person (or body parts) in the operating room. Just
be careful throughout the entire process!

Here are a few places you can check that ought to reveal your model
information:

4 On the product: Finding out the model information of hardware is usu-
ally as easy as examining the product. The model number might be
printed on the front of the equipment (see Figure 5-1 for an example) or
on a label stuck somewhere.

Model number
Courtesy of D-Link Systems, Inc.
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4 On the product box: Check the box that it all came packed in — that is,
of course, if it isn’t already in your local landfill.

4+ Sales or shipping receipts: If you still have your receipts, they should
help out. If purchased online, check your old or deleted e-mail messages
for the order confirmation.

Most models of routers have multiple versions that have been released

over time (for example, WTR54GS v1.0, v2.0, and v2.1). Make sure to check
whether your router has a particular version number, which is usually identi-
fied only on the product itself. Using an incorrect revision can easily “brick”
a router (lock up the router and make it very hard to revive).

When you’ve properly identified your patient (network device), you're on
schedule for the brain transplant (or firmware update).

Checking the firmware version of your hardware

The next step is to identify what firmware version is loaded in your hard-
ware so that you can compare it to the current version the manufacturer is
offering. Solving this part of the puzzle, though, takes a bit more than just
glancing at your equipment.

The firmware version can be discovered only by bringing up the configura-
tion or setup screen of your router, AP, or other piece of networking gear. But
even if this is your first time accessing the configuration screens, I'm happy
to tell you it isn’t that difficult. Now to get started:

1. Bring up your Web browser (Internet Explorer, Netscape, Firefox, or
other).

For media players and other network components that don’t have a
Web-based setup utility, getting to the configuration screen involves
bringing up the normal interface and accessing its settings menu. For
example, for a media player, you turn it on as usual and then view the
interface via your TV.

2. Type in the IP address of your router, range extender/repeater, or
access point (AP) and press Enter.

Keep in mind that some manufacturers may use a domain name
(http://www.routerlogin.net) that looks like a Web site address
instead of an IP address (192.168.1.1).

If you don’t know the IP address or the username or password, refer to
Book V, Chapter 3 for help.

3. When prompted (see Figure 5-2) enter the username and password.

If you don’t know the default username and password, refer to Book V,
Chapter 3.

Book I
Chapter 5
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Figure 5-2:
Logging into
a network
device using
its IP
address.

3
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Address | €] hitp:f192, 168.0,1 v By ks

Log in to the router:

User Name :
Password : ’_ Log In

n ) 275191 BKOZ04.do...

4. Find the firmware version and (preferably) the release date by click-
ing the Status or Firmware tab (or other tab containing the firmware
details).

On routers, range extenders/repeaters, and APs, the version number may
also be found on a border of every page. See Figure 5-3 for an example.

For devices with a non-Web-based utility, you should search for a
firmware or system page. For example, for a media player, use your
remote to scroll or page through the menus.

5. Make a note of the firmware version and, if available, the release
date.

When you’ve properly identified the brains of your “patient,” you can move
on to the next step, which lets you know whether you need to perform a
transplant.
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Figure 5-3:
Firmware
information
found on the
firmware
pageina
router’s
Web-based

utility.
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Discovering (and getting)
current firmware release

the

You should check the manufacturer’s Web site to see the version number of
the latest firmware release, and if you have an older release, you can update
it; otherwise, you can just forget the whole mess if you already have the
most current release. To find out the version number of the latest release,

follow these steps:

1. Open your Web browser and type in the Web site address of the
device manufacturer into the address bar and press Enter.

The Web site is usually the same as the manufacturer’s name (for exam-
ple, dlink.com, linksys.com, netgear.com). If you need help identifying
the Web site, refer to Book V, Chapter 4.

2. Find and go to a Support or Downloads section.

This section may mention something about firmware or driver down-
loads. Figure 5-4 shows an example.

Book Il
Chapter 5
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Figure 5-4:
The
Downloads
section of
a manu-
facturer's
Web site.
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3. Select the model (and possibly version) of your device.

Using the manufacturer’s particular method, identify the piece of equip-
ment you have.

4. Find the most current firmware version.

If the latest firmware version number is greater than your current one
(that you noted earlier), you should download the new firmware file.
Make sure that you remember where you put the file!

You may want to check out the main improvements or changes for the new
firmware release compared to the previous release. This information (or a
link to the information) is usually provided when you’re downloading the
firmware.

If you've verified that your patient will benefit from a brain transplant, you
can start making the final preparations for the surgery by following the
directions in the next section.

Preparing for a firmware update

As is recommended by most network device manufacturers, you should
update your firmware only through a direct, wired (Ethernet) connection to
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a device rather than by a wireless connection when you’re working with Wi-
Fi devices. Wireless isn’t always reliable, and firmware updates can’t be
interrupted or the device may be “bricked” (become unusable).

Before you update, you should make sure of the following:

<+

<+

You have an Ethernet cable to connect your computer and the device.
If you don’t have a spare, you could temporarily use one that’s currently
being used, such as the one for your Internet connection. If you can’t
find an Ethernet cable, you can purchase one from most consumer elec-
tronic stores.

The computer you’re using is wired to the device you want to update.
If your device and computer are already located closely (and connected)
to one another, you're good to go. If not, you can temporarily move your
device next to the computer you're using to update the firmware. You
could just unplug any cables that are currently connected (such as your
Internet or other computers) to the device. You’ll have to hook it all
back up after you're done with the firmware update, so remember where
the cables are supposed to go.

To connect your computer and the device, plug one end of an Ethernet
cable into a LAN port of the device, and plug the other end of the
Ethernet cable into your computer’s Ethernet port. Make sure that the
device is plugged into an electrical outlet and then verify that your com-
puter (Ethernet adapter) is successfully connected to the device.

The new firmware file is on the computer you are using.

Your device settings are backed up before updating the firmware. You
want to have a backup because your device’s settings may be reset to
the factory defaults when you update the firmware. The device and
firmware documentation, and notes in the configuration screens, should
give you a clue as to whether the settings will be reset. If they are reset,
you can just restore your saved settings from the backup file you create.
To create these backup files, refer to the “Backing up Configuration
Settings” section, later in this chapter.

When you’re ready, you can begin the “surgery” on updating your device’s
brain by following the directions given in the next section.

Updating your hardware’s firmware

To perform the update of your firmware, you need to upload the file to your
network device. To do so, follow these steps:

1.

Bring up your Web browser (Internet Explorer, Netscape, Firefox, or
other).

Refer to Figure 5-2, shown previously, for an example of where to enter
your login info.

Book I
Chapter 5
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Figure 5-5:
Example of
a firmware
upgrade
page.

For media players and other network components that don’t have a
Web-based setup utility, getting to the configuration screen involves
bringing up the normal interface and accessing its settings menu. For
example, for a media player, you turn it on as usual and then view the
interface via your TV.

2. Type in the IP address of your router, range extender/repeater, or
access point (AP) and press Enter.

Keep in mind that some manufacturers may use a domain name
(http://www.routerlogin.net) that looks like a Web site address
instead of an IP address (192.168.1.1).

If you don’t know the IP address or the username or password, refer to
Book V, Chapter 3 for help.

3. When prompted (refer to Figure 5-2), enter the username and
password.

If you don’t know the default username and password, refer to Book V,
Chapter 3.

4. Click the Firmware, System, or Management tab (or other tab that con-
tains the firmware upgrade settings).

Figure 5-5 points out an example of a router’s firmware settings.

] DLINK SYSTEMS, INC. | WIRELESS ROUTER. : Tools / Firmware - Microsoft Internet Explorer [BE=
File Edit View Favorites Tools Help ",'
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Helpful Hints..

The Firmware Upgrade section can be used to update to the latest firrnware code to improve
functionality and performance.

If you would ke to be notified when new firmware is released, place a checkmark in the box
next to Email Motification of Newer Firmware Version,

I Save Settings ] I Don't Save Settings ]

FIRMWARE INFORMATION

Current Firmware Version : 1.05
Current Firmware Date : 2007/08/08

Latest Firmware Yersion : 1.05
Click here to access firmware online.

FIRMWARE UPGRADE

MNote: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration
from the Tools —» System screen.
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As discussed previously, make sure that your device is connected via an
Ethernet cable to your computer. Additionally, make sure that you've
backed up your device settings because firmware updates usually wipe
out your settings. For help, refer to the “Backing up Configuration
Settings” section, later in this chapter.

5. Find and select the new firmware file located on your computer.

When the firmware upgrade process starts, do not disturb it! Stop using
your computer and sit tight. A disruption to this process could ruin your
device forever.

6. Click OK and follow any further instructions.

Congratulations! With luck, you've successfully completed a device’s brain
transplant (firmware update). Pat yourself on the back and take advantage of
those new features and fixes!

Upgrading Drivers: Ensuring That Your
Network Adapters Are Current

You may have heard of device drivers during your computing experiences,
especially when hooking up a printer, camera, scanner, or other device to
your computer. You'll also work with drivers during your networking jour-
ney, so you should familiarize yourself with some driver know-how:

4+ Drivers are required for many computer devices. Most devices require

that you load a specific driver on your computer to communicate with
your operating system. Network adapters aren’t excluded from this
requirement.

Device drivers drive the devices. As is true of firmware, a driver is basi-
cally a device’s brain. The driver contains computer code that enables
and handles the communication of the device with the operating system
and other software and hardware on your system. Also similarly to
firmware, a device driver is simply a file but is installed on your com-
puter rather than the device.

Network adapters are driven. The only type of device (in the network-
ing realm) that you’ll probably have that uses device drivers are your
network adapters, such as the following:

¢ Desktop Ethernet or wireless cards
¢ Notebook PCMCIA Ethernet or wireless cards

e USB Ethernet or wireless adapters

Just as with network infrastructure components (routers, APs, and so on),
the networking product makers release driver updates for their network
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adapters, which can include, at no cost, new features such as support for
new security methods and can contain bug fixes to address known issues.
However, updating drivers is generally easier and less time consuming than
updating firmware.

Driver updates are usually in the form of an installation program (a

setup . exe file) that contains the actual driver files. You download them
from the manufacturer’s Web site and install them on your computer. Drivers
are hardware dependent and operating-system specific, so you must acquire
separate drivers for each of your devices, as well as acquire the appropriate
version for your operating system.

You should check for updates to all your networking gear periodically, at
least every six months. Additionally, you should check for driver updates to
your network adapters for all the same reasons I give for updating firmware
in the previous section of this chapter.

To ensure that your network adapter(s) is up-to-date, you need to find the
model and version numbers, determine what driver version you're using
now, check whether a new driver is available, and if so, update it. The follow-
ing sections describe how to do each of these tasks.

Verifying the model number of your adapter

Before you can do anything, you must figure out the model number and, if
applicable, the version of the network adapter you plan to update. Here are
some tips:

4+ For external adapters, such as USB or notebook PCMCIA adapters: You
can usually find this information (both the model and any version
number) easily on the product.

4+ For desktop (PCI) cards: You can refer to the product’s original box or
documentation for the model number, if it’s still around. You can find the
version number, however, only on the product itself, located in your PC.
You can refer to the final bullet in this list for information on looking
inside your PC.

4+ For all adapters: If you have trouble finding the model number, you may
also be able to find it in the list of device properties, such as when
checking the driver version of your adapter. So see the “Checking the
driver version of your adapter” section of this chapter.

4+ Peeking inside your desktop PC: If your desktop (PCI) adapter has multi-
ple versions, you have to temporarily remove it to figure out the hardware
version number, because this is the only place that you’ll find this info.

Before going through the trouble, though, don’t do this unless you know
your particular adapter has multiple versions, which you figure out
when downloading the driver. So for now, you can move on to the next
section, but if needed, you can return to this section later.


http://

Upgrading Drivers: Ensuring That Your Network Adapters Arve Current '69

If you know that your network adapter model has multiple versions, you can
follow these steps to remove your desktop adapter:

1.

2.

10.

11.

Carefully disconnect all the cables from your computer after you shut
down your computer.

Prepare your workstation by moving the computer to a flat solid sur-
face so that you can work without losing any screws.

. Remove the PC cover by removing screws or sliding covers off (that

may take some time to figure out!).

When you open the computer, you should touch the metal frame of the
computer before touching the parts to release any static electricity.

. Find the network adapter.

It should be sitting in one of the PCI slots. You can look behind the PC at
the Ethernet port or antenna to make sure that you've identified the cor-
rect card.

. Unplug the Ethernet cable or antenna.

Do this so that you can freely remove the network adapter to find the
version number on the card.

. Remove the PCI card holder/mount by removing a single screw or a

movable mount that comes down and covers all the PCI cards to hold
them in place.

. Remove the network adapter by firmly — but gently — pulling the

network adapter up and out of the PCI slot.

. Look for the version number.

This may be easy to identify; however, you may have to refer to the
guidelines given while downloading the driver, which I discuss in the
“Finding the current driver release” section, later in this chapter.

. After you’re done, replace the network adapter (similar to how you

removed the PCI card) by firmly — but gently — inserting the net-
work adapter back into the PCI slot.

It’s best to line up the card with the slot, press gently to see whether you
have it in the right place, and then push firmly down until it snaps into
place, which may take some good pressure.

Replace the PCI card holder/mount by replacing the screw or mount
that securely holds your PCI card(s) in place.

Replace the PC cover and plug in the cables.

You can move your computer back into the regular place and plug or
screw in the Ethernet cable or antenna, and all your other cables.
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Checking the driver version of your adapter

You should check which driver version your adapter is currently using so
that you can compare it to the releases listed on the manufacturer’s Web
site. To do so, refer to one of the following sections for the operating system
you are using.

For Windows UVista
Follow these steps to check the driver version for your adapter in Windows
Vista:

1. Click the network icon in the system tray.

2. Click Network and Sharing Center.

3. Under Tasks in the left pane, click Manage Network Connections.

4. In the Manage Network Connections window, right-click your desired
adapter icon and select Properties.

If User Account Control (UAC) is active, click Continue on the prompt.

5. In the Network Connection Properties window, click the Configure
button.

6. In the Network Adapter Properties window, click the Driver tab.

7. Note the driver version number and release date, which are shown in
Figure 5-6.

Atheros ARS006EXS Wireless Network Adapter Pro... | 7 |[&5]

General i“Al‘jvanced‘ Details E.F"DWEI Managemen{

L-. Atheros ARBO0BE=S \Wireless Netwarl Adapter
-

Driver Provider.  Atheros Communications Inc.

Driver Date: 1/25/2008

Driver Yersiof. 74240

Digital Signer. microsoft windows hardware compatibility publis!

. ‘ Dirjwer Details | To view details about the driver files.
Figure 5-6: T
Device ‘Ml To update the diver software for this device
d riVeI' - If the device lails after updating the driver, roll
. . M] back to the previously installed diiver
information
Disabl i i

Of a network ‘ Disable Dizables the selected device.
adapterin el | Tourinstel the diver advanced)
Windows

Vista.

| 0K | | Cancel
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Figure 5-7:
Device
driver
information
of a network
adapterin
Windows XP.

For Windows XP

To check your driver in Windows XP, follow these steps:

1. Click Start>Connect To>Show All Connections.

If using the Classic Start menu, click Start, click Settings, right-click
Network Connections, and click Open.

The Network Connections window appears.
2. Right-click the desired network adapter and select Properties.

3. In the Network Connection Properties window, click the Configure
button.

4. In the Network Adapter Properties window, click the Driver tab.

5. Note the driver version number and release date, which are shown in
Figure 5-7.

D-Link DWA 552 XtremeN Desktop Adapter Properties  (Z]E

General | Advanced | Diiver | Resources
Eﬁ] D-Link DwWit-552 RiremeM Desktop Adapter
Driver Provider:  D-Link
Driver Date: TA2342007

Diriver Version: E.0.3107
Digital Signer: Microsoft Windows Hardware Compatibility Publ

To view details about the driver files.
To update the driver for this device.
FTTTTTTI Lkl vk
Unirstall To uninstall the driver (Advanced).
ok Cancel

A\

Finding the current driver release

You can navigate through the network adapter’s manufacturer’s Web site to
discover the latest driver release and compare it to the current version
loaded on your computer. To do so, do an Internet search to bring up the
Web site, find a Support or Downloads section, select the model or version
of your device, and find the most current driver version.

You may want to check out the main improvements or changes for the new
driver release, compared to the previous release. This information or a link
to the information is usually provided when downloading the driver.
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If the latest driver version number is greater than your current one (that you
noted earlier), you should download the new driver file and continue with
the next section to make the final preparations. Make sure you remember
where you put the file!

Preparing for a driver update

Before performing the driver update, make sure that you

4 Get the driver: You need to have the new driver file on the computer
you are updating.

4 Unzip the driver: If the driver download is in the form of a compressed
zip file (that is, has a . zip extension), unzip (extract) the contents.

4+ Note adapter settings: For wireless adapters, note any encryption keys
and nonbroadcasted network names you may use, because this informa-
tion may be deleted when updating your driver.

Now you can begin with the actual update process.

Updating your adapter’s driver

You can choose between two different methods to update your adapter’s
device driver:

4 Automatic updates: Uses the manufacturer’s setup or installation
program.

4+ Manual updates: Uses the Windows driver update feature.

The method you use is limited to the file(s) offered by your adapter’s manu-
facturer. If the only option is to download a single setup or installation file,
you have to stick with the automatic method. If only the actual driver files
are available, you have to go with the manual method. In some cases, the
setup and raw driver files are both included in the driver download, in which
case you choose either method.

The main difference between these two methods is that many manufacturers
include a software utility for their network adapters in the setup or installa-
tion program for the driver.

To update your driver using a setup or installation program, simply run the
program and follow the instructions; otherwise, you can perform a manual
update by referring to one of the following sets of step-by-step directions for
the operating system you are using:
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Figure 5-8:
The Update
Driver
Wizard in
Windows
Vista.

Updating an adapter’s driver in Windows Vista
To update an adapter’s driver in Windows Vista, follow these steps:

1. Click the network icon in the system tray.
2. Click Network and Sharing Center.

173

3. Under Tasks in the left pane, click Manage Network Connections.

4. In the Manage Network Connections window, right-click your desired

adapter icon and select Properties.

If User Account Control (UAC) is active, click Continue on the prompt.

5. On the Network Connection Properties window, click the Configure

button.

6. On the Network Adapter Properties window, click the Driver tab.

7. Click the Update Driver button (shown in Figure 5-8).

Driver Provider:
Driver Date:
Diiver Yersion:

Digital Signer.

‘ Diiwver Details |

‘ Roll Back Driver |

‘ Dizable

‘ Uninstal |

Atheros ARS006EXS Wireless Network Adapter Pro... [ 7 |5
_‘“G‘enerél i“At‘:Ivanced“ Drriver DEIalIs Z.F"DWEI Managemenj_‘_

L-. Aitheros ARS00EERS Wireless Metwork ddapter
=

Atheros Communications e
1/25/2008
74240

microsoft windows hardware compatibilite publis!

To view details about the driver files

To update the diiver software for this device

If the: device fails after updating the driver. roll
back to the previously installed driver.

Disables the selected device

To uninstall the driver [advanced)

| 0K | | Cancel

8. On the Update Driver Software wizard that opens, click the Browse
My Computer for Driver Software option and follow the directions

given by the wizard to find and update the new driver.

Updating an adapter’s driver in Windows XP

You can update an adapter’s driver in Windows XP by doing the following:

1. Choose Start—> Connect To=> Show All Connections.
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Figure 5-9:
Selecting an
advanced
method of
updating a
driverin
Windows XP.

If using the Classic Start menu, click Start, click Settings, right-click
Network Connections, and click Open.

The Network Connections windows should appear.
2. Right-click the desired network adapter and select Properties.

3. In the Network Connection Properties window, click the Configure
button.

4. In the Network Adapter Properties window, click the Driver tab.
5. Click the Update Driver button.

6. In the Hardware Update Wizard that appears, select the Install From a
List or Specific Location (Advanced) option and click Next, as shown
in Figure 5-9.

Hardware Update Wizard

This wizard helps you install software for.

Dr-Link Diwa-552 tremeM Desktop Adapter

') If your hardware came with an installation CD
~=" or floppy disk. insert it now.

“What do you want the wizard ta do?

(O Install the software automatically [Recommended)
(#) Install from 2 list or specific location [Advanced)

Click Next to continue.

< Back ][ Mext > J[ Cancel ]

7. On the Please Choose Your Search and Installation Options page,
select the Don’t Search. I Will Choose the Driver to Install option and
click Next (see Figure 5-10).

8. On the Select Network Adapter page, click the Have Disk button.

9. In the Install From Disk dialog box that appears, click the Browse,
button, locate and select the new driver, and click Open.

10. Click OK and follow the remaining directions given by the wizard.

Congratulations! With luck, you’ve successfully completed a driver update.
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Hardware Update Wizard

Figure 5-10:
Specifying
the driver
search and
installation
options in
Windows XP.

Please choose your search and installation options. .

() Search for the best driver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed

(=) Don't search, | will choose the: driver to install.

Choose this option to select the device driver from & list. “Windows does nat guarantee that
the driver you choose will be the best match for your hardware,

< Back ”_ Mext > J[ Cancel J

Backing Up Configuration Settings

Every so often, you should save or back up the settings of your infrastruc-
ture components (routers, range extenders/repeaters, APs,), especially in
the following cases:

<+
+
<+

Before performing firmware upgrades
After the initial setup of your infrastructure component(s)

Before and after making configuration changes

Here’s how to do it:

1.

\\3

N

Bring up your Web browser (Internet Explorer, Netscape, Firefox, or
other).

Refer to Figure 5-2, shown previously, for an example of where to enter
your login info.

For media players and other network components that don’t have a
Web-based setup utility, getting to the configuration screen involves
bringing up the normal interface and accessing its settings menu. For
example, for a media player, you turn it on as usual and then view the
interface via your TV.

Type in the IP address of your router, range extender/repeater, or
access point (AP) and press Enter.

Keep in mind that some manufacturers may use a domain name
(http://www.routerlogin.net) that looks like a Web site address
instead of an IP address (192.168.1.1).

Book I
Chapter 5

”

juawdinby
au yim Bunyiog

IOy Jo suielg


http://

176 Backing Up Configuration Settings

Figure 5-11:
An example
of a settings
backup
page.

If you don’t know the IP address or the username or password, refer to
Book V, Chapter 3 for help.

3. When prompted (see Figure 5-2), enter the username and password.

If you don’t know the default username and password, refer to Book V,
Chapter 3.

4. Click the System, Backup, Tools, or Management tab (or other tab) to
find the Backup or Save Settings feature.

Figure 5-11 shows an example.
5. Click the button to save the backup to a file, select where to save the
file, and click OK.

When it’s time to restore your settings, just go back to the same place in the
configuration utility where you made the backup; it should have a restore
function close by.

-LINK SYST . INC. | W : ER : Tools / System - Microsoft Internet Explorer

D-LINK SYSTEMS, INC. | WIRELESS ROUTER : Tools/ S M ftl t Expl ==
File Edit View Favorites Tools Help f','
@ Back - () \ﬂ @ _h /.._\’ Search ‘\:1\"( Favorites {f? £ R .;_ 4 _'J

;
Address | @] hetpij192. 168.0, 1{Tools/System.shtml |v| Go | Lnks *

The System Settings section allows you to reboot the device, or restore the router to the
factory default settings. Restoring the unit to the factory default settings will erase all settings,
including any rules that you have created.

The current system settings can be saved as a file onto the local hard drive. The saved file or
any other saved setting file created by device can be uploaded into the unit.

SYSTEM SETTINGS
Save To Local Hard Drive:

Load From Local Hard Drive:

Restore Configuration from File ]

Restore To Factory Default: [ Restore Factory Defaults ]

Restore all settings to the factory defaults.
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Getting More Features (for free)
with Aftermarket Firmware

If you have some geeky tendencies, spare time, the willing to take a slight
risk, and would like to pack your wireless router with some useful and
expensive enterprise (and sometimes just cool) features (then aftermarket
firmware might be for you!

The built-in computer systems of some networking gear (for example, wire-
less routers) use the Linux operating system. Linux is an open source operat-
ing system, which means that its source code or computer language is freely Book II
distributed to the public, in contrast to that of Microsoft Windows or the Chapter 5
Mac. Network hardware manufacturers who base their products on the
Linux operating system must also make the source code of the hardware’s

firmware — the computer code that essentially acts like the device’s brain m © E
and controls all the functions — available to the public. This allows individu- = 2 ::T
als and groups to easily modify a piece of networking gear’s firmware and 'g ”:‘;
thereby make some neat feature additions and changes. 2 3 =

This modified or nonmanufacturer-developed firmware is known as aftermar-
ket firmware. In the tech world, this also called open-source firmware or
simply firmware replacement. In the networking arena, aftermarket firmware
is usually developed only for simple wireless routers such as what you use
in your home or small office.

Discovering features of aftermarket firmware

Although the features and their attributes vary depending upon the particu-
lar aftermarket firmware used, most offer the following:

4 Multiple or virtual SSIDs: You can create multiple network names or
service set identifiers (SSIDs) and customize their individual security
and broadcast settings, allowing you to securely segregate access to the
Internet or your network. For example, you could use encryption on the
main SSID and create a virtual SSID without encryption but with AP isola-
tion on and unbridged. This would allow your friends to easily access
your wireless Internet but protects your shared files and services.

4 Virtual LANSs: Similar to virtual SSIDs but applies to the wired connec-
tions. You can assign the Ethernet ports to different VLANs in order to
segregate the network traffic. For example, you could secure your wire-
less connection with encryption but have an Ethernet port on the back
of your router on a separate VLAN so that people could plug in and use
the Internet but not have access to your shared files and services.

4+ Auto channel: When enabled, this feature automatically chooses the
best channel, factoring in channels already being used and radio
interference.
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4+ Site survey features: This would display any nearby wireless networks
and their signal information, which is useful when choosing your
channel(s).

4+ Static DHCP: This feature allows you to still use DHCP, which automati-
cally and randomly hands out IP addresses (which is required to use the
Internet) to each computer or device on your network, but enables you
to make sure that a certain device gets the same IP address each time.
This is useful if you run (Web, FTP, and so on) servers on your comput-
ers or play multiplayer games among computers on your network.

4+ QoS (Quality of Service): This feature gives you a set of settings to con-
trol and regulate the amount and type of traffic allowed through your
router. You could, for example, apply a maximum amount of Internet
speed for certain wireless and wired connections. You could also set pri-
orities based upon certain computers, services, and ports.

4+ Wireless repeating: You could set up your aftermarket firmware-enabled
router to repeat the Wi-Fi signal of another wireless network (or router).
This is useful when you want to expand the wireless coverage of a net-
work belonging to you or a neighbor.

4+ Wireless bridging: This would give you the ability to wirelessly connect
two wired Ethernet networks together. For example, say that you already
have a wired router with several computers connected to it. Now say
that you want to set up more computers in another room or area but
don’t want to run Ethernet cable. You could enable the wireless bridging
feature on a wireless router in the existing room and in the new room,
bridging the Ethernet connections of both routers together, thus creat-
ing a network between all the (existing and new) computers.

4+ Hotspot (captive portal) features: These features would allow you to set
up your inexpensive wireless router as a Wi-Fi hotspot, which usually
requires expensive equipment. Hotspot solutions included in aftermar-
ket firmware typically enable you to set up a captive portal screen that
users see when they connect and must agree to terms or payment
before Internet access is given.

4+ RADIUS support: This lets you configure your router to use a RADIUS
server to provide user or account authentication, useful in security or
hotspot solutions.

4+ SSH management: This gives you secure (command-line) remote access
to your router to get status information or to make setting changes.

Table 1-1 lists some popular aftermarket (open-source) firmware projects
you might want to look into.
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the DD-WRT
Web-based
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Table 1-1 Popular Aftermarket Firmware Projects
Firmware Description
DD-WRT (www.dd-wrt.com) One of the most feature-packed and supported aftermar-

ket firmware projects, which offers many versions to sup-
port many different routers.

Sveasoft (www.sveasoft.com) Another popular aftermarket firmware with multiple
firmware versions; however, it restricts access to more
advanced versions to members, which requires a small
monetary contribution.

Tomato (www.polarcloud.com) A bit smaller, leaner, and simpler replacement firmware
with only one version.

OpenWRT (www.openwrt.org) Unlike most other firmware replacements, this firmware
lacks a graphical interface (without the use of add-ons)
and for the most part requires advanced knowledge.

The next section takes you through setting up and using the DD-WRT
firmware.

Using the DD-WRT firmware

I've chosen to cover setting up DD-WRT (see Figure 5-12 for a sneak peek)
because it’s a well-rounded, feature-rich firmware replacement.

] DD-WRT - Wireless - Microsoft Internet Explorer BEE
File Edit View Favorites Tools Help w

. = o
eBack b > ) \ﬂ @ pl | - search ¢ Favarites {‘? H-dg @ - __J

fddress | @] htp: {192, 168.1, 1fWireless_Basic.asp

ddwrt o

Wireless

Wireless Physical Interface wlD

Physical Interface wlD - SSID [dd-wrt] HWAddr [00:16:01:8D:E0:34] Wireless Network Mode:

1 If you wish to exclude Wireless-G =
clients, choose S-Onf mode, IF you
would like to disable wireless access,

Wireless Mode | &P |

Wireless Metwark Mode: [Mixed  |v| choose Divabis,
Mote : when changing wireless mode |
Wireless Metwork Mame (551D} dd-vurt some advanced parameters are |
T - succeptible to be modified
‘Wireless Channel |[6-2.43F cHz |w| ("Afterburner”, "Basic Rats" or "Fram|
Burst"),
Wireless 551D Broadcast ® Enable O Disable
Metwork Configuration [ Unbridged O] Bridged

_ Virtual Interfaces

]
| | [
&] & mnternet
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The following sections walk you through the process of installing and setting
up this firmware replacement.

Getting a supported router

The first step toward using the DD-WRT firmware is to round up a supported
wireless router, such as the following:

4+ Linksys WRT54G/GL/GS
4+ Buffalo WHR-G125 and WHR-HP-G54
4+ Asus WL-500G and WL-300G

Along with a great comparison chart and list of the top routers, you can also
view the full list of supported devices on the DD-WRT Web site at the follow-
ing address:

www .dd-wrt.com/wiki/index.php/Supported_Devices

P Try to avoid devices with only 2MB of flash memory (such as WRT54G/GS
v5.0/6.0) because they’ll let you run only the micro version of DD-WRT. You
should also note that the Asus WL-500G premium is supported only by v23
SP3 and better releases.

Getting the DD-WRT firmware

Next you need to download the firmware file, based on the particular router
you’re using and your desired features, from the download section of the DD-
WRT Web site:

http://www.dd-wrt.com/dd-wrtv3/dd-wrt/downloads.html

Before you start browsing the download section, though, you should famil-
iarize yourself with the firmware naming and organization schemes. You’ll
see the firmware organized into three different sections:

4+ Stable: These releases are your best bet, providing thoroughly tested
firmware releases.

4+ Beta: These releases can be unstable and aren’t recommended for public
use. These releases are used to test the firmware during the development.

4+ Release candidates: These are a bit more stable releases compared to
beta versions. These releases are in the final testing stages before being
released as stable. Use these at your own risk.

Each firmware release offers a common set of versions, which gives you
more control over the features included in the firmware to conserve router
resources and to support low-end memory routers. In most cases, the
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Standard version is the best choice because it embraces all the features
except the special VoIP and VPN components.

Then you have various firmware types to navigate through:

4+ ASUS: Specific firmware versions for the WL-300/500G models

4+ Generic: For routers that don’t require their own version and for special
cases

4+ Linksys specific: Specific firmware versions for the particular models,
beginning with wrt

4+ Motorola specific: For micro and mini file versions only, and identified
by moto

When flashing from original Linksys firmware, you must first use the mini
version and then you can upgrade/flash to another version. When using the
Web interface method, you must use the generic firmware types.

When browsing through the firmware collections, you’ll see filenames in
the following format: dd-wrt .vXX_set_type.bin. The XX identifies the
firmware version, set defines the firmware collection (such as micro or
VoIP — displayed for only nonstandard sets), and type identifies the hard-
ware type (such as ASUS or Generic).

Flashing your Router with the DD-WRT firmware

The two basic methods to flash your router are as follows:
4 Trivial File Transfer Protocol (TFTP): A simple file transfer method that
uses a command-line interface.
4+ Web-based utility: This method uses the router’s Web interface and the

firmware upgrade feature.

Flashing via the Web interface is easier and supported by most routers,
except Buffalo devices, for which you must use TFTP.

As with any open source firmware, it’s very important to follow all the direc-
tions and precautions, because one mistake could ruin (brick) your router.

Because the exact flashing procedure can vary depending on the router

vendor and model, you need to reference the flashing directions on the
DD-WRT Web site:

http://www.dd-wrt.com/wiki/index.php/Installation#Flashing.

Book I
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Figure 5-13:
Accessing
the DD-WRT
Web-based
configu-
ration
screen.

Getting More Features (for free) with Aftermarket Firmware

Configuring the DD-WRT firmware
After successfully flashing your router with the DD-WRT firmware, you need
log in to the Web-based configuration screen. Do so by following these steps:

1. Bring up your Web browser.

2. Type in the default IP address of 192.168.1.1.

3. When prompted, as shown in Figure 5-13 (after you click any tab),
enter the default login credentials, which are root (for the username)
and admin (for the password).

Figure 5-13 shows an example of the login prompt.
Now you can configure your router for your particular needs. Changing the

Internet connection, wireless, and other generic settings should be similar to
what you did with your original router.
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For help on configuring your DD-WRT-enabled router, you can make use of
the following:
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4+ DD-WRT Wiki (www.dd-wrt.com/wiki/): Contains information and
help on installing and setting up DD-WRT and its features through fre-
quently asked questions (FAQ) and tutorials.

4+ Discussion Forum (www.dd-wrt . com/phpBB2): You can review previ-
ous discussions and/or post questions or start conversations with the
developers and other users worldwide.

4 Bugtracker (www.dd-wrt.com/dd-wrtv2/bugtracker): This allows
you to review the list of known bugs of the firmware and submit addi-

tional bugs.
4+ IRC (www.dd-wrt.com/wiki/index.php/Support:IRC): You can

chat with DD-WRT users and developers using an Internet Relay Chat Book Il
(IRC) client. Chapter 5
Updating the Operating Si g
pdating the Operating System =55

« €35

to Patch Security Holes 38
D =h =
, . s s = <=
Thought you’d read the last of updating and upgrading? No, you haven’t! In _g‘ %

addition to keeping up with new driver and firmware releases for your net-
work equipment, you should also regularly update your operating systems
(Windows, Mac, and so on) because updates can

4+ Contain enhanced or new networking features or interfaces.

4+ Fix known bugs or errors with the operating system relating to network-
ing connections or settings.

4 Address known security holes that may compromise your computer or
network to Internet or local hackers.

To find out how to update your operating system, refer to Book IIl, Chapter 1.

If you're using an ancient version of an operating system (such as 95, 98, or
ME for Windows), you should think about upgrading to a better version
(such as Windows Vista, the latest and greatest Windows version, or at least
Windows XP). But if you're using such an old operating system (0S), it’s
probably also time to get a better computer system.

The countless enhancements and new features of newer operating systems,
including redesigned networking interfaces, will make your home or small
office networking experience much easier. Plus, these newer operating sys-
tems inherently contain better security mechanisms. The monetary and time
investment in upgrading your OS or your entire computer system will be
worth it!
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Chapter 6: Taking the Wire Farther

In This Chapter

v+~ Using your home’s electrical outlets instead of Ethernet cabling
1 Adding wireless to your wired network

v Using wireless bridges instead of Ethernet cabling to connect cables

Flis chapter helps you extend your wired network. However, rather than
concentrate on running longer cables or adding more wires to your net-
work, this chapter tells you how to use your home’s existing wiring. (For
tips on running Ethernet cables through your home, see Book I, Chapter 2.)
Plus this chapter discusses adding wireless access to your strictly wired
network and extending a wired computer or device.

In this chapter, [ discuss using power-line technology to extend your wired
network, adding wireless capability with access points (APs) or by swap-
ping out your router with a wireless one, and using wireless bridges to con-
nect computers or devices back to your wired router without having to lay
down more cables.

Using Your Electrical System
to Connect Distant Devices

If you want to connect a wired computer or device to your wired network
but don’t want to run Ethernet cables, creating a small power-line network
may be the answer. It’s a pretty simple setup. You connect your existing net-
work to your home’s electrical system, and then plug in computers or
devices into the electrical system.

If you want to use this method of connecting wired devices or computers to
your network, you can refer to Book II, Chapters 2 — 4 (keeping your eye out
for the material covering power-line networking) for help on planning what
you need and on installing and setting up power-line adapters.

While going through the chapters, keep in mind that you don’t want to set
up a strictly power-line network. You want to connect one power-line
adapter from your wired router to your electrical system and then connect a
power-line adapter from each computer or device to your electrical system.
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Adding Wireless Access to Your Wired Network

A\

Adding wireless access to your existing wired network can free you of addi-
tional wires. You'll be able to use your Wi-Fi devices — such as laptops,
PDAs, and handheld gaming consoles — around your home without being
restricted to a cable. You’'ll be able to surf the Web on the couch, the patio,
or while in bed. Also, you can easily move computers around within your
home without having to rerun cable. You have a few ways you can go about
adding the wireless access to your wired network, as follows:

4+ Add a wireless access point (AP). This is a device similar to a wireless
router but doesn’t include the routing features that control the network.
Your wired router would continue to control the network — for instance,
offering IP addresses to wired and wireless computers and handling port
forwarding if you access servers or your computers remotely from the
Internet. The AP would simply offer wireless access to your existing
network.

4+ Replace your wired router with a wireless router. This would replace
your wired router with one that includes an access point, which is called
a wireless router.

To save money, you can hook a wireless router to your existing wired router.
Disabling the DHCP feature of the wireless router basically makes it an AP,
and your wired router continues to handle the network. By doing this, how-
ever, you sacrifice special features usually included in APs, as discussed in
the next set of bullets.

Adding access points (APs)

Besides factoring in the fact that APs cost a bit more than wireless routers,
you’ll probably find it hard to figure out which way to go. To help you
decide, here are a few benefits of going with an AP:

4+ You don’t have to move your wired router. When setting up wireless
access, you should have the access point or wireless router located in
the middle of your desired coverage area for best results. This becomes
a problem if your wired router isn’t already located in this “sweet spot.”
However, you can run a cable to the AP and place it anywhere. Doing so
lets you set up the wireless access properly and without rewiring all
your computers and moving your router.

4+ You don’t have to lose your settings. Keeping your wired router will
save you the time that you’d spend configuring another router with your
Internet connection information. This makes a bigger difference if you've
set special features and settings, such as static IP addresses, port for-
warding, virtual servers, and dynamic DNS service.
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4+ Includes Power over Ethernet (PoE). You'll find that many APs support
PoE, which lets you run power to the device through the Ethernet cable
instead of having a separate power cord. This makes placing the AP
away from the wired router easier. It gives you more choices as to where
to place the AP because you don’t have to worry about putting it close
to an outlet. This is a “trick” used in the enterprise networking arena.

4+ Includes multiple SSIDs. Some APs even let you create virtual network
names that are all broadcasted from your single AP. This is used regu-
larly in businesses to separate internal wireless network access, sepa-
rate their private and public (hotspot) network, and support multiple
wireless encryption methods. You may also find this feature useful, or
just plain neat.

4+ Supports more wireless modes. Because APs are used often in business
and complex networking environments, they usually include a few differ-
ent wireless modes in addition to the regular AP mode:

¢ Wireless bridging: As discussed in the previous section, wireless
bridging gives a wired computer or network device (plugged into the
AP in bridge mode) access to the network through the wireless access.

e Wireless repeater: This lets you extend wireless coverage. You place
the AP (in repeater mode) on the fringe of the coverage area, and it
repeats the traffic to and from the original wireless router (or AP)
and the computers it reaches in its range, which is farther than the
original area. This method of extending wireless coverage is dis-
cussed more in the next chapter.

If you want to go the route of adding wireless to your wired router, you can
refer to the next chapter of this minibook (Book II, Chapter 7) to find out
how to add access points (APs).

Replacing your wired router with a wireless one

Replacing your router with a wireless router provides the following benefits:

4+ You can upgrade to gigabit Ethernet. If your wired router doesn’t
already support gigabit Ethernet (1,000 Mbps), you can replace your
router with a gigabit wireless router to increase the speed of your wired
computers tenfold. You probably won’t even have to replace your
Ethernet cabling to your computers. Although the newest Ethernet
cabling (Cat6) provides better performance, Cat5e works with gigabit
networks. The regular Cat5 should also work.

4+ You can get new network features. Getting a new router may offer you
more features to control your network. One example is Quality of
Service (QoS) features, which let you prioritize your traffic for better
performance when using applications such as VoIP or Wi-Fi phones and
on-line gaming.

Book I
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4+ You have more Ethernet ports. You won’t have to throw out your wired
router; you can use it in conjunction with a wireless router. This lets you
increase the number of Ethernet ports you have for your network. You
just need to disable the DHCP feature on one of the routers.

If you want to add wireless to your wired network by replacing your wired
router with a wireless router, you can just treat the whole project as though
you're setting up a network for the first time. Therefore, you can start the
process by checking out Book II, Chapter 2.

Using a Wireless Bridge to Link Wires Together

If you have wireless access to your network, either through a wireless router
or access point (AP), you can use a wireless bridge instead of Ethernet
cabling to provide connectivity to wired computers or devices. This would
basically convert any Ethernet port on a computer or other network device
(such as a gaming console or TIVO) to a wireless device. The wireless bridge
will act as the wireless adapter for the computer or device. You have two
ways to obtain this wireless bridging feature:

4+ Use an AP with a Wireless Bridging Modes: Many APs include different
modes you can use, including wireless bridging. Going this route pro-
vides the following benefits:

¢ Less expense: Because APs are used more, they tend to be a bit
cheaper.

¢ Supports more wireless modes: You may be able to use the AP for a
different mode, such as wireless repeating, in the future when
upgrading and expanding again.

¢ Includes multiple SSIDs: Some APs even let you create virtual net-
work names that are all broadcasted from your single AP. This
approach is used regularly in businesses to separate internal wire-
less network access, separate their private and public (hotspot) net-
works, and support multiple wireless encryption methods. You may
also find this feature useful and neat.

4+ Use a real Ethernet Wireless Bridge: This consists of a device that is
specifically designed for wireless bridging. You don’t actually want to set
up a “real” wireless bridge network (which requires two bridges); how-
ever, wireless bridges usually include a wireless client mode. Wireless
bridging products aren’t as popular as APs, so you won'’t find many to
compare with, and you’ll pay a little more than for an AP. However, going
with a wireless bridge has some benefits over using an AP:

e More Ethernet ports: Some wireless ridges have multiple Ethernet
ports (APs only have one), so you can plug in multiple computers or
devices.
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e Easier to set up: Because the product is built specifically for wireless
bridging, you may find it easier to configure and follow the documen-
tation than you would using an AP.

¢ Supports more bridging type modes: You may be able to use the
wireless bridge for a different mode, such as to connect to a wireless
ISP in the future when upgrading and expanding again.

Shopping for your wireless bridge or AP

Reading through the bullets in the previous section and looking at the specs
for wireless bridges and APs can give you a good start in picking the right
one for you. For either device, remember that there are a few different wire-
less standards — A, B, G, and N — with varying performance, speeds, and
ranges. However, you don’t necessarily have to use the same standard for
your wireless bridge or AP as your existing wireless network.

If you need help comparing and picking a wireless standard, see Book I,
Chapter 1.

Making the bridge or AP work with your network

In order for your wireless bridge (or AP) to work with your existing network,
you must verify that its IP address is set within the same range (subnet) as
your existing network. You should also verify that the IP addresses for the
two devices don’t match exactly, which is more likely if you have an existing
AP and are setting up another AP for bridging, and they are the same brand.
You can’t have devices on the same network with the same exact IP address
assigned. IP addresses need to be unique values.

This verification is necessary because wireless bridges and APs come
already set up with a static IP address, rather than have a dynamic setting
that automatically retrieves a correct address. If you're using the same
brand for your wireless bridge as for your wireless router, you’ll probably be
fine because the manufacturer usually sets a static IP address within range
of the default settings of its routers. However, you still should double-check
before doing the install. But if you're using an AP for the wireless bridge and
you already have an AP of the same brand, you probably have a problem,
because manufacturers typically set their APs with the same IP addresses.

To see how to figure this out, refer to the next chapter of this minibook
(Book II, Chapter 7), which contains information about adding access points
to your network.

Book I
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Doing the physical installation

The physical installation for a wireless bridge is quick and simple:

1. Connect an Ethernet cable(s) to the wireless bridge (or AP).

If you're using a real wireless bridge, you may have multiple ports.
However, you’ll have only one if you're using an AP.

Make sure that you place the wireless bridge within the wireless range.
Because the wireless bridge will be connected wirelessly to your existing
wireless signal, it must be within good range. Also refer to Book II,
Chapter 4 for information on attenuators and interfering devices that
may affect wireless routers and wireless bridges.

2. Connect the other end of the Ethernet cable(s) to the computers or
devices you are bridging.

3. Plug in the power.

Simply connect the power cord to your AP wireless bridge (or AP) and
plug the other end into a wall outlet.

Configuring the wireless bridge (or AP)

To configure the settings, get on the computer that you connected to your
wireless bridge (or AP). If you connected something other than a computer
(like a gaming adapter) to your wireless bridge, you need to connect a com-
puter up to it. Then after you configure everything you can plug the other
device back in.

Here are the steps to follow to configure your wireless bridge:

1. Connect to the wireless bridge by finding and choosing the default
network name (usually stated in the product documentation) of the
wireless bridge on your wireless network utility and press the button
to connect.

For step-by-step directions on how to connect (and how to check
whether you’re connected), see Book IV, Chapter 1. If you can’t seem to
connect your computers to the AP, refer to the troubleshooting steps in
Book V, Chapter 1.

2. Access the Web-based configuration utility of the wireless bridge by
opening a Web browser (such as Internet Explorer, Netscape, or
Firefox), typing in the IP address of your wireless bridge into the
address bar, and, when prompted, entering the username and pass-
word of your AP.
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Figure 6-1:
An example
of an AP’s
mode
settings.
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Click the Wireless or Mode tab (or other tab containing the wireless
mode settings, such as those shown in Figure 6-1).

Don’t get these settings mixed up with the wireless modes such as
802.11b or 802.11g. You want the wireless mode settings that list the
modes, such as Bridging, AP, and Repeater.

If you see multiple bridging modes, you probably want to use the
Wireless Client mode. Then you probably have to enter the MAC address
of the wireless route or AP of your existing network. If you need help fig-
uring out the MAC address, refer to Book V, Chapter 3.

Click the Save or Apply button, on the top or bottom of the page if you
made any setting changes.

The AP will reboot and you will be disconnected for a minute. Now you
can move on with configuring the rest of the settings.
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Chapter 7: Getting a Better
Reach with Wireless

In This Chapter

+ Comparing ways to extend or increase your Wi-Fi router’s coverage

v Discovering the simplicity of replacing your antennas for better
reception

1~ Upgrading to wireless N gear for superior performance

v+~ Expanding coverage using wireless extenders to repeat your Wi-Fi
signal

v Finding out how to add more wireless access points

Do you want to expand the range or coverage of your Wi-Fi network? Do
you want to fill in the dead spots throughout your home or office? This
chapter covers just that — several ways to build upon your existing wireless
router to keep yourself connected in all those nooks and crannies.

Say goodbye to the frustration of constant disconnects and low (or no!)
signal. Renovate your wireless network — and welcome more coverage and
better performance.

Going Cheap with Aftermarket Antennas

\\3

The antennas included with most wireless G (and the old wireless B) prod-
ucts are low-gain cheap antennas, also known as “stock” antennas. If you
are using wireless G or B, replacing one or more of your original or factory
antennas with some higher gain “aftermarket” antennas (see Figure 7-1) can
help increase the range of your wireless network.

This method of extending your range isn’t practical for any wireless N (or
MIMO) products, for example, those with three antennas. If you're not sure
what wireless technology or standard you’re using (or what the heck I'm
talking about), refer to Book I, Chapter 1 for information on the wireless
standards.
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Figure 7-1:
Example

of an

aftermarket ¥
antenna. .‘f

Courtesy of Linksys, a division
of Cisco Systems, Inc.

Figure 7-2 depicts this concept. Replacement antennas can aid in situations
in which you have low signal levels, and experience dropped and intermit-
tent connections on one or more of your computers (your problem com-
puter(s), as I refer to them in this section.

As depicted in Figure 7-2, higher-gain antennas can slightly increase the
range of a wireless product. Although the range increase is minimal com-
pared to other methods, this can be a very economical solution.

For example, instead of putting in a range extender (discussed later in this
chapter) that costs $70 to $90, you could replace an antenna or two, at $20
to $30 apiece. Plus, unscrewing your original antenna and screwing in the
replacement takes only 10 seconds, whereas setting up a range extender can
take an hour or more.
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Before proceeding, you should understand that any products with wireless A
capability (including dual-band or tri-band equipment) usually don’t support
replacement antennas ( the factory antennas usually can’t be removed.

Aftermarket antennas may look a bit different, and be larger. Some aftermar-
ket antennas may not attach directly to the wireless adapter in your com-
puter but may be attached to a base with a wire running to the adapter, such
as Figure 7-3 shows.

Your “replace antenna” dilemma

You should do some thinking before going out and buying a whole bunch of
antennas. You have a few decisions to make. You need to figure out what
wireless products in your network need a better antenna and what type of
replacement antenna provides the best fit.
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Figure 7-3:
Example of
aftermarket
antenna
with base.

Courtesy of D-Link, a division
of Cisco Systems, Inc.

The two antenna types you can choose from are the following:

4 Omni-directional: Wi-Fi signals from this type of antenna are sent
(almost) equally in all directions. Additionally, omni-directional anten-
nas are also tuned to receive signals from all directions.

4+ Directional: Wi-Fi signals sent or propagated from these types of anten-
nas are aimed in a certain direction. Imagine that, instead of sending the
signals in all directions, a directional antenna concentrates the signals in
one direction, thus making the signal travel farther. Furthermore, these
antennas are tuned to receive signals from one direction.

You can replace all your antennas (your Wi-Fi router and adapters) or pick
and choose those that will provide just enough increased range to fix your
problem. To help with these predicaments, take a look at these common
“replacement scenarios” and pick the one that best fits:

4+ Replace just the wireless router antenna: Doing this with an omni-
directional antenna is beneficial when all your computers are scattered
around your home. In the less common situation in which you have all
your wireless computers closely located in the same area, a directional
antenna would be feasible.
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4+ Replace antennas on only your “problem computer(s)”: If you have
only one or two problem computers with low signals and connectivity
issues, this may be the best solution. In this case, using a directional
antenna would make sense, at least for desktop computers, because you
probably won’t need to ever send signals in any other direction than to
your wireless router. It’s a different story for laptops, which you move
around your home and use with other networks away from home. When
away from home, you might not know where the signals should be sent
or received. So for your laptop, you should only use omni-directional
antennas. But keep in mind that only a handful of wireless cards for lap-
tops include a connector for external or replacement antennas. Thus
you'll have to probably get a new wireless card as well.

4+ Replace the wireless router and “problem computer(s)”antennas: As
with the first scenario, this solution is best if all (or most) of your com-
puters are having connectivity issues. However, replacing the computer
antennas in addition to the wireless router provides a better chance of
fixing your low-signal problem. Plus it provides better performance, which
is particularly useful when transferring files over your network. As dis-
cussed in the first bullet, you probably need to use an omni-directional
antenna for your router. For your desktop computers, you could use
directional antennas for best results and stick with omni-directional for
laptops, as I discuss in the second bullet.

Choosing your aftermarket antennas

When you know how many antennas you want to replace and have chosen
the types for the replacements, you can continue by finding and acquiring
them. Here are some tips to help you along:

4+ Try your brands: First, check the brands of your existing equipment,
because networking manufacturers usually produce replacement anten-
nas that fit all or most of their wireless gear.

4+ Check online first: Before hitting up your local electronic stores, do
some research online. You can go to the Web sites of your equipment
manufacturers and search for a compatible antenna, usually listed on
the same page as all the wireless products. You can also do some price
matching; you'll probably find the best deals online.

4+ Get the right connector type: If you aren’t sticking with the same
brands, make sure that the antenna supports the connector type (such
as SMA or TNC) of your router or adapter.

4+ For laptops: You have two options to get a better antenna for your
laptop. The first option is to use an enhanced USB wireless adapter
(such as the one shown in Figure 7-4), with an included high-gain
antenna or one that supports wireless N.

Book I
Chapter 7

SSajalp
m yoeay
1apag e fumay


http://

198 Renovating Your Network with Wireless N

Figure 7-4:
An
enhanced
USB
wireless
adapter.

Courtesy of Linksys, a division
of Cisco Systems, Inc.

The next option is to use a wireless card with antenna jacks — the card
(model #G54A) produced by Buffalo (www.buffalotech. com), for
instance — and use a separate, high-gain antenna.

Replacing your antennas

Not much explanation is needed about replacing antennas, except that you
should turn off the device before removing the antenna: Disable your wire-
less adapter, shut down your computer, or unplug your wireless router. Then
you can simply remove the existing antenna by unscrewing or pulling it,
depending on the connector type. When you have it off, screw or push on
the connector of the new replacement antenna.

You've done it! Now turn that adapter or router back on and see whether you
have better luck.

Renovating Your Network with Wireless N

For those of you with existing wireless B or G networks, one way to signifi-
cantly increase the range of your wireless network is to use wireless N
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products. As a bonus, you'll get faster transfer speeds (or data rates) when
sharing files on the network, many times over what you would get from wire-
less G equipment. This is the newest of the Wi-Fi technologies (or stan-
dards), making use of multiple transmitter and receiver antennas. This
method is termed MIMO (multiple input multiple output) and it provides the
greatly improved range and performance over the wireless G products.

As you can see in Figure 7-5, these products usually use three antennas
rather than the usual one or two antennas on wireless B and G equipment.
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Figure 7-5:
A wireless
N (MIMO)
Wi-Fi router
and network
adapter.

Courtesy of D-Link Systems, Inc.

Upgrading to wireless N can help bring your computers with low (or zero)
signals (and dropped and intermittent connections) to better levels, and
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most likely get rid of all the problems. Even better news for you is that it
should enable you to surf the Web from places originally marked as dead-
zones and out-of-the-coverage area.

Although the wireless N technology is still being developed and isn’t slated
for finalization until at least 2008 or 2009, manufacturers already have prod-
ucts out based upon the draft versions of the technology. You may see these
products identified as pre-N, draft n, or MIMO-based.

Here are some tips to put into memory:

4+ Think about replacing all your products: If you want to take full advan-
tage of this new technology, you need to replace your wireless router,
plus the wireless adapters in the computers you want to have the
extended range and increased performance.

4+ Can work with B and G: Although using wireless B and G wireless
adapters on a wireless N router doesn’t provide significant increase in
range and performance, some increase is possible. So if you don’t use a
certain computer much, you could just keep that old adapter and save
money and time by only upgrading adapters on computers that you use
regularly. Having these old adapters connected to your wireless network
won’t hurt the performance of the wireless N adapters.

4+ Stay with one brand: Because this technology isn’t fully standardized
yet, you should stick with a single brand for all your wireless N gear.
This is to be on the safe side, because the coding and methodology
behind the products may differ between manufacturers.

4+ Keep it updated: Because the development of the wireless N standard is
still ongoing and the MIMO technology is new, stay current with firmware
and driver updates. These hardware updates are released periodically by
the manufacturers. If you need help, check out Book II, Chapter 5.

Wiveless Extenders: Extending Range Inexpensively

If the methods discussed so far don’t seem to fit with your lacking range
problem, you should look into using wireless extenders/repeaters (see
Figure 7-6 for an example) before settling on the last resort of actually adding
more wireless access points.

Here are a few things to consider about using range extenders:
4+ Coverage increase of 50 percent per extender: Adding a wireless exten-

der increases your coverage by about 50 percent, rather than the 100-
percent increase provided by access points.
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Figure 7-6:
A wireless
extender.

Courtesy of Linksys, a division of Cisco Systems, Inc.

4+ Easier than adding APs: Because you don’t have to run wires through-
out your home or buy and set up power-line devices to provide a net-
work connection to the extender, it’s usually much easier and cost
effective to add an extender or two, compared to wiring new access
points.

4+ Repeats your Wi-Fi signals: Wireless extenders increase your Wi-Fi
coverage by repeating the signal from your existing wireless router or
access point.

4 Access points (APs) have repeating capabilities: Many access points
have a variety of other wireless modes, including Repeater mode, which
makes the AP just like an extender.

4+ Performance is degraded: The data rates (or speeds) experienced on
wireless extenders can be as much as half the normal amount. Keep in
mind that this shouldn’t affect Web browsing and Internet downloading
but will affect file transferring from computers on the extender to com-
puters on your original wireless router or access points.

4+ New technologies may not be supported: Networking manufacturers
usually don’t reproduce their entire stock of networking gear in every
new wireless standard and technology that comes along. Therefore,
some extenders or repeating-capable APs may not have (at least at first)
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all the new encryption and security methods, or even support the new
wireless standards.

4+ Supported wireless routers may be limited: Some extenders work only
with certain wireless routers and APs. Carefully check the product
description and requirements for wireless extenders.

Along with the usual determining factor — the price — keep in mind the fol-
lowing when shopping for a wireless extender (or repeater-capable AP):

4+ Multiple names exist: Networking manufacturers come up with their
own trade names to describe their products, including range “extender”
and range “expander.”

4+ Look for antenna gain: The more gain an antenna has, the farther
the signal will go, so you might want to compare the antenna gain of
extenders.

4+ Think about going with an AP: Most high-grade access points include
a repeater mode, in addition to a variety of other wireless modes. You
might spend a bit more on an AP with repeating functionality; however, if
you want even more coverage later, you can just use the AP mode.

Although the manufacturer’s installation guide for your extender gives you
exact directions for your model, the following steps should help you set up
just about any wireless extender or repeater-capable AP — with a bit more
hand-holding.

< Just as with any other wireless networking product, before you set it up,
you should check for any available firmware/driver updates. See Book II,
Chapter 5 for more information.

1. Connect your extender to a computer.

If you're using an AP (with automatic or dynamic IP addressing with
DHCP) with a repeater feature rather than an exclusive extender, you
can connect to the Web-based utility normally. Just make sure that
you're wirelessly connected to the AP and skip down to Step 2.

However, if you're using an actual extender (not an AP), you must first
physically connect the extender to a computer, as follows:

a. Make sure that your computer has a wired (Ethernet) network
adapter installed and enabled.

b. Plug the extender into an electrical outlet to power it up.

c. Plug one end of an Ethernet cable (probably included with the prod-
uct) into the port of the extender, and plug the other end into the
Ethernet port of your computer.
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Figure 7-7:
Configuring
a static IP
address in
Windows
Vista.
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d. Most extenders are set by default with a static IP address; you can
check your product documentation. In order to properly connect to
the extender and access the Web-based configuration utility, you
must assign your computer a static IP address within the same range
as the extender.

You’ll need to look in the installation guide or manual of your exten-
der to figure out the default IP address and subnet mask (most likely
255.255.255.0), the two pieces of information you need to configure
your computer with a correct static [P address.

When you know the default IP settings, configure your computer with
an address in the same range; Figure 7-7 shows an example.

For instance, if the IP address is 192.168.0.210, you could use
192.168.0.211 or 192.168.0.212; or if the default is 192.168.0.30, you
could use 192.168.0.31 or even 192.168.0.166.

If you need help with configuring static addresses, refer to Book 1V,
Chapter 1.

Internet Protocol Version 4 {TCP/IPv) Properties |7 ==
["General
‘ou can get IP settings assigned automatically if vour network supparts

this capability, Ctherwise, you need to ask your network administrator
for the appropriate IP settings,

IP address:

Subnet mask:

Default gateway:

Obtain DMS server address autamatically
@ Use the following DMS server addresses:
Preferred DS server:

Alternate DNS server:
| Adwanced. .. ‘

| Ok | | Cancel |

2. Access the Web-based configuration utility of the extender or AP by
opening a Web browser (for example, Internet Explorer, Netscape, or
Firefox), typing in the IP address of your extender or AP into the
address bar, and, when prompted, entering the username and pass-
word of your AP.

3. If you're using an AP, you must enable the Repeater mode by clicking
the Wireless or Advanced wireless tab (Figure 7-8 shows an example),
selecting Repeater for the Mode option, and then clicking Save or Apply.
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The device may reboot, and you may be disconnected for a minute.
4. If you're using a extender, select the signal source (your wireless
router) that you would like to extend or repeat, either by selecting the
wireless router (identified by network name) from a list populated
with all the nearby wireless networks (see Figure 7-9), or manually
entering the MAC address of the wireless router.
To find out the MAC or IP address of a device you can refer to Book V,
Chapter 3. When you’ve identified the source, click Save or Apply.
Ldlink.com  DWL.G710 - Microsoft Intemet Explo._ o)
IEGA10SITE SUIVEY
O 00-0f-a3-la-df-93 TWireless Metwork WEP &
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Signa| O 00-0f-a3-0c-87-27 marketing OFEN 6
source @ J
settings of Connect Exit
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&) & Internet

5. Click the Wireless tab (or other similarly named tab containing the
basic wireless settings, as shown in Figure 7-10).
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6. Enter your own name in the Network Name (or SSID) field and then
click Save or Apply.

The network name (or SSID) for all your extenders, APs, and wireless
routers should be the same. This is so that your mobile devices (such as
a laptop) can roam seamlessly without being officially disconnected
from the network and disrupting your network or Internet connection.

N

Click the Advanced tab as shown in Figure 7-11 (or Wireless Security
or other tab, depending on your utility), and configure the extender
or AP with the same encryption settings as your wireless router; then
click Save or Apply.

If you need assistance in configuring the settings, refer to Book III,
Chapter 2.

8. Disconnect the extender from your computer.

If you're using an actual extender (not an AP), you can now disconnect
the Ethernet cable from your computer and unplug the extender from
the wall. Additionally you can reenable automatic IP addressing (DHCP)
on your computer; refer to Book IV, Chapter 1 if you need help.

9. Place the extender.

Now that you have configured your extender or AP, you just need to find
a good spot in which to put it — around the edge of the source signal’s
coverage.
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Figure 7-11:
Encryption
settings on
an AP.
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Figure 7-12:
Wireless
network
stats in
Windows
Vista.

You can discover your coverage boundaries by walking and checking
signal levels with a laptop:

a. Open your laptop and connect to the AP or wireless router you indi-
cated as the source signal.

b. Bring up your wireless status information, either a utility provided by
your wireless adapter or the one built in to Windows (see Figure 7-12),
which shows signal strength and data rate. See Book IV, Chapter 1 for
steps on accessing these utilities.

Al Wireless Network Connection Status =
General ‘
Cannection
IPw4 Connectivity: Internet
IPv6 Connectivity: Limited
Media State: Enabled
S5I0: diink.
Duration: 02:30:1%
Speed: 54.0 Mbps
Signal Quality: !!ﬂ!
[ Details... ]l \Wireless Properties J
Activity —
a -
Sent k_p- Received
Bytes: 4,036,719 119,089,249
‘E‘Prnparties J l ‘li‘!DisahIe ] l Diagnose ‘
Close
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Discovering
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c. Starting close to the source, walk out (slowly) toward one direction
while monitoring the signal levels on the laptop. When you see the
signal level drop very low, stop and change direction. Try to walk in a

circle around the router, again while monitoring the signal levels —
and remember where you are walking.

Figure 7-13 offers a depiction of this process.

Your objective is to stay connected to the source but to keep signal
levels down. This is defining your coverage boundaries. Keep walk-
ing the circle around the wireless router while making adjustments
(going closer or farther from the router) to stay at the poor levels.
When you reach the starting point, you can quit.

If you're working with multiple floors, you should do a similar walk-

around on each floor to see what the vertical coverage is like. Try to
start above or below the wireless router.

Wireless
extender’s signal

Wireless

Wireless
router
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d. Now think of the area your wireless router filled. You can expect an
extender or AP to provide similar coverage. But keep in mind that
the coverage will overlap with the source. Your entire wireless cover-
age won’t double, but you will get about 50 percent more coverage
per extender.

Additionally, obstructions reduce the signal, and the reduction dif-
fers depending on the obstruction. For example, brick or concrete
walls reduce radio signals much more than drywall does.

e. Determine exact extender/AP placement by thinking where you want
the coverage extended and keeping in mind that the device must be
placed around the coverage boundary of the source router or AP.

Also, don’t forget that the final resting place should have an electri-
cal outlet nearby.

Adding Access Points (APs): True Coverage Increase

The amount of coverage increased by adding access points (APs) — see
Figure 7-14 for an example — is essentially endless: Adding one AP doubles
the coverage, two APs triple it, three provide quadruple coverage, and so on.
The range or coverage increase just depends on how many APs you add to
your network and how much time and money you want to spend.

S
e
S
Figure 7-14: o““"‘m.)
Example of —
an access ,
point.

Courtesy of D-Link Systems, Inc.

This network extending method basically consists of placing more wireless
routers around your home. The APs provide another wireless connection
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point for your Wi-Fi computers and devices, hence the name access point.
It’s important to understand that wireless computer users can still move
around; their wireless adapters will automatically roam to the best available
access point or wireless router.

Adding more than one AP to your wireless router usually isn’t necessary
unless you want full coverage in a building of more than 4,000 square feet,
constructed of drywall.

Deciding whether to run Ethernet cables
or use your existing power lines

Each AP you place throughout your home must be connected back to your
central network, most likely your wireless router. So much for a “wireless”
(freedom of wires ( network, huh? Well, just keep in mind that you’ll have a
great time later when you're roaming about your home while staying con-
nected. The APs must be connected to your router so that the computers on
the new APs can communicate with your computers connected to your
router, and so that the new APs have an Internet connection.

You have two choices for this “backend” connection:

4+ Run Ethernet cables: This method requires you to run a wire out to
each of your APs from the ports on the back of your router. This tradi-
tional technique requires much more work than the other method but
offers a significant cost savings.

4+ Use power-line technology: Instead of running more wires throughout
your home, this method uses your home’s electrical lines.

For this method, you buy special power-line bridges or adapters. One
plugs into an electrical outlet near your router, with a cable running off it
and connecting to a port on the back of your router, supplying your elec-
trical lines with the network and Internet connections. Then wherever
you want an AP, you plug another power-line bridge or adapter into an
electrical outlet and connect it to your AP.

This can be a great way to add additional APs if you don’t want to run
new wires.

Properly setting up a power-line network requires you to have at least one
computer with a wired network adapter, or Ethernet port.

To help you decide between these two methods, take a look at Table 2-1
which points out the differences.
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Table 2-1 Comparing Backend AP Connection Techniques
Method Setup Time  Price Data Rate  Max Distance
Running Ethernet Much more $10-$50 for Upto 1,000 328-492feet(100to
cables involved 50- to 100-foot  Mbps 150 meters)

cable (gigabit)
Using Power-line Lessinvolved  $40-$60 per Up to 200 656984 feet (200~
technology bridge Mbps 300 meters)

A faster data rate doesn’t help on the Internet side but does on your private
network. That is, you won’t get faster Web browsing and downloading by
going with the higher data rate backend connection, but you could receive
much faster file transfers between your computers. However, this also
depends on the data rates supported by your wireless router and access
points.

Planning and preparing
Adding access points (APs) to your network requires a good amount of plan-
ning and preparing, which this section discusses.

Determine layout: Do a walk-around

First you need to figure out how many APs you need or want to add to your
existing wireless router, plus where they should be placed. In the enterprise
world, this is called a site survey. Your site survey, though, will be a slimmed-
down version. Here’s how to do it:

1. Open your laptop, connect to your wireless router, and bring up your
wireless status information, either through a utility provided by your
wireless adapter or using the one built in to Windows (see Figure 7-15),
which shows signal strength and data rate.

If you don’t have a laptop, you're pretty much out of luck unless you
want to move your desktop computers from room to room. But you can
take the easy way out and just guess where your coverage boundaries
are compared to the signal levels on your desktop computer(s).

2. Discover existing coverage boundaries by walking and checking
signal levels.

This is the same process as described previously for placing a wireless
extender, which you can find in Step 9 of the “Wireless Extenders:
Extending Range Inexpensively” section, earlier in this chapter.

3. Find rough AP placements, using your imagination.
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Now think of the area your wireless router filled. You can expect an AP
to provide similar coverage. But keep in mind that obstructions reduce
the signal, and the reduction differs upon the obstruction. For example,
brick or concrete walls reduce radio signals much more than drywall
does. The point is that the coverage, without a doubt, won’t be the exact
same, but the comparison is okay for your purposes.

You want the coverage from the additional AP(s) to slightly overlap the
coverage from adjacent APs or wireless routers, so you still have a good
Wi-Fi signal if later located in between coverage zones. If you're working
with multiple floors, you also need to imagine the vertical coverage,
based upon testing from your wireless router’s coverage.

4. Pick exact AP placements by finding outlets or cabling paths.

When you have a rough idea where the AP(s) should be located, you
need to figure out the exact placement by doing some searching and
more thinking:
If you're going the power-line way:

¢ Simply find an outlet nearby to plug in the power-line bridge/adapter.

¢ Find a second outlet for the AP if you don’t plan on purchasing the
power-line/AP combo device.

If you're going with Ethernet cabling, you should figure out exactly how
and where the cable is going to be run. You can refer to Book II, Chapter 2
for more information and tips on running Ethernet cabling.
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Next you need to:

¢ Determine lengths: Figure out exactly how many cable sections you
need and measure the lengths.

¢ Find electrical outlets: Remember that you should place the end of
the cable(s) near an electrical outlet so that you can power your AP.
However, you can use APs with power-over-Ethernet (PoE) capabili-
ties with a power injector at your wireless router; doing so can
power your AP instead of your having to plug it into an outlet.

Choosing and buying your APs
Access points (APs) in general are pretty generic and don’t have many

differences or special features, but here are a few pointers when selecting
your AP(s):

4 Pick the right wireless technology: The main thing to look for in an AP
is the supported wireless standards or technologies, for example A, G, or
N (or multiband APs). Although doing so is not required, you should
stick with the same standard used by your wireless router.

4+ Power-over-Ethernet (PoE) capability: Some APs have this feature,
which allows you to power the AP through the Ethernet cable rather
than have to plug the AP into an electrical outlet. But keep in mind that
you must have a PoE-supported router or a separate PoE adapter/
injector on the other end of the cable.

4 Multiple-mode APs exist: Some access points support other modes in
addition to AP, such as: Point-to-Point Bridge, Point-to-Multipoint Bridge,
Repeater, and Wireless Client. This can be useful if you want to experi-
ment with other range-extending techniques.

If you prefer, you can use a wireless router instead of an access point, which
is especially useful if you have a spare router lying around. With a few set-
tings changes, you can basically turn a wireless router into an AP, as dis-
cussed later in the “Setting up the AP” section.

Buying your power-line adapters

If you're using power-line bridges/adapters (see Figure 7-16 for an example)
for your backend AP connections, make sure that you take into account the
HomePlug standards and other varying characteristics, discussed in Book I,
Chapter 2.
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Getting the Ethernet cables

When shopping for Ethernet cabling (see Figure 7-17), you should under-
stand the three main types, Cat5, Catbe, and Cat6, which are all interopera-
ble and support data rates of up to 1,000 Mbps (gigabit). These cable types
and other information pertaining to Ethernet cabling are discussed in Book
I, Chapter 2.
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Setting up your backend connection

First you should install and set up your backend connection — Ethernet
cables or power-line devices. For installation instructions for power-line
adapters, you can refer to Book II, Chapters 2 through 4 (keeping your eye
out for the material covering power-line networking) for help on planning
what you need, installing, and setting up power-line adapters. While going
through the chapters, keep in mind that you don’t want to set up a strictly
power-line network. You want to connect one power-line adapter from your
router to your electrical system and then connect a power-line adapter from
each AP to your electrical system.
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If you're using Ethernet cabling for the backend connection of your AP(s),
here are the steps to follow:

1. Plug one end of the Ethernet cable into your wireless router.
2. Install the Ethernet cable.

Take the other end of the cable and run with it! It’s time to do the actual
physical installation of your Ethernet cable. Information and tips on
undertaking running Ethernet cabling appear in Book II, Chapter 2

and the “Determine layout: Do a walk-around” section of this chapter.
Good luck!

3. Connect the AP.

When you have your Ethernet run to your desired spot, connect the AP
to the cable or the jack, if installed.

Making the AP work with your network

In order for your AP to work with your existing network, you must verify that
its IP address is set within the same range (subnet) as your existing network.
This verification is necessary because APs come set with a static IP address,
rather than a dynamic setting that automatically retrieves a correct address.
If you're using the same brand for your AP as your wireless router, you’ll
probably be fine because the manufacturer usually sets a static IP address
within range of the default settings of its routers. However, you still should
double-check before doing the install.

1. Get the IP information for your existing wireless router.

First you need to figure out the IP address subnet of your current net-
work. You can do this by bringing up the network connection status
information on a computer currently connected to your wireless router.
You need to find and write down the IP address of the default gateway
and subnet mask. If you need help, refer to Book V, Chapter 3.

2. Get the IP information for your AP.

Now you need to get the AP’s default subnet, listed in the Install Guide
and manual for the product. You won'’t find a value for the subnet;
instead, you should look for the IP address and subnet mask.

3. Compare the values.

If all but the last numbers of the IP addresses (of the wireless router and
AP) match, you're good to go. For instance, if your current network
(wireless router) is set to 192.168.1.1 and your AP is set to 192.168.1.151
(or anything from 192.168.1.2 to 192.168.254), you're in the same subnet.
In this case, both subnet masks would be 255.255.255.0.
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But if the second-to-last number doesn’t match, you’re probably in dif-
ferent subnets, and you need to change one device’s IP address. For
instance, if your current network (wireless router) is set to 192.168.0.1,
and your AP is set to 192.168.2.151, you're not in the same subnet. In this
case, both subnet masks would be 255.255.255.0.

If you need to change the subnet of your AP, you must connect the AP to
your computer and bring up its Web-based configuration utility:

1.

2.

5.

6.

Connect an Ethernet cable to the AP and the other end of the cable to
your computer.

Set a static IP address, within range of the AP, for your computer’s
network adapter.

If you need help configuring your network adapter (that’s connected to
your AP) with a static IP address, refer to Book IV, Chapter 1.

. Connect the power cord to your AP and plug the other end into a wall

outlet.

. Access the Web-based configuration utility of the AP by opening a

Web browser (such as Internet Explorer, Netscape, and Firefox),
typing in the IP address of your AP into the address bar, and, when
prompted, entering the username and password of your AP.

Click the Basic or LAN tab (or other tab that contains the IP address
setting for the AP).

Either change the IP address to one within range of your current net-
work (starting with the same three sets of numbers) or enable DHCP
(which is slightly easier to do) so that the AP will automatically retrieve
a correct IP address from your current network.

7. Click the Save or Apply button.

The AP will reboot and you will be disconnected for a minute. Now
you can disconnect the AP from the computer and move on with the
installation.

Because you’ve changed the default IP address, you should mark it next to
the values given in the product documentation so that you can find it if you
forget it. You may also want to tape a piece of paper under the AP with the
new value.

Setting up the AP

To set up your AP, you can follow the installation and setup directions
included with your AP or power-line/AP combo device, or you can use the
steps provided here. These cover the main settings that you should change
or set for each of your APs.

Book I
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Converting a Wireless Router into an AP

You can use a wireless router instead of an
access point. The main difference between the
two devices is that an AP doesn’t include the
routing and IP features that enable features
such as Internet sharing and dynamic (or auto-
matic) IP addressing. An AP doesn't need these
features because they’re provided by other
components, such as routers.

To turn a wireless router into the equivalent of
an AP, you can just disable these special fea-
tures by following these steps:

1. Power-on the wireless router you want to
convert and then plug an Ethernet cable
into an Ethernet port (one out of the usual
four) of your wireless router and the
other end into your Ethernet port of your
computer.

2. Access the Web-based configuration util-
ity of the wireless router by opening a Web
browser (such as Internet Explorer,
Netscape, or Firefox), typing the IP address
of your wireless router into the address
bar, and, when prompted, entering the
username and password of your wireless
router.

3. Click the Basic, Setup, or LAN tab (or other
tab containing the IP address setting) and
change the IP address so that it's in the
same range (but has a different address) as
your main router. Then click Save or Apply.

For instance, if the IP address of your main
routeris 192.168.0.1, you can use 192.168.0.2
or 192.168.0.3; or, if it's 192.168.1.1, you can
use 192.168.1.2 or even 192.168.1.66.

4. Click the Basic, Setup, or LAN tab (or other
tab containing the IP address settings) and
disable DHCP. Then click Save or Apply.

You want to disable DHCP because you
want only your main router to handle the IP
addresses for the network users.

5. You can disconnect the wireless router
from your computer and treat it as an AP.
When you're ready to connect your make-
shift AP to your main router, connect one
end of an Ethernet cable to one of the four
Ethernet ports on the back (not the WAN
port). Then connect the other end of the
cable to one of the four ports on the back of
your main router, as you normally would.

As with other wireless networking products, before you set up your AP,
you should check for any available firmware/driver updates. See Book II,

Chapter 5 for more information.

Here’s how to set up the AP(s):

1. Access the Web-based configuration utility of the AP by opening a
Web browser (such as Internet Explorer, Netscape, and Firefox),
typing in the IP address of your AP into the address bar, and, when
prompted, entering the username and password of your AP.

2. Click the Wireless tab (or other, similarly named tab containing the
basic wireless settings, as shown in Figure 7-18), enter the same net-
work name as that used by your wireless router into the Network
Name (SSID) field, and click Apply or Save.
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Figure 7-18:
Wireless
settings on
an AP.
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The network name (or SSID) for all your APs and wireless routers should
be the same. This is so that your mobile devices (such as a laptop) can
roam seamlessly between your router and AP(s) without being officially
disconnected from the network and disrupting your network or Internet
connection.

. Click the Wireless tab (or other, similarly named tab containing the
basic wireless settings, as shown in Figure 7-18), choose a channel
using the recommendations in the following paragraphs, and click
Apply or Save.

In contrast to the network name, your wireless router and your AP(s)
should not be on the same (or even close) channels. You should set each
AP and wireless router to a different and nonoverlapping channel —
channels 1, 6, or 11.

So if you have a wireless router and two additional APs, you can set (or
leave) the wireless router to channel 6, set one of the APs to channel 1,
and set the other AP to channel 11. Doing so would prevent the APs from
interfering with each other but also still allow roaming between them.

Click the Advanced tab, such as that shown in Figure 7-19, and config-
ure the AP with the same encryption settings as your wireless router.
Then click Save or Apply.

As is true of the network name, the encryption keys/settings of all your
wireless routers and AP should be the same. This allows for seamless
roaming.
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Figure 7-19:
Encryption
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If you need assistance in configuring the settings, refer to Book III,
Chapter 2.

5. Verify and configure any additional security settings.

If you've configured any other security settings (such as disabling SSID
broadcasting or MAC address filtering), you might want to make similar
changes to your AP(s). Refer to Book IIl, Chapter 2 for information on
configuring these items.

Additionally, if you find that you’re having problems getting your AP(s)
to work, you should verify that these additional security techniques
aren’t what are holding you up. For example, if you aren’t using dynamic
IP addresses (DHCP) on your router, you must manually configure the IP
address of your AP(s), with an address within the acceptable range, or
you could just reenable DHCP on the router.
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“Amy surfs the \Web a lot, so for protection we
installed several filtering programs that allow
only approved sites through. Which of those
nine sites are you looKing at now, Amy?”
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Chapter 1: Addressing
Internet Security

In This Chapter

v Stopping hackers with a firewall

v Getting outfitted for the battle against Internet viruses and infections
v Fighting back against spam and junk e-mails

v Realizing the dangers of the virtual fishing game — phishing

v Putting your foot down on pop-ups and staying safe when surfing

A s you may know, the Internet opens your computer up to infections —
those nasty little programs like viruses and spyware — and to hackers.
But did you know you can protect yourself against these infections and
threats? It isn’t hard and you don’t have to have a computer degree: just at
most some money and an hour of your time.

In addition to viruses, you have to worry about other online threats and
annoyances, like spam and phishing e-mails. You can protect yourself, but
first you need to know how. This chapter shows you how.

Blocking Internet Hackers Using Firewalls

The Internet is in effect just a big network, similar to your home network,
but with billions of computers interconnected from around the world. Some
of the people behind these computers are trustworthy, but others are not.
Connecting your computer to the Internet without proper protection gives
hackers the opportunity to connect to your computer to do nefarious
things like

4+ Getting your files and sensitive information
4+ Monitoring your Internet traffic

4+ Taking over your computer to change settings and cause havoc

You can, however, use a firewall to protect yourself from these hackers.
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The big picture behind what firewalls do

A firewall is a filter that monitors data traffic to either let it through or block it,
depending on the settings you’ve created when you set up your firewall. You
could compare this process to a DUI checkpoint set up by the authorities:

1. Cars (data traffic) on both sides of the road (incoming and outgoing)
must stop at the road-block (firewall) to be inspected.

2. Safe drivers (authorized data traffic) are let through to the other side of
the roadblock (firewall).

3. Impaired drivers (unauthorized data traffic) are blocked and aren’t
allowed through the roadblock (firewall).

Figure 1-1 gives you a visual of this type of filter provided by computer

firewalls.
AL A
Blocks :
unauthorized P Lets authorized
outgoing traffic PY o traffic through
Firewall —>
Blocks
unauthorized

~— incoming traffic

Figure 1-1:
A depiction
of a firewall
filtering your
data traffic.
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A firewall doesn’t come with authorities to do the inspection, nor does it
automatically prosecute violators; however, a firewall helps keep your com-
puters from being hacked.

What a firewall actually blocks: Ports

The previous section helps paint a good picture in your mind to understand
the basic concept behind firewalls, but to better understand firewalls, you
should know that they work by blocking ports. A firewall doesn’t just magi-
cally know what data is good or bad for your computer out of thin air, or
from some type of inspection of the data itself.

On a network and the Internet, there are different ports (thousands of them)
that data can travel through. For instance, think of a CB radio: You have 40
channels you can talk on, but all the talk is done through one medium, the
airwaves. Likewise, all the data on a network and the Internet travels
through the same mediums, but on a variety of ports.

Half of the protection provided by firewalls is blocking all ports except those
specified as authorized ports. The other half of the protection is provided by
blocking all programs on your computer (no matter what port is used) from
using the network or Internet, again, except for those you have specifically
authorized.

Getting a firewall to protect yourself

A firewall can be a software program loaded on your computers or a piece of
hardware that sits between your Internet connection and your computers
(or router). Newer operating systems such as the following come with built-
in firewall software:

4+ Windows Vista

4+ Windows XP

4+ Mac OSX

Ubuntu doesn’t automatically come with a firewall installed and active.
However, you can set it up, which is discussed shortly.

You can also find firewall software available as a standalone product or as a
part of an entire Internet security suite, for purchase (or for free) from com-
panies such as

4+ McAfee: www.mcafee.com

4+ CA (Computer Associates): shop.ca.com

4 Norton (Symantec): www. symantec.com/norton
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4+ ZoneAlarm (basic firewall software is free): www. zonealarm. com

4+ Comodo Firewall Pro (free): www.personalfirewall.comodo.com

Because your operating system (Windows, Mac, and so on) probably
includes a firewall, using a third-party firewall isn’t necessary. However, if
you are purchasing an Internet security suite for viral and spyware protec-
tion, and it includes a firewall, you may want to disable the built-in firewall
for your operating system. You'll probably find it easier to use the third-
party firewall because it will be from the same vendor, providing you with
streamlined access and configuration of all your Internet security products.

Hardware firewall solutions are covered later in this chapter, in the “Using
Internet Security Hardware Solutions for Your Entire Network” section.

Configuring the Windows Firewall

Windows XP and Vista come with a firewall (called Windows Firewall)
installed and enabled by default. Because common programs and services
are authorized by default, you don’t have to configure the Windows Firewall
that much. Additionally, when a program on your computer tries to access
the Internet or network for the first time, you're prompted to authorize or
block the access. Then, depending upon your response to whether to
authorize or block, the firewall utility is automatically updated.

The firewall settings are saved, so when you restart your computer nothing
needs configured again. You basically need to configure your firewall settings
only when you want to disable or enable the feature or manually add or
remove an application or software.

Using Windows XP

You can access the firewall settings in Windows XP from the Control Panel.
To do so, choose Start=>Control Panel=>Network and Internet Connections>
Windows Firewall.

Figure 1-2 shows the main window of Windows Firewall, where you can easily
turn it on or off.

Clicking the Exceptions tab shows you all the programs/ports that are
authorized to pass by the firewall, such as those shown in Figure 1-3. These
exceptions apply to all your network adapters.
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Figure 1-2:
The main
window of
the firewall
utility in
Windows XP.
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Figure 1-3:
The
Exceptions
tab of the
firewall
utility in
Windows XP.
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Clicking the Advanced tab (see Figure 1-4) gives you access to more complex

settings:

4+ Enable/disable firewall protection for certain network adapters

4+ Configure the logging settings of the Windows Firewall
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Figure 1-4:
The
Advanced
tab of the
firewall
utility in
Windows XP.

4+ Configure the Internet Control Message Protocol (ICMP) settings

4+ Restore Windows Firewall to its defaults, which is useful if you think
you’ve caused problems by changing its settings

& Windows Firewall

General | Exceplions

Metwork, Connection Settings

“windows Firewrall is enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

Lacal Area Connection Settings...

‘Wwireless Metwork Cornection

Secunty Logging

You can create a log file for troubleshooting purposes. Setings...

ICHP

With Internet Control Meszage Protocol [ICHF), the Settings:
computers on a network, can share emor and status
information

Default Settings

To restore all Windows Firewall settings to a default state, Festore Defaults
click Restore Defaults

Cancel

Using Windows Vista

You can access the firewall settings in Windows Vista from your Control
Panel by choosing Start=>Control Panel=>Security=>Windows Firewall. If UAC
is active and you received an alert, click OK to continue.

Figure 1-5 shows the main window of Windows Firewall. On the left are the
main tasks, such as turning the firewall off and on or allowing a program
through the firewall.

You can click the Change Settings link to bring up the Windows Firewall
Settings dialog box, which enables you to review or change other settings:

4+ General tab: This is where you can easily turn the firewall on or off, or
block all incoming connections for maximum protection.

4+ Exceptions tab: Shows you all the programs/ports that are authorized to
pass by the firewall. These exceptions apply to all your network adapters.

4+ Advanced tab: Lets you enable/disable firewall protection for certain
network adapters. From here, you can also restore Windows Firewall to
its defaults, which is useful if you think you’ve caused problems by
changing its settings.
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Figure 1-5:
The Main
window of
the firewall
utility in
Windows
Vista.

Blocking Internet Hackers Using Firewalls 227
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Configuring Mac 0S X’s firewall

The firewall feature in Mac OS X Tiger and Leopard is also installed and
enabled by default. Just as with the Windows Firewall, you don’t have to do
much configuring of the firewall in Mac OS X. Common programs and serv-
ices are authorized by default, and the firewall is updated when you turn on
and off most other features that communicate with the Internet or your net-
work, such as Personal File Sharing or Personal Web Sharing. You basically
need to configure your firewall settings only when you want to disable or
enable the feature or manually add or remove an application or software.

Accessing the firewall feature in Tiger
Here’s how to access the firewall feature in Mac OS X Tiger:

1. Click the Apple icon on the menu bar.

2. Click System Preferences.

3. Click Sharing.

4. Click the Firewall tab.
The status of the firewall (shown as Firewall On or Firewall Off) is displayed
in the upper-left of the Firewall tab window. Just below the status is the

button (labeled Stop or Start, depending upon the current status) to disable
or enable the firewall.
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Many common features and programs are listed in the scrolling list box. Only
the items that are checked are authorized to pass through the firewall. Many
items can’t be selected or deselected; in that case, the feature can be turned
on or off in the Services pane (by clicking the Services tab button in the
Sharing window). You can, however, choose an item and click the Edit button
to see exactly what ports the item uses. If the item is editable (meaning that
you can select or deselect it), you can edit the ports for the item.

You can add new features and applications to the firewall to allow their
traffic to and from the Internet or your network from the particular Mac
computer you're currently using. To do this, click the New button. On the
drop-down menu, select the appropriate feature or application from the Port
Name drop-down list. Click OK to add the new entry to the firewall.

If you want to block a service or application (remove it from the firewall),
select the desired item from the scrolling list box and click Delete.

Clicking the Advanced button brings up the following three advanced fire-
wall settings:

4+ Block UDP Traffic: Selecting this can help secure your computer.

4+ Enabled Firewall Logging: Enabling this feature logs the activity of the
firewall (such as the IP addresses and ports that are blocked by the fire-
wall), which is useful if you want to see whether someone is trying to
hack into your computer, or when trying to troubleshoot an application
or feature that isn’t communicating over the Internet or network.

4+ Enable Stealth Mode: When this option is enabled, your computer won’t
respond to unrequested data traffic, thereby making your computer vir-
tually invisible on the Internet. One benefit of this is that it can prevent
you from being detected by a hacker using a popular method of detec-
tion called a ping. Hackers can send pings to random IP addresses (what
identifies you on the Internet) and when a response is sent back, they
know that a computer or network is there and may try to hack into it.
Stealth mode keeps your computer from responding to pings.

Accessing the firewall feature in Leopard
Here’s how to access the firewall feature in Mac OS X Leopard:

1. Click the Apple icon on the menu bar.
2. Click System Preferences.

3. Click Security.

4. Click the Firewall tab.
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When you have the Firewall tab opened on the Security window, you can
select one of the following radio button options:

<+

+

Allow All Incoming Connections: This option provides the least amount
of protection and essentially turns the firewall feature off.

Allow Only Essential Services: This option provides a great amount of
protection; however, it blocks ports and services that you may want to
use while on your home network, such as file and printer sharing. Only a
few system-essential ports (for example, those that support networking
services, such as DHCP, Bonjour, and IPSec) are opened by default when
this option is selected.

This option is best when you are connected to other networks, such as
Wi-Fi hotspots or other public connections to the Internet.

Set Access for Specific Services and Applications: This is typically the
best option to use when connected to your home network because it
lets you control the firewall while also being flexible. This option is com-
parable to using the Windows Firewall feature in Windows. Ports and
services typically used in home networks (such as file and printer shar-
ing) are automatically authorized, letting you add other (non-Mac) appli-
cations or services as you want.

If you select either Allow Only Essential Services or Set Access for Specific
Services and Applications, you can click the Advanced button and choose
the Enable Firewall Logging and Enable Steal Mode options, if you want. See
the “Accessing the firewall feature in Tiger” section for a description of these
two options.

Additionally when you have Allow Only Essential Services or Set Access for
Specific Services and Applications selected, you can add and remove appli-
cations (that you want to either block or allow through the firewall) from the
list. Click the plus sign near the bottom-left corner of the window, select the
application from dialog box, and click Add. Then select whether you want to
allow or block the application.

Installing and setting up Ubuntu’s firewall

Ubuntu doesn’t come with a firewall feature automatically installed and
active. You must install the firewall feature (called Firestarter). Here’s how
to doit:

1. Click System from the Ubuntu toolbar.

2. Choose Administration.

3. Open Synaptic Package Manager.

4. If prompted, enter your account password and click OK.
5. Click Settings from toolbar.
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6. Choose Repositories.

7. Make sure that the Community-Maintained Open Source Software
(universe) option is selected.

8. Click Close.

9. If prompted, click Close again.
10. Click the Reload button on the Synaptic Package Manager window.
11. Click the Search button, type firestarter, and hit Enter.

12. Click the checkbox next to the Firestarter item and choose Mark for
Installation.

13. Click Apply, review changes, and click Apply.
14. Close Synaptic Package Manager.

Now you can configure Firestarter:

1. Click System from the Ubuntu toolbar.

2. Choose Administration.

3. Select Firestarter.

4. If prompted, enter your account password and click OK.

The Firewall Wizard should run. If it doesn’t, you can bring it up manu-
ally by clicking Firewall, and then clicking Run Wizard.

5. Click Forward.
You should be taken to the Network Device Setup page.

6. From the Detected Device(s) drop-down list, select the network
adapter that’s connected to the Internet.

Viewing the Connection Information window when you’re connected to
your network or Internet connection can give you a hint as to the device/
adapter to select. Right-click the Ubuntu’s network icon in the upper-
right side of the screen and click Connection Information. If the window
is filled with your network connection information, you’ll most likely
want to select the same device/adapter from the Firestarter Wizard as the
value for the Interface field, which is at the top of the window.

7. Select the Start the Firewall on Dial-Out option if your computer is
hooked directly to a dial-up Internet connection device, such as a DSL
modem, or you connect to VPN (Virtual Private Network) connections.

Most likely, this won’t apply to you and you can leave the option
unselected.

8. Select the IP Address Is Assigned via DHCP option if your computer is
hooked directly to an Internet connection and it uses DHCP to obtain
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its IP address (which is the case for just about all home Internet con-
nections), or if the computer is connected to a network using DHCP
(which is set by default on all home networking products).

This option applies to most people and usually needs to be selected.
9. Click Forward to go to the Internet Connection Sharing Setup page.

10. 1f you plan to use your computer in a computer-to-computer network,
or otherwise want to share your computer’s Internet connection
among other computers connected to your computer, select the
Enable Internet Connection Sharing option.

If you also want to provide other computers with an IP address, select
the Enable DHCP for Local Network option. However, you probably don’t
need to worry about either of these options if you are connecting all
your computers to a router, either wirelessly or via an Ethernet cable.

11. Click Forward.
12. Make sure that the Start Firewall Now option is selected and then
click Save.

To make changes to Firestarter or add/remove applications from the firewall,
you can bring up the Firestarter application:

1. Click System from the Ubuntu toolbar.

2. Choose Administration.

3. Select Firestarter.

4. If prompted, enter your account password and click OK.
When you have Firestarter open, you can easily disable and enable the fire-

wall by clicking the Stop Firewall or Start Firewall button (depending upon
the current status), which is on the top-right side of the window.

You can find documentation and further help on installing and using
Firestarter at www. fs-security.com/docs.

Blocking Viruses, Spyware, and Adware with Software

Using the Internet makes you more susceptible to three major computer
infections:

4 Viruses

4+ Spyware

4 Adware

Book

(x}
=
o
=
-
@
-
-

Kunoag
Jowidyu] buissaippy


http://

2 32 Blocking Viruses, Spyware, and Adware with Software

In the following sections, I detail a little more about these major threats and
how to protect your computer and data from them.

The wrath of computer infections

Whether downloaded automatically without your knowledge or disguised as
a real program or file that you voluntarily downloaded, viral and spyware
infections can cause problems, such as the following:

4+ Altering your computer settings to cause chaos
4+ Deleting your personal or system files

4+ Monitoring your Internet activity

4+ Displaying pop-up advertisements

4+ Spreading the infection to other computers on your network or on the
Internet

Protecting your computers against infections

Even though newer operating systems (Windows XP and Vista, Mac OS X
Tiger and Leopard) include a firewall (to protect your computer from hack-
ers), you need to protect your computer from viral and spyware infections.
You can use a software program loaded on all your computers, or install a
piece of hardware between your Internet connection and your computers
(or router). These anti-infection solutions usually work by

4+ Constantly scanning commonly infected areas for infections so that they
are found quickly and the damage they do is minimal, if any.

4+ Performing routine, full-system scans of all files for infections to make
sure your computer is completely free of infections.

4+ Alerting you to any infections that are found and automatically fixing
them or asking you what you want to do.

You can find antivirus, antispyware, and antiadware software as standalone
products or as a part of an entire Internet security suite for purchase from
companies such as

4 McAfee: www.mcafee.com

4+ CA (Computer Associates): shop.ca.com

4 Norton (Symantec): www. symantec.com/norton
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You can also find free software products that provide similar protection,
such as
4 AVG Anti-Virus Free Edition: free.grisoft.com
avast! 4 Home Edition: www.avast.com
PC Tools AntiVirus: www.pctools.com/free-antivirus
AVG Anti-Spyware Free Edition: www. grisoft.com

Ad-Aware: www . lavasoftusa.com

R

Avira AntiVir: www . free-av.com

Windows Vista includes Windows Defender, an antispyware program.
However, as is true of Windows Firewall, you may find it easier to use a secu-
rity suite with all protections rather than have a separate application for
each item.

Hardware solutions for combating infections are covered later in this chap-
ter, in the “Using Internet Security Hardware Solutions for Your Entire
Network” section.

Controlling Your Spam or Junk E-Mail

\\3

Spam is any unsolicited e-mail message that arrives at your inbox that doesn’t
provide proper contact information, contains illegal content, or doesn’t give
you a way to stop further e-mails from that source. E-mails that meet all of
those criteria and are legitimate — for instance, advertisements and
announcements — can still be considered junk mail if they are unwanted.

You can find out more about spam laws and regulations at the Federal Trade
Commission’s Web site:

http://www.ftc.gov/bcp/conline/edcams/spam/

You can probably relate these types of e-mails to the snail-mail junk mail —
credit card offers, product advertisements, and occasional scams — that
you receive in your mailbox at home. Snail-mail junk mail, however, costs
companies and illegal enterprises money in paper, envelopes, and stamps.
E-mail communication is virtually free and allows scammers and spammers
to send messages to thousands or millions of people with just a touch of a
button — just the right ingredients to support illegal, fraudulent, and fake
operations, originating from anywhere in the world.

Problems behind spam and junk e-mail

Besides the fact that spam and junk e-mails are annoying, they can also
cause real problems:
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\\3

4+ Can contain illegal, adult, and false content: First off, this type of mate-
rial often isn’t appropriate for youngsters — think about your children’s
e-mail accounts — and you may find it offensive as well. Second, scams
are extremely prevalent in spam and junk e-mails. These scams can
range from selling frivolous products to sending you to fake Web sites
that can con you out of money and your identity. The “Protecting Your-
self Against Phishing Scams” section, later in this chapter, gives you
more information on this practice.

4 Just pressing Delete doesn’t help: You can do nothing to prevent spam/
junk messages and just keep deleting them as they arrive, but they’ll just
keep coming.

4+ Causes extra traffic for all: In addition to the time you’ll spend deleting
your junk messages (if you don’t help prevent them), the messages are
still being sent and delivered to your inbox, which wastes the resources
of our entire e-mail/Internet system.

Preventative measures against
spam and junk e-mail

Besides using spam and junk mail filtering solutions provided by your e-mail
account provider or e-mail software, you can do a few simple things yourself
to help prevent spam altogether:

4+ Don’t publish your e-mail address: If people don’t know your e-mail
address exists, you won’t receive much, or any, spam or junk mail.

Spammers often get e-mail addresses right from Web sites. Similarly to
how Google and other search engines compile their enormous databases
of sites, spammers use automated systems that scan the Web and
extract e-mail addresses. So try not to post your e-mail addresses on
public Web pages, such as discussion forums or social networking sites.
But if you do, you can help prevent spammers from extracting your
address by putting it in a different format to foil programs that search
the Web for e-mail addresses. For example, if your e-mail address is
youraccount@domain.com, you may want to use one of the following
formats (note the use of spaces in the last two):

®* youraccountATdomainDOTcom
® youraccount (AT) domain . com
® youraccount AT domain DOT com

Another source of your spam or junk e-mails could be from organiza-
tions selling your address. Large or respected businesses that obtain
your address typically do not sell it, but free Web sites or services that
you’ve signed up for certainly might.
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4+ Remove yourself from the lists: Unsolicited e-mail is supposed to
include a way for you to remove yourself from further mailings. Some
spam/junk messages follow this rule; others don’t. Those that have a
removal method usually describe it at the bottom of the message, which
usually involves just clicking a link and maybe entering your e-mail
address. Removing yourself from mailings may help your problem (when
you are dealing with a legitimate company); however, in some cases it
may worsen your problem because spammers may use this opting out to
verify that their messages are going to legitimate addresses, and you’ll
end up with more spam messages

4+ Create a secondary account: You may find it necessary to create a sec-
ondary e-mail account that you can make public to post on Web sites
and use for free services. Then you can use another account for corre-
sponding with family, friends, colleagues, and Web sites or places that
you can trust.

Stopping spam when you've had enough

If spam and junk e-mails are still an issue after you follow the preventative
measures | cover in previous sections, you may want to use a spam or junk
mail solution. The main types are as follows:

4 Address filtering: This is the least effective spam solution. When an
e-mail arrives, the filter checks the sender against your blacklist. If the
sender is on the list of blocked senders, the filter sends the e-mail to the
spam/junk folder; otherwise, it’s delivered to your regular inbox.

To help the filter do its job, you mark unwanted messages that arrive in
your inbox as spam or junk. These messages are then moved to the
spam/junk folders and the senders are put on your blacklist. The prob-
lem is that spammers usually change their e-mail addresses regularly, so
you may be doing a lot of work for nothing.

4+ Content filtering: Content filters scan your e-mails for words or attrib-
utes that you typically find in spam/junk e-mails. Flagged messages go to
a spam/junk folder instead of your normal inbox. Although content filter-
ing isn’t the best solution, it usually helps. You just have to remember to
regularly check the junk folder for real messages that may have been
flagged for some reason.

4+ Verification: Verification is generally the best solution because your
messages are manually verified by the senders before the messages
reach your inbox.

People who send you e-mail get an automated response right back after
their first e-mail to you (if you haven’t sent them an e-mail in the past),
which tells them that they must verify the message. They usually have
to click a link in the automated message that takes them to a Web page
where they must enter a string of letters or numbers that’s displayed in
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an image. This process helps ensure that the e-mail is from a real person
rather than an automated mailer.

Most spammers don’t spend time responding to verifications. Unverified
messages are put into a different folder that you may want to check peri-
odically for messages that you may want to read.

Some legitimate senders don’t verify their messages because they’re
sent automatically, such as newsletters, notifications for online accounts,
or other mass mailings. But when you go through your unverified e-mails,
you can authorize those senders’ e-mails from that point on.

When using any spam filter, you should periodically check your spam or
junk folder for e-mails and carefully monitor the situation when you’re
expecting important e-mails.

You can find spam and junk e-mail solutions from a variety of places:

+

<+

E-mail (Internet) service provider: Your e-mail provider may offer some
sort of spam or junk mail filter.

E-mail client software: You may want to check whether your e-mail
client — for example, Outlook, Thunderbird, or Windows Mail — offers
built-in filtering.

Internet security software: Most Internet security suites include a spam
feature.

Third-party applications or services: A search of Google will probably
give you plenty of results, but here are a few good leads of other applica-
tions or services that help combat spam:

e Spam Arrest: www. Spamarrest.com
o SPAMfighter: www . spamfighter.com
¢ MailWasher: www.mailwasher.net

e Spamihilator: www.spamihilator.com

Protecting Vourself Against Phishing Scams

Phishing — pronounced like fishing — is the attempt to criminally and fraud-

ulently extract sensitive information from you. You can receive phishing

attempts from e-mail messages, instant messages, and Web pages that you
stumble across on the Web. The people behind these attempts use these
items as their bait, and you are the fish that they hope to catch. In other
words, they hope that you fall for the trick and are fooled into handing them
sensitive information such as
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4+ Account info: Usernames and passwords for e-mail accounts, social net-
working sites, online auction sites, or, more important, financial Web
sites

4 Credit card info: Your credit card number, verification number, and
billing address

4+ Your identity: Your full personal details, such as your full name,
address, and Social Security number

Additionally, some phishers or scammers may even con you out of some
cash. For example, you may receive an e-mail telling you that you have won a
prize or have inherited money but that you must send a fee of some amount
before your money is turned over to you.

Watch out for imposters

The most popular way phishers catch their prey is to impersonate legitimate
companies. They do this by crafting and sending out e-mail messages that
are formatted just like the ones the real company sends, asking you to update
information and pointing to a Web site that’s also crafted to look just like the
company’s real site. Then the fake or dummy site captures your personal or
login information.

A list of the types of companies prone to being impersonated and some
examples of them follows:
4+ Internet service providers: AOL
Auction and payment companies: eBay and PayPal
Financial institutions: National banks and mortgage companies

*
+
4+ Government organizations: The Internal Revenue Service
+ Non-profit organizations: The Red Cross

*

Social networking sites: MySpace and Facebook

Stories that reel you in

Popular scenarios that phishers use to get you to hand over information
include

4+ Requesting that you update or verify information: They may imitate a
company you have services through and tell you that you need to
update your credit card information.

4+ Selling (legal) drugs: They may say they sell prescription drugs for pen-
nies on the dollar.
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4+ Informing you of an inheritance of money: Someone may say you've
inherited a large sum of money and that you need to hand over personal
information or money to start the collection process.

4+ Announcing that you’re a lottery winner: You may be told you've won
a prize or the lottery and be asked for personal information or money.

4+ Requesting donations: You may be asked for donations to some good
cause or another, although your money will actually go to a con artist.

Phishers try to copy a real company’s look and feel in their e-mails and Web
sites, including a company’s logo and sayings.

Spotting the bait of phishers

To help spot phishing scams before you're reeled in, you can

4+ Examine the Web site address: When imitating a real company, a
phisher usually tries to use a Web site address that won’t look fake at
first glance. They do this using subdomains. For example, say you own
the Web site www.yoursite.com. Scammers can easily create a sub-
domain of paypal .yoursite.com, making it look as though the
address is related to the real www.paypal . com, the Web site for the
popular online payment processing company.

4+ Inspect the Web site: Review the Web site for anything that looks odd.
Or if you suspect the site to be an imitation, look for elements on it that
are different from what you can remember from the real Web site of the
company.

You may also be able to get a clue from links on the Web site. Compare
the links against the Web site address of the Web page you're on; just
hover over the links to see the address that should appear on the
bottom of your browser. Phishers usually create only a few fake Web
pages, not an entire Web site, so they usually include links on their Web
site that go back to the real Web site of the company. Using these links
may help them fool you into the idea that the site is authentic; however,
these links may also help you recognize the imposture. For instance, say
they told you to go to their fake Web site at paypal.1947395.com
(remember, a subdomain — see the first bullet in this list), but some
links on the Web site point to just paypal . com. This is a red flag.

4+ Look for misspellings: Some phishing e-mails may contain intentional
spelling and grammatical errors to get by spam filters that look for typi-
cal words or phrases of junk messages. Some e-mails may also just have
errors due to poor review.

4+ If it sounds too good to be true: It’s probably fake, period.

4+ Research the company: If you are suspicious of something with a com-
pany you aren’t familiar with, you should do some research. Do some


http://

Protecting Yourself Against Phishing Scams 2 3 9

searching on Google or your favorite search engine. Consider checking
the BBB (Better Business Bureau) at www.bbb. org.

4+ Contact the company directly: If you think an e-mail or Web site is an
imitation of a real company, contact the company through means other
than those described in the suspicious e-mail or Web page. For instance,
check your bills or statements for the company’s Web site address or
phone number.

Reporting the catch

If you do determine that you’ve received a phishing e-mail, you can report it
to a variety of places:

4+ Company Web site: Go to the real Web site of the company that’s being
mimicked and find where you can report phishing or scam e-mails; these
areas are often called security centers.

4+ Government: You can also report suspicious e-mails to the United States
Computer Emergency Readiness Team (US-CERT) at www.us-cert.gov/
nav/report_phishing.html.

4+ Anti-phishing organizations: Independent organizations also track
phishing e-mails, including the Anti-Phishing Working Group:

www.antiphishing.org/report_phishing.html

4+ Friends: Don'’t forget about your friends! Forwarding them your phishing
e-mail and letting them know about it can help raise awareness of the
issue.

If you think you've already been reeled in by a phisher or scammer, you can
report ID theft and fraud to these two government organizations, which can
investigate the crime:

4+ Federal Trade Commission:
www.consumer .gov/idtheft
4+ FBI's Internet Fraud Complaint Center:

www.ifccfbi.gov/index.asp

Checking for phishing licenses

In addition to watching out for the signs of phishing scams, you can use
phishing detectors. These tools maintain a list of known phishing sites and
alert you if you go to a site on the list. Here are a few places you may be able
to find this feature:
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Figure 1-6:
The
phishing
settings for
Internet
Explorer 7.

4+ Built into Web browsers: Most of the latest versions of the popular Web
browsers (for example, Microsoft Internet Explorer 7 and Mozilla Firefox
2.0) contain this type of anti-phishing feature.

4+ Internet security software: Many Internet security suites also include an
anti-phishing feature.

The Safari 3 Web browser (at the time of this writing) doesn’t include a
phishing filter feature.

Using Internet Explover’s phishing filter

If you're using Internet Explorer 7 for your Web browser, here’s how you can
access the settings for the anti-phishing feature:

1. Open Internet Explorer 7.

2. Choose Toolsc>Internet Options.

3. Click the Advanced tab.

4. Find the Phishing Filter setting, shown in Figure 1-6.

Scroll near the bottom of the list, under the Settings section.

Internet Options kg

General | Security | Privacy | Conkent | Connections | Programs Advanced

Seftings

] Do not save encrypted pages to disk -~
[] Empty Temparary Internet Files folder when browser is cle
Enable Integrated Windows Authentication™®

Enable native ¥MLHTTFP suppart

# Phishing Filter
O Disable Ph&ng Filker
) Turn off automatic wehsite checking
(&) Turn on automatic website checking
Use 551 2.0
Use 551 3.0
[J use TS 1.0
‘Warn about certificate address mismatch®
] warn if changing between secure and not secure mode
[¥] warn If POST submittal is redirected to a zone that does nl™
4 >
*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset Internet Explorer settings
Deletes all temporary files, disables browser Reset
add-ons, and resets all the changed settings.

*ou should only use this if your browser is in an unusable state,
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5. Choose one of the following options:

¢ Disable Phishing Filter: Just as it sounds, selecting this option dis-
ables the filter. Internet Explorer won’t alert you of suspicious or
known phishing scam Web sites.

¢ Turn off automatic Web site checking: You still have some protec-
tion, but Web sites you visit are checked only against a list of known
phishing Web sites that resides on your computer.

e Turn on automatic Web site checking: Selecting this option offers
better protection because Web sites you visit are also checked
against Microsoft’s list on the Web. To do this check, Internet
Explorer sends your information (Web site address, your computer’s
[P address, and so on) to Microsoft. Microsoft has privacy and secu-
rity policies, but if you are a privacy-head, you can disable automatic
Web site checking.

Configuring the phishing filter in Firefoxr 2.0

The phishing filter in Firefox 2.0 is enabled by default; however, you may
want to check to make sure that someone hasn’t disabled it, and verify that
you are using the filter method you desire. Here’s how to configure the
phishing settings:

1. Open Firefox.

2. On Windows and Linux, choose Tools>Options->Security. On Mac OS
X, choose Firefox~>Preferences>Options->Security.

3. Select the Tell Me If the Site I'm Visiting Is a Suspected Forgery option.

4. Choose Check Using a Downloaded List of Suspected Sites for basic
protection, or Check By Asking (Google or Another Service) About
Each Site I Visit for the greatest protection.

The downloaded list of suspected sites is automatically updated regu-
larly. Checking the sites on Google or another search engine, however,
provides the greatest protection because each site you visit would be
checked in real time from a list that’s updated all the time.

5. Click OK to save your changes and exit the Options window.
A\
You can test the phishing filter in Firefox by visiting the following Web page
in Firefox:

http://www.mozilla.com/firefox/its-a-trap.html
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Using Internet Security Software
Suites: On Each Computer

One popular option you have to combat Internet threats is to buy and install
Internet security software suites or bundles on all your computers. These
software packages typically run from $50 to $80, and support up to three
computers.

Common protection provided by software suites

Features and components commonly included in Internet security software
suites protect you from the main Internet threats:

4+ Viruses: Viruses are blocked with antivirus software that continuously
scans commonly infected areas of your computer plus your full system
periodically. Depending upon the particular antivirus software, it should
instantly detect viruses from your e-mails, downloads, and Web brows-
ing before the virus can do harm.

4+ Spyware: Spyware is blocked with antispyware software that performs
scanning similar to the antiviral software.

4+ Hackers: Hackers are stopped by firewall software that only lets data
pass in and out through safe ports and by authorized programs.

4+ Spam: Spam is prevented by antispam software, usually by using con-
tent filtering.

Bonus protections and features

Some extras you may find in various Internet security packages or suites
include

4+ Parental controls: This may consist of Internet filtering that protects
your children from inappropriate Web sites and monitoring features to
see what they’re doing on the computer. There’s more on this in the next
chapter of this minibook.

4 Anti-phishing: To help detect phishing scams you may run across on the
Web or in an e-mail, some Internet security solutions may include an
anti-phishing feature.

4+ Backup capabilities: Some software suites incorporate backup features
to protect your sensitive files and documents against loss from viruses
or computer crashes. You may even find some offering online storage.

4+ PC performance tune-ups: You could possibly even find solutions with
tools to increase your computer’s performance.
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Getting and using an Internet security suite

Here are some companies that develop popular Internet security suites:

4 McAfee: www.mcafee.com
4 CA (Computer Associates): shop.ca.com

4+ Norton (Symantec): www. symantec . com/norton
When using Internet security software, make sure you

4+ Keep it updated: To get full protection, make sure you keep your
Internet security products updated. Vendors may name updates for anti-
infection software as signature files or threat updates.

4+ Keep it enabled: Make sure you're always protected. If you need to dis-
able protection, such as for a software or hardware installation, make
sure you enable it again as soon as possible.

4+ Install only what you need: If you already have protection against a cer-
tain threat, you probably don’t want another program for the same
thing. For instance, if you already use a spam solution, you may want to
forgo any spam features provided by the Internet security suite.

Book I

Using Internet Security Hardware Chapter 1
Solutions for Your Entire Network =
A newer method to protect your computers from all the infections and ) §

threats is to use a hardware solution. You may see these products named g g

Internet Security Adapters, selling for around $100 and offering support for 5

several computers. Figure 1-7 shows an example of one. g

1]

Figure 1-7:
An example
of an
Internet
security
adapter.

Courtesy of D-Link Systems, Inc.
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These products offer similar features and components as the software
suites, plus they have some additional benetfits, such as

4+ Protects your entire network: Instead of protecting just one computer,
like with software, hardware solutions can provide protection for your
entire network.

4+ Is easier on your PC: Because the protection is hardware-based, these
won’t bog down your computers as much. Constantly running software
takes much more computing power.
\\3
You should keep in mind most hardware solutions are only firewalls that
don’t include any protection for the other threats such as spam and viruses.

When choosing a hardware solution for your Internet security needs, con-
sider the following:

4+ Features and components: Make sure it provides protection against all
the threats, like software suites do.

4+ Protection when away from home: Because hardware solutions are
supposed to reside on your home network, make sure you have protec-
tion for your laptops when you’re away. Hardware manufacturers usually
have solutions for this situation.

4+ Number of supported computers: Although theoretically hardware solu-
tions can provide protection for your entire network, there may be a
limit on the number of computers that can be protected.

Keeping VYour 0S Free of Security Holes

In addition to installing and using an Internet security solution, you should
regularly update your operating systems (Windows, Mac, Ubuntu and so on),
as updates can

4 Address known security holes that may compromise your computer or
network to Internet or local hackers
4+ Contain enhanced or new networking features or interfaces

4+ Fix known bugs or errors with the operating system relating to network-
ing connections or settings

Upgrading to a newer 0S version

If you are using an ancient version of an operating system (such as 95, 98, or
ME for Windows), you should think about upgrading to a better version (like
Windows Vista or Windows XP). Then again, if you are using such an old
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The
Windows
Update
Web site.
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operating system (0OS), it’s probably also time for you to get an entirely new
computer.

The countless enhancements and new features of newer operating systems
(like Windows XP and Vista) include better security mechanisms. Plus, these
newer operating systems make your home or small office networking experi-
ence much easier. The monetary and time investment in upgrading your OS
or your computer system is well worth it!

Manually updating Window's

If you have Internet Explorer, it’s very easy to get to the Windows Update
site to manually download and install updates:
1. Open Internet Explorer.
2. Click the Tools menu on the toolbar and click Windows Update.
You should be taken to the Windows Update Web site, shown in Figure 1-8.

@ Microsoft Update - Windows Internet Explorer

v | hty ke microsoft  com/mi  aspl :en.uswl 3| %

B B - [ree - ek - @ B[R 0|0

&

Quick Links | Homa | Worldvide

M. n' Search Microsoft.com fort

Microsoft Update

| Microsoft Update Home |

Welcome () Automa