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Preface
Hyper-V Replica Essentials is a step-by-step guide for configuring Hyper-V Replica 
in various deployment scenarios, which will help you learn how to configure this 
new feature and improve the systems' availability in your datacenter. This book will 
give you an overview of what Hyper-V Replica is. Then, it will take you through 
all the prerequisites you need to properly configure it, which will help you take 
advantage of this easy-to-configure disaster recovery tool. You will learn how to set 
up a modern datacenter with the help of a new concept called Server Message Block 
(SMB) from Windows Server 2012. We will also take a look at how you can configure 
Hyper-V Replica in your existing environment, whether it is a clustered or non-
clustered environment, and how to secure your data with the use of certificates.

What this book covers
Chapter 1, Introducing Hyper-V Replica, will take a deep dive into virtualization and 
its importance to the modern enterprises. You will also get to know about the new 
features of Windows Server 2012 called Hyper-V Replica; its functionalities, values, 
and components.

Chapter 2, Failover Clustering, introduces a new concept for file sharing and 
application data storage called SMB. It will also show you how install Hyper-V  
on a server and join servers in a Failover Cluster.

Chapter 3, Configuring Hyper-V Replica, is all about different configurations of  
Hyper-V Replica, depending on the various infrastructure models. This chapter  
will teach you how to configure Hyper-V in a cluster environment or in a standalone 
host environment.

Chapter 4, Authentication in Hyper-V Replica, will show you how to encrypt the 
communication between the Primary and the Replica site with the help of certificates.
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Chapter 5, Administration of Hyper-V Replica, will teach you how to maintain Hyper-V 
Replica configuration and troubleshoot the Hyper-V Replica issues.

What you need for this book
The only thing you need for this book is a Microsoft Windows Server 2012.

Who this book is for
This book is excellent for Windows Server administrators who want to improve  
their system availability and speed disaster recovery. It is imperative that you  
have experience in Hyper-V deployment because Hyper-V Replica is built in  
the Hyper-V platform.

Conventions
In this book, you will find a number of styles of text that distinguish among different 
kinds of information. Here are some examples of these styles, and an explanation of 
their meaning.

New terms and important words are shown in bold. Words that you see on the 
screen, in menus or dialog boxes for example, appear in the text like this: "clicking 
the Next button moves you to the next screen".

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.
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Reader feedback
Feedback from our readers is always welcome. Let us know what you think about 
this book—what you liked or may have disliked. Reader feedback is important for us 
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com, 
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing 
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to 
help you to get the most from your purchase.

Downloading the example code
You can download the example code files for all Packt books you have purchased 
from your account at http://www.packtpub.com. If you purchased this book 
elsewhere, you can visit http://www.packtpub.com/support and register to have 
the files e-mailed directly to you.

Errata
Although we have taken every care to ensure the accuracy of our content, mistakes do 
happen. If you find a mistake in one of our books—maybe a mistake in the text or the 
code—we would be grateful if you would report this to us. By doing so, you can save 
other readers from frustration and help us improve subsequent versions of this book. 
If you find any errata, please report them by visiting http://www.packtpub.com/
submit-errata, selecting your book, clicking on the errata submission form link, 
and entering the details of your errata. Once your errata are verified, your submission 
will be accepted and the errata will be uploaded on our website, or added to any list 
of existing errata, under the Errata section of that title. Any existing errata can be 
viewed by selecting your title from http://www.packtpub.com/support.
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Piracy
Piracy of copyright material on the Internet is an ongoing problem across all media. 
At Packt, we take the protection of our copyright and licenses very seriously. If you 
come across any illegal copies of our works, in any form, on the Internet, please 
provide us with the location address or website name immediately so that we can 
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected  
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you 
valuable content.

Questions
You can contact us at questions@packtpub.com if you are having a problem with 
any aspect of the book, and we will do our best to address it.



Introducing Hyper-V Replica
In this chapter, we will take a look at how modern data centers are built. We will 
see what virtualization is, and why it is very appealing to IT departments. We will 
look at Windows Server 2012, and how we can use some of its new features and 
functionalities to build a modern data center. We will learn about Hyper-V 3.0, 
which is the latest edition of Microsoft hypervisor. The main focus on the chapter 
will be to understand a new feature of Hyper-V 3.0, called Hyper-V Replica which 
adds business continuity and disaster recovery value to the data center.

Understanding virtualization
Virtualization is a concept in IT that has its root back in 1960 when mainframes  
were used. In recent years, virtualization became more available because of different 
user-friendly tools, such as Microsoft Hyper-V, were introduced to customers. These 
tools allow the administrator to configure and administer a virtualized environment 
easily. Virtualization is a concept where a hypervisor, which is a type of middleware, 
is deployed on a physical device. This hypervisor allows the administrator to deploy 
many virtual servers that will execute its workload on that same physical machine. 
In other words, you get many virtual servers on one physical device. This concept 
gives better utilization of resources and thus it is cost effective.

Hyper-V 3.0 features
With the introduction of Windows Server 2008 R2, two new concepts regarding 
virtual machine high availability were introduced. Virtual machine high availability 
is a concept that allows the virtual machine to execute its workload with minimum 
downtime. The idea is to have a mechanism that will transfer the execution of 
the virtual machine to another physical server in case of node malfunctioning. In 
Windows Server 2008 R2, a virtual machine can be live migrated to another Hyper-V 
host. There is also quick migration, which allows multiple migrations from one host 
to another host.
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In Windows Server 2012, there are new features regarding Virtual Machine 
Mobility. Not only can you live migrate a virtual machine but you can also migrate 
all of its associated files, including the virtual machine disks to another location. 
Both mechanisms improve high availability. Live migration is a functionality that 
allows you to transfer the execution of a virtual machine to another server with 
no downtime. Previous versions of Windows Server lacked disaster recovery 
mechanisms. Disaster recovery mechanism is any tool that allows the user to 
configure policy that will minimize the downtime of systems in case of disasters. 
That is why, with the introduction of Windows Server 2012, Hyper-V Replica is 
installed together with Hyper-V and can be used in clustered and in non-clustered 
environments. Windows Failover Clustering is a Windows feature that is installed 
from the Add Roles and Features Wizard from Server Manager. It makes the server 
ready to be joined to a failover cluster. Hyper-V Replica gives enterprises great value, 
because it is an easy to implement and configure a Business Continuity and Disaster 
Recovery (BCDR) solution. It is suitable for Hyper-V virtualized environments 
because it is built in the Hyper-V role of Windows Server 2012. The outcome of this 
is for virtual machines running at one site called primary site to be easily replicated 
to another backup site called replica site, in case of disasters. The replication between 
the sites is done over an IP network, so it can be done in LAN environments or across 
WAN link. This BCDR solution provides efficient and periodical replication. In case 
of disaster it allows the production servers to be failed over to a replica server. This is 
very important for critical systems because it reduces downtime of those systems. It 
also allows the Hyper-V administrator to restore virtual machines to a specific point 
in time regarding recovery history of a certain virtual machine.

To create a failover cluster, there must be at least 
two physical servers.

In the following screenshot, we can see a simple Hyper-V Replica scenario consisting 
of a Primary Site and a Replica Site:

Primary Site

Production Server A

Production Server B
Production Server C

Replica Site

Production Server A
Production Server B

Production Server C

Replication
traffic

WAN link
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Prerequisites for Hyper-V Replica
Hyper-V Replica has a few prerequisites that you must fulfill before you can begin 
deployment. These prerequisites are as follows:

•	 Windows Server 2012 installed on physical machines
•	 Certificates for data encryption (optional)
•	 Network connection between primary and replica sites

It is important to say that for Hyper-V to work, both sides can have 
vendor-neutral servers and storage. It means that server model and 
storage model don't have to be the identical on both sides.

Installing Hyper-V
Hyper-V Replica is a built-in feature of the Hyper-V Role Version 3.0. Hyper-V 3.0 
is only available if you have Windows Server 2012. Hyper-V servers can be part of a 
Workgroup or an Active Directory Domain. When you deploy Hyper-V Replica in 
standalone hosts environment, primary and replica sites can be in different Active 
Directory domains. If you deploy Hyper-V Replica in a failover cluster environment 
then the Hyper-V servers have to be part of a same Active Directory domain. Hyper-V 
Replica is installed together with the Hyper-V Role. To install the Hyper-V Role on a 
server, you have to use the Add Role and Feature Wizard, found in Server Manager. 
When the installation of Hyper-V role is finished, the server must be restarted.

1.	 Navigate to Server Manager | Add Roles. When you open it, you will see a 
window like the following screenshot. From the list of roles select Hyper-V.
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2.	 The wizard asks you if you want to create Virtual Switches. A Virtual Switch 
is deployed on a physical network adapter to allow multiple virtual machines 
to use it. If you don't want to create a switch within the wizard, you can do it 
later from the Hyper-V Management console. The next screenshot shows the 
virtual switch configuration window:

 

3.	 Setup your Hyper-V server for live migration. To do this, check the  
Allow this server to send and receive live migrations of virtual machines 
checkbox. The following screenshot shows the configuration window for  
live migrations:
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4.	 Specify the default location where virtual machine data files will be stored. 
The next screenshot shows the configuration window for virtual hard  
disk location:

5.	 In the final step, check the Restart the destination server automatically  
if required checkbox, and then click on Install to finish configuring and  
start the Hyper-V installation. You can see the configuration window  
in the next screenshot:

www.allitebooks.com
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Hyper-V Replica functionalities
The main functionality of Hyper-V Replica is to allow virtual machine replication 
over a LAN/WAN to a remote site with only the functionalities included in 
Windows Server 2012. For all this to work, there are four core Hyper-V Replica 
functionalities that allow this. These functionalities are as follows:

•	 Replication
•	 Change tracking
•	 Network
•	 Hyper-V Replica Broker

Hyper-V Replica replication manager
The main task of Hyper-V Replica replication manager is replication of Hyper-V 
Replica enabled virtual machines. It is responsible for: initial replication, change 
replication, failover, failback, and test failover. When a live migration is performed, the 
replication manager halts replication and resumes it after the migration is completed.

Hyper-V Replica replication tracker
The main tasks of Hyper-V Replica replication tracker are to save the virtual  
machine state and replicate only the changes to the replica site. The default 
replication interval is five minutes. All of the changes that happened inside the 
virtual machine for the last five minutes are replicated to the replica site. Replication 
tracker also gives you the opportunity to set different recovery history settings for 
your virtual machines. The following three are the recovery history settings:

•	 Store only the latest recovery point: Only one point-in-time state of the 
virtual machine is kept at the replica site, which is the current state.

•	 Store multiple recovery points: Multiple recovery point means that there 
can be more than one point-in-time restore point of the virtual machine. By 
default, multiple recovery point replication happens every 60 minutes. After 
the limit of recovery points is reached the oldest recovery point is overwritten.

•	 Store multiple recovery points with Application-Consistent: This type of 
replication also saves the application data that is running inside the virtual 
machine. It uses the WMI (Windows Management Instrumentation) Service 
to extract the data from the applications.
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Hyper-V Replica broker manager
The main tasks of Hyper-V Replica broker manager are to send and receive replication 
traffic in a failover cluster environment. When you have a failover cluster, whether it is 
in your primary or replica site, you must install Hyper-V Replica Broker role. The role 
is installed on the failover cluster like any other failover cluster role. This role looks 
for live migrations of Hyper-V Replica enabled virtual machines. It provides right and 
continuous replication of virtual machines in a cluster environment.

In the following image, we can see how Hyper-V Replica Broker role works:

Replica Site

Hyper-V
Replica

Broker RolePrimary Site

Windows Server 2012 Failover
Cluster

Security considerations
Restricting access to Hyper-V is very important. You want only authorized users  
to have access to the management console of Hyper-V. When Hyper-V is installed, 
a local security group on the server is created. It is named Hyper-V Administrators. 
Every user that is member of this group can access and configure Hyper-V settings. 
Another way to increase security of Hyper-V is to change the default port numbers 
of Hyper-V Authentication. By default, Kerberos uses port number 80, and 
Certificate Authentication uses port number 443. Certificated also encrypts the traffic 
generated from primary to replica site. And at last, you can create a list of authorized 
servers from which replication traffic will be received.

Downloading the example code
You can download the example code files for all Packt books you have 
purchased from your account at http://www.packtpub.com. If you 
purchased this book elsewhere, you can visit http://www.packtpub.
com/support and register to have the files e-mailed directly to you.
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The following screenshot shows the security options that you can configure in 
Hyper-V Replica:

Summary
In this chapter, we learned about what virtualization is and why is it important 
to modern enterprises. We learned about Hyper-V, which is a platform for 
virtualization, how to install it, and what its functions are. We were introduced  
to a new feature of Windows Server 2012 called Hyper-V Replica. We took a look  
at its functionalities, its values, and components.

In the next chapter, we will learn how to build a modern data center, and set up a 
failover cluster environment with Windows Server 2012.



Failover Clustering
In this chapter, we will take a look at Windows Failover Clustering, which is a 
feature of Windows Server. It allows the administrator to join separate Hyper-V 
servers in one cluster. This failover cluster ensures virtual machine availability in 
case of Hyper-V host malfunction.

The Server Message Block protocol
When an enterprise starts to build a modern datacenter, the first thing that should be 
done is to set up the storage. With the introduction of Windows Server 2012, a new 
improved version of the Server Message Block (SMB) protocol is introduced. The 
SMB is a file sharing protocol. This new version is 3.0 and is designed for modern 
datacenters. It allows administrators to create file shares and deploy critical systems 
on them. This is really good, because now administrators have to deal with file 
shares and security permissions, instead of complex connections to storage arrays. 
The idea is to set up one central SMB file-sharing server and attach the underlying 
storage to it. This SMB server initiates connection to the underlying storage. The 
logical disks created on the storage are attached to this SMB server. Then different 
file shares are created on it with different access permissions. These file shares can 
be used by different systems, such as Hyper-V storage space for virtual machine 
files, MS SQL server database files, Exchange Server database files, and so on. It is 
an advantage, because all of the data is stored on one location, which means easier 
administration of data files.

It is important to say that this is a new concept and is only 
available with Windows Server 2012. It comes with no 
performance degradation on critical systems, because SMB 
v3.0 was designed for this type of data traffic.
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Installing and configuring the SMB server
In order to use SMB v3.0, you have to install Windows Server 2012 on your SMB 
file-sharing server. After that, it is really simple, because SMB installs as a Windows 
Server Role from the Add Remove Roles Wizard. The following are the steps to 
create an SMB file share:

1.	 From the Add Roles and Feature Features Wizard, select File Server role 
under File And Storage Services (Installed) | File and iSCSI Services.

2.	 After the role is successfully installed from the Server Manager, locate and 
access on the left-hand side File and Storage Services.
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3.	 From the menu, access Shares and then click on TASKS on the top of the 
window. There appears a New Share option. Click on it.

4.	 Next, in the new menu, there will be five options from which to select. In 
order to create SMB file share suitable for applications, select the third option 
SMB Share - Applications. The reason we select this type of share is because 
it can be used for server applications such as Hyper-V and MS SQL.
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5.	 Next, select between Select by volume or Type a custom path for a  
share location.

6.	 In the next step, enter Share name and optional Share description in the 
designated fields.
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7.	 The next step is for configuring encrypted data access. Data encryption adds 
overhead to the entire communication. If you enable data encryption, the 
server will automatically encrypt all the data with predefined encryption 
algorithms. In this example, it will be left unchecked.

8.	 The next step is for setting up the security permissions and defining which 
server or which service account will have access to the file share. Access 
permissions are very important, because only authorized users should 
have access to shares, which contain virtual machine data. You can choose 
between: Full Control, Modify, Read & Execute, List folder contents, 
Read, Write, and Special permissions. For the purpose of this example, 
Full Control permissions need to be given to the Hyper-V server's machine 
accounts. To add permission, click Customize permissions….
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9.	 The final step is an overview of all the settings and confirmation of the 
setting. To create the share, just click the Create button.

Setting up iSCSI connections
For the purpose of this example, an iSCSI storage will be attached to the SMB  
file-sharing server. Before file shares are setup, the SMB file sharing server must be 
connected to an iSCSI or some other kind of storage. The storage has to be configured 
with Logical Unit Number (LUN), as per the infrastructure needs. You can create 
different LUNs for different usage, or create a single LUN and store everything in it. 
The storage itself has RAID configured on it, so data loss is avoided in case of disk 
malfunctioning. Also, there are hot spare disks for failover.
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In Windows Server 2012, setting up iSCSI is very simple and it is the same as  
it was on Windows Server 2008 R2. The steps to configure an iSCSI connection  
are as follows:

1.	 From the Control Panel, access iSCSI initiator and a menu appears as shown 
in the next screenshot.

The first menu that appears is only an overview of the 
entire iSCSI configuration.

www.allitebooks.com
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2.	 Next, click on the Discovery tab and then click on Discovery Portal….

This is where the IP address of the storage device is entered. 
If multiple network adapters exist on your server, your 
multiple iSCSI connections can be configured.
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3.	 To set up multiple iSCSI connections, click on Advanced. For multiple iSCSI 
connections there is one prerequisite. Multiple I/O Windows Feature has 
to be installed. These multiple iSCSI connections will speed up the I/O 
operations between your SMB file server and iSCSI storage.

With the iSCSI connection active and SMB File shares created all the storage related 
activities are done. The iSCSI connections will automatically become active every 
time the system restarts. The same thing happens with the SMB File shares.

Setting up networking
Networking in a failover cluster is very important. There are three different traffic 
types in the network and all those have to be separated, so there is no congestion. 
The different traffic that is generated in such environment is as follows:

•	 iSCSI traffic: This is the traffic between SMB File Sharing Server and  
iSCSI Storage

•	 SMB Traffic: This is the traffic generated from Hyper-V hosts and destined 
for SMB File Sharing Server

•	 Failover cluster traffic: In this traffic, control messages are exchanged 
between Cluster Nodes and Live Migration dedicated network

An important note on the networking part is that SMB traffic, 
LAN traffic, and failover cluster traffic are different types of 
traffic. So, on each Hyper-V cluster node there will have to be 
separate network adapters for each of them. You can setup 
VLANs on the central switch to further optimize your traffic. The 
next diagram shows a simple scenario of such an environment, 
and a way in which you can organize all this traffic.

The next diagram presents how the traffic will flow in the infrastructure. This is only 
a logical view of the traffic. It shows that each server must have a connection to the 
SMB file sharing server and a connection to the LAN. The two networks can be in 
different subnets.
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If LAN and SMB network belong to different subnets, then the 
SMB file server must have one connection to the LAN because the 
server must be connected to the Active Directory to authenticate 
the permissions set on the file shares.
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Failover clustering can be implemented in the SMB file sharing server. In this 
example, only one SMB File Sharing server is used. With failover clustering 
configured on the SMB server, file shares will be constantly available in case one  
of the servers malfunctions. To do this, refer to the guide in the following link:

http://blogs.technet.com/b/clausjor/archive/2012/06/07/smb-
transparent-failover-making-file-shares-continuously-available.aspx

Setting up security permissions on SMB file 
shares
SMB file shares contain sensitive data files Whether they are virtual machines or 
SQL server database files, proper security permissions need to be applied to them 
in order to ensure that only authorized users and machines have access to them. 
Because of this, SMB File Sharing server has to be connected to the LAN part of the 
infrastructure as well. Security permissions are read from an Active Directory server. 
For example, if Hyper-V hosts have to read and write on a share, then only the 
computer accounts of those hosts need permissions on that share, and no one else. 
Another example is, if the share holds MS SQL server database files, then only the 
SQL Server computer accounts and SQL Server service account need permissions on 
that share.

Setting up a failover cluster
When the storage, networking and Hyper-V hosts are up and running, the failover 
cluster can be setup on top of Hyper-V. Setting up failover cluster in Microsoft 
Windows Server 2012 is very simple. First, you have to install the Failover Clustering 
feature from Add Roles and Features Wizard on all Hyper-V nodes. Now, perform 
the following steps:

1.	 Open Server Manager and go to Add Roles and features.
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2.	 Select Role-Based or Feature-based installation.

3.	 Select the server from the list of available servers.
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4.	 From the list of Features, select Failover Clustering.

5.	 In the last step, click on Install to complete the installation of the Failover 
Clustering feature.
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Next, we can continue with the Failover Clustering configuration. From the Failover 
Cluster Manager, there are three ways to create a failover cluster:

1.	 Right-click on Failover Cluster Manager on the left-hand side pane, and click 
on Create Cluster….

2.	 From the right-hand side Actions pane, click on Create Cluster….
3.	 From the Management pane in the middle, click on Create Cluster….

Only the first option isn't shown in the following screenshot:

Choose any one of them and the Failover Cluster wizard will start and guide you 
through the process of cluster creation:

1.	 In the first step of the wizard, click on Next.
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2.	 In this step, add all the servers that will be a part of the failover cluster by 
writing the names, or click on Browse… to choose the Active Directory.

3.	 After all of the Hyper-V servers are entered, Hyper-V server settings validation 
is performed. If the configuration is not valid, the wizard will not continue.
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4.	 After the validation is complete, enter Cluster Name and IP address for 
management access.

5.	 Click Next to confirm your settings and create the cluster.
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Migration of virtual machines
Virtual Machine High Availability is the reason why failover clusters are deployed. 
High availability means that there is no system downtime or there is minimal 
accepted system downtime. This is different from system uptime. A system can be 
up and running but it may not be available. Hyper-V hosts in modern datacenters 
run many virtual machines, depending on the underlying hardware resources. Each 
of these systems is very important to the consumer. Let's say that a Hyper-V hosts 
malfunctions at some bank, and let's say that this host, hosts several critical systems 
and one of them may be the ATM system. If this happens, the users won't be able to 
use the ATMs. This is where Virtual Machine High Availability comes into picture. It 
is achieved through the implementation of failover cluster. A failover cluster ensures 
that when a node of the cluster becomes unavailable, all of the virtual machines on 
that node will be safely migrated to another node of the same cluster. Users can even 
set rules to specify to which host the virtual machines failover should go. Migration 
is also useful when some maintenance tasks should be done on some of the nodes of 
the cluster. The node can safely be shut down and all of the virtual machines, or at 
least the most critical, will be migrated to another host. Hyper-V v3.0 allows the user 
to choose among the following options:

•	 Move the virtual machine
•	 Move the virtual machine's storage
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The first option allows the administrator to transfer the execution of a virtual 
machine from one Hyper-V host to another. This is useful when you want to migrate 
the virtual machine to a better host with more resources. The second option allows 
the administrator to transfer the execution of a virtual machine to other Hyper-V 
hosts and optionally set another location for the virtual machine VHD file. This is 
useful when you want to free space on your Hyper-V host and migrate your virtual 
machine VHD file to a host with more storage space. These options are great, but 
they are manually triggered. If you want to set up rules for automatic failover when 
disaster happens, you have to use the Failover Cluster Management console. If you 
want to Live Migrate a virtual machine from one node to another from the Failover 
Cluster Management console, you have to perform the following steps:

1.	 Open the Failover Cluster Management console.
2.	 Expand Nodes in the left-hand side pane.
3.	 Select the node on which the virtual machine you want to Live Migrate  

is located.
4.	 Right-click on the virtual machine that you want to migrate, click on Move 

and you will see the following options, which you saw previously in the 
Hyper-V management console:

°° If you navigate to Live Migration | Select Node…, the wizard  
will let you choose to which node you want to Live Migrate the 
virtual machine

°° If you navigate to Live Migration | Best Possible Node, the failover 
cluster will choose the best node for you depending on its rating  
(The failover cluster maintains rating for all nodes in the cluster.)

5.	 After you choose the destination node, the Live Migration starts and the 
virtual machine is transferred to the other node.

Live Migration is performed between hosts that are in the 
same domain or mutually trusted domain.

The Quick Migration option from the Move menu is a different type of migration. 
Live Migration lets you migrate only one virtual machine at a time, but Quick 
Migration lets you migrate multiple virtual machines at a time. There is also 
difference in the way the virtual machine is transferred. During Live Migration,  
the virtual machine is not turned off, and it is available through the entire process. 
Users working on that virtual machine won't notice that anything has changed.
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Virtual Machine Storage is the third option, which allows you to transfer only the 
virtual machine's VHD file from one storage location to another.

Summary
In this chapter, we were introduced to SMB, a new concept that comes with 
Windows Server 2012. This new concept allows system administrators to configure 
file share and use them for application storage. We also learned how to set up an 
SMB server and configure the file shares and access permissions for those file shares. 
We learned about different traffic types in the infrastructure and how to isolate it to 
improve speed. Next, we learned what the advantages of implementing a failover 
cluster are and how to build a failover cluster with Windows Server 2012, and how 
to use Live Migration to migrate virtual machines between nodes.

In the next chapter, we will learn how to add disaster recovery and business 
continuity value to our enterprise with the implementation of Hyper-V Replica.





Configuring Hyper-V Replica
Enterprises tend to increase their system availability and deliver end user services. 
There are various ways how this can be done, such as making your virtual machines 
highly available, disaster recovery methods, and back up of critical systems. In 
case of system malfunction or disasters, the IT department needs to react fast, in 
order to minimize system downtime. Disaster recovery methods are valuable to the 
enterprise. This is why it is imperative that the IT department implements them. 
When these methods are built in the existing platform that the enterprise uses and 
it is easy to configure and maintain, then you have a winning combination. This is a 
suitable scenario for Hyper-V Replica to step up. It is easy to configure and maintain, 
and it is integrated with the Hyper-V 3.0, which comes with Windows Server 2012. 
This is why Hyper-V Replica is becoming more attractive to the IT departments 
when it comes to disaster recovery methods. In this chapter, we will learn what are 
the Hyper-V Replica prerequisites and configuration steps for Hyper-V Replica in 
different deployment scenarios. Because Hyper-V Replica can be used with failover 
clusters, we will learn how to configure a failover cluster with Windows Server 2012.

Hyper-V Replica requirements
Before we can start with the implementation of Hyper-V Replica, we have to be  
sure we have met all the prerequisites. In the previous chapters, we said that in 
order to implement Hyper-V Replica, we have to install Windows Server 2012 on 
our physical machines. Windows Server 2012 is a must, because Hyper-V Replica is 
a functionality available only with that version of Windows Server. Next, you have 
to install Hyper-V on each of the physical machines. Hyper-V Replica is a built-in 
feature of Hyper-V 3.0 that comes with Windows Server 2012. If you plan to deploy 
Hyper-V on non-domain servers, you don't require an Active Directory Domain. 
If you want to implement a failover cluster on your premise, then you must have 
Active Directory Domain.



Configuring Hyper-V Replica

[ 34 ]

In addition, if you want your replication traffic to be encrypted, you can use  
self-signed certificates from local servers or import a certificate generated from a 
Certificate Authority (CA). This is a server running Active Directory Certificate 
Services, which is a Windows Server Role that should be installed on a separate 
server. Certificates from such CAs are imported to Hyper-V Replica-enabled hosts 
and associated with Hyper-V Replica to encrypt traffic generated from a primary 
site to a replica site. A primary site is the production site of your company, and 
a replica site is a site which is not a part of the production site and it is where all 
the replication data will be stored. If we have checked and cleared all of these 
prerequisites, then we are ready to start with the deployment of Hyper-V Replica.

Hyper-V Replica in standalone Hyper-V 
hosts environment
You must have enough storage space on all of the primary and replica servers to 
store the files used by primary virtual machines and its replica virtual machines. 
Between the sites there should be some kind of a network connection, whether it is 
LAN, leased line, some kind of VP, and so on. You must configure your local firewall 
on all Hyper-V hosts and intermediate firewall devices to allow replication traffic. 
There are three steps that have to be done to configure Hyper-V Replica:

•	 Configuring Hyper-V Replica on a server in a replica site
•	 Configure virtual machines for replication
•	 Configure firewall rules

Configuring Hyper-V replica on a server in a 
replica site
The first step is to enable a server in the replica site as a replica server. The  
replica server is the server that will receive replication traffic. To enable a server  
as a replica server, you have to open the Hyper-V Management console and from  
the right-hand side pane, click on Hyper-V Settings. You will see a window, such as 
the one shown in the next screenshot:
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This is the configuration window where you configure your server as a replica 
server. To do this, just select the top checkbox that says Enable this computer as 
Hyper-V Replica server. Next, you can configure authentication and port numbers. 
There are two ways for site authentication:

•	 Kerberos
•	 Certificate authentication
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With Kerberos authentication, the traffic between sites is not encrypted. By default, 
Kerberos uses port number 80 or the HTTP protocol. You can always change the port 
number in this menu.

Kerberos can only be used when Hyper-V hosts are part of a 
domain or mutually trusted domains.

If you want to encrypt your traffic generated from the primary site, then you must 
configure certificate authentication. By default, this type of authentication uses port 
number 443 or the HTTPS protocol.

In the third configuration pane, you can setup authorization and storage location where 
incoming replication traffic will be stored. There are two options for authorization:

•	 Allow replication from any authenticated server: This option allows the 
replica server to accept traffic from any server that is properly authenticated 
by Kerberos or certificate authentication.

•	 Allow replication from specified servers: This option allows your replica 
server to accept traffic only from the designated servers in the list.

It is important to note that you must select some kind of 
authentication. If you don't, then you cannot enable the server as 
a replica server. If you click on Apply, and then on OK, you will 
receive an error that says you must select an authentication type.

Configuring virtual machines for replication
After you have setup the replica server to receive replication traffic, you can continue 
with the configuration of the virtual machines in the primary site. A primary server is 
a server that is located in the primary site, whereas a replica server is any server that 
is located in a replica site. Enabling virtual machines for replication is done from the 
Hyper-V Management console. When you open it, right-click the virtual machine that 
you want to enable for replication, and then select Enable Replication. The following 
screenshot shows the options you get when you right-click a virtual machine:
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When you click on Enable Replication, the Enable Replication wizard is started and 
it will guide you through the configuration process that consists of six steps for the 
virtual machine:

1.	 On the first screen presented in the following screenshot, click on Next:
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2.	 Next, you have to select your replica server.

You cannot select the server on which the virtual machine is 
running as a replica server.

In the next screenshot, you can see the window where you specify the  
replica server:

If the replica server that you specified is not configured as a Hyper-V replica 
server or this primary server is not in the list as an authorized server for 
replication, you will receive an error and will have an option to configure the 
destination replica server.
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In the following screenshot, you can see the warning you get if your replica 
server is not properly configured as a replica server:

3.	 In the next step, you configure connection parameters. Here you configure 
the authentication type and the port number that you specified for the replica 
server. In the following screenshot, you can see the configuration window for 
the connection parameters:
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It is important to say that you must have a DNS record in the 
domain boundary for the replica server. If not, you will receive a 
warning on the bottom. If you have a DNS record, then no warning 
will be displayed, and you will see a window like the one shown in 
the following screenshot.

At the bottom of this part you can select the Compress the data that is 
transmitted over the network checkbox if you want to decrease the  
amount of traffic generated form the primary site. You can see this  
in the next screenshot:
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4.	 In this step, you select all of the VHD files that you want to be part of the 
replication process.

You can select individual VHD files that need to be replicated, 
but you have to select the VHD file where the operating 
system of the virtual machine is installed.

You can see the configuration window in the following screenshot:
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5.	 This step is the most complex one and probably the most important of all. 
Here you specify recovery history. This means that you can configure point-
in-time snapshots of the virtual machine, in order to perform a restore to one 
of them in case of disaster. When you get to this step, you will see a window 
like the one in the following screenshot:

There are two types of Hyper-V replica copies:
°° Standard replicas
°° Application consistent replicas

Standard replicas can be divided to:
°° To store only the latest recovery point: This means that there is 

only one replica for a virtual machine. Only the latest changes of the 
primary virtual machine are stored on the replica site. When you 
want to restore there is only one replica to restore.
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°° To store additional recovery points: This means that multiple 
recovery points can exist for a single virtual machine. This gives you 
more options when you want to make a restore to a point in time of 
a single virtual machine. The default interval for standard replicas 
is one hour and cannot be changed. When you create multiple 
snapshots, the wizard automatically calculates the storage space 
needed for all of them and displays it in the configuration windows.

Application-consistent replicas are more complicated. These types of replicas 
use the Hyper-V VSS (Volume Shadow Copy Services) writer for the 
applications running inside the virtual machine. They extract the application 
state and replicate it to the replica site. You can set the time interval on which 
you want to create these application-consistent replicas. The default interval 
for application consistent replicas is one hour and cannot be changed; for 
example, let's say that you created four multiple recovery points for a single 
virtual machine and you set up a two-hour application consistency. This 
means that every other standard replica will be application consistent. To 
enable application consistency, select the checkbox at the bottom and set 
your desired time interval for application consistency.

6.	 In the final configuration step, you choose how the initial replica will be 
sent to the replica site. Initial replica is the very first replication of a primary 
virtual machine. The configuration windows also show the size of the initial 
copy. There are three options to do this:

°° Send initial copy over the network: This is suitable for small size 
virtual machines. This is the default selection and it sends all of the 
selected VHD files from step 4 to the replica server.

°° Send initial copy using external media: This is suitable for large size 
virtual machines. You can make an export of a virtual machine and 
use this export as an initial copy.

°° Use an existing virtual machine on the Replica server as initial 
copy: If you have already exported a primary virtual machine, you 
can import it on the replica server as an initial copy of that virtual 
machine. This replica virtual machine must be configured with the 
same parameters as the primary virtual machine. Only then you 
can select Use an existing virtual machine on the Replica server as 
initial copy.
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In the next screenshot, you can see the configuration window for the 
replication method:

Once you have selected the initial replication method, you have to schedule 
initial replication. This can be done immediately, or you can schedule the 
initial replication on a specific date and time from the configuration menu.

This concludes the Hyper-V Replica configuration for a single virtual machine. All of 
these steps must be configured on all virtual machines. When the wizard completes, 
if you have selected immediate replication, you will see the process of replication in 
Hyper-V as seen in the following screenshot:
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If you have selected a scheduled initial copy, the status of the virtual machine will be 
like the one in the following screenshot:

You don't have to wait for the initial replication to take place. You can always do 
it manually by right-clicking the virtual machine, choosing replication, and then 
clicking Import Initial Replica. The same window as in Step 6 appears and is shown 
in the following screenshot:

Once the initial replication takes place, Hyper-V makes standard and  
application-consistent replicas. The replica virtual machine can only be  
started using the Failover option.
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Configuring firewall rules
For replication to take place, the firewall rules must be enabled to allow replication 
traffic. By default, ports 80 and 443 or HTTP and HTTPS are used for virtual machine 
replication. When Hyper-V is installed, these rules are created but not enabled. You 
have to open the Windows Firewall with Advanced Security management console, 
go to Inbound Rules, and enable them. The names of these rules are:

•	 Hyper-V Replica HTTP listener (TCP-In)
•	 Hyper-V Replica HTTPS listener (TCP-In)

If you have changed the default port numbers, then you must create custom 
rules and open the port numbers that you specified in your Hyper-V Replica 
configuration. To create a custom firewall rule do the following:

1.	 Open Windows Firewall with Advanced Security and you will see a 
window, such as the one in the following screenshot:
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2.	 Right-click on Inbound Rules, and then click on New Rule. From the menu, 
shown in the following screenshot, select Port Type Firewall Rule:

3.	 Enter the port number that you specified in the Hyper-V configuration. In the 
following screenshot, you can see the port number configuration window:
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4.	 In this step, select Allow this Connection. The configuration window for this 
step is shown in the following screenshot:

5.	 Select the Network Profile Settings to which you want to apply this rule. The 
default selection is all of them so that is recommended. The network profile 
settings configuration window is shown in the following screenshot:
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6.	 Enter the Rule Name and the optional Rule Description. In the following 
screenshot, you can see the configuration window, where you can enter the 
rule name and description:

Virtual machine replication in Failover 
Cluster environment
Hyper-V Replica can be used with Failover Clusters, whether they reside in the 
primary or in the replica site. You can have the following deployment scenarios:

•	 Hyper-V host to a Failover Cluster
•	 Failover Cluster to a Failover Cluster
•	 Failover Cluster to a Hyper-V node

Hyper-V Replica configuration when Failover Clusters are used is done with the 
Failover Cluster Management console. For replication to take place, the Hyper-V 
Replica Broker role must be installed on the Failover Clusters, whether they are in 
primary or replica sites. The Hyper-V Replica Broker role is installed like any other 
Failover Cluster roles. You have to do the following:

1.	 Start the Failover Cluster Management console.
2.	 Select a cluster from the left pane.

www.allitebooks.com

http://www.allitebooks.org


Configuring Hyper-V Replica

[ 50 ]

3.	 In the Actions pane, click on Configure Role:

4.	 Choose Hyper-V Replica Broker from the list of available roles:

5.	 You have to enter a NetBIOS name and an IP address of the cluster which is a 
connection point for management.

Once the Hyper-V Replica Broker is installed, you can continue with the configuration 
of the cluster as a replica cluster. To do this, perform the following tasks:

1.	 Start the Failover Cluster Management console.
2.	 Select a cluster from the left pane.
3.	 Click on the Roles in the details pane.
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4.	 Right-click on the Hyper-V Broker role and choose Replication Settings:

5.	 Here, you can configure the Failover Cluster as a replica cluster, just as you 
would configure a standalone host.

So, when using Failover Cluster in the replica site, you have to enable the 
Hyper-V Broker role on the Failover Cluster. This is done from the Failover 
Cluster Management console. To configure virtual machines for replication that 
are running in the cluster, you can do it with the Hyper-V Management console 
or Failover Cluster Manager, and then follow the procedure to Configure Virtual 
Machine for Replication.

Failover scenarios
In Hyper-V Replica there are three failover scenarios:

•	 Test failover
•	 Planned failover
•	 Unplanned failover
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Test failover
As the name says, this is only used for testing purposes, such as health validation 
and Hyper-V Replica functionality. When test failover is performed, there is no 
downtime on the systems in the production environment. Test failover is done at the 
replica site. To perform a test failover on a replica virtual machine do the following:

1.	 Start the Hyper-V Management console.
2.	 Right-click on a replica virtual machine for which you want to perform a  

test failover.
3.	 Navigate to Replication | Test Failover.
4.	 Choose the recovery point.
5.	 Click on Test Failover.

When test failover is in progress, a new virtual machine is created which is a  
copy of the virtual machine for which you are performing the test failover. It is  
easily distinguished because the new virtual machine has Test added to the name.  
It is safe for the Test Virtual Machine to be started because there is no network 
adapter on it. So no one can access it. It serves only for testing purposes. You can  
log in on it and check the application consistency. When you have finished testing, 
right-click on the virtual machine and choose Stop Test Failover, and then the Test 
virtual machine is deleted.

Planned failover
Planned failover is the safest and the only type that should be performed. Planned 
failover is usually done when Hyper-V hosts have to be shut down for various 
reasons such as transport or maintenance. This is similar to Live Migration. You 
make a planned failover so that you don't lose virtual machine availability. The 
first thing you have to do is check whether the replication process for the virtual 
machine is healthy. To do this, you have to start the Hyper-V Management console 
in the primary site. Choose the virtual machine, and then at the bottom, click on the 
Replication tab. If the replication health status is Healthy, then it is fine to do the 
planned failover. If the health status doesn't show Healthy, then you need to do 
some maintenance until it says Healthy. To make a planned failover:

1.	 Start the Hyper-V Management console.
2.	 Right-click on a virtual machine.
3.	 Navigate to Replication | Planned Failover.
4.	 Select the Start the Replica virtual machine after failover checkbox.



Chapter 3

[ 53 ]

Unplanned failovers
Unplanned failover is used only as a last resort. It always results in data loss because 
any data that has not been replicated is lost during the failover. Although planned 
failover is done at the primary site, the unplanned failover is done at the replica site. 
When performing unplanned failover, the replica virtual machine is started. At that 
moment Hyper-V checks to see if the primary virtual machine is on. If it is on, then 
the failover process is stopped. If the primary virtual machine is off, then the failover 
process is continued and the replica virtual machine becomes the primary virtual 
machine. To start an unplanned failover do the following:

1.	 Start the Hyper-V Management console.
2.	 Select the virtual machine.
3.	 Right-click on it and go to Replication | Failover.
4.	 Select the recovery point.

The recovery point can be useful because this way you can bring a virtual machine to 
a point in time where there was no primary site malfunctioning.

Summary
In this chapter, we learned what Hyper-V Replica is and how it can be applied. We 
examined the different replication scenarios and their advantages. We successfully 
configured a replica site and configured virtual machines for replication, and 
learned how to configure the Windows Firewall to allow incoming replication data. 
We learned how to test the Hyper-V Replica configuration with the test failover 
functionality and also learned how to failover a virtual machine successfully in case 
of planned or unplanned failover scenarios.

In the next chapter, we will take a closer look at the security aspects of Hyper-V. We 
will go deeper in the authentication and authorization stages that occur between 
replica sites. We will also learn how to generate certificates for data encryption.





Authentication in  
Hyper-V Replica

In this chapter, we will learn how to increase security in Hyper-V Replica. 
Replication traffic is sensitive traffic because it consists of virtual machine data, 
which can be very confidential. All this traffic can be intercepted by attackers. That 
is why the virtual machine replication traffic should be encrypted. We will see how 
you can create a certificate template in your Certificate Authority and how to import 
it in your Hyper-V hosts. Also, we will see how to use the Hyper-V hosts' self-signed 
certificate, which is generated when the server is installed. Not all the replication 
traffic should be encrypted. That is why there is another option for authentication. It 
is named Kerberos and we will take a look at it also.

Hyper-V Replica authentication types
In Hyper-V Replica, there are two types of authentication. They are as follows:

•	 Kerberos
•	 Certificate-based authentication

Although certificate-based authentication provides data encryption, Kerberos 
doesn't. There are three different types of certificates that you can use in Hyper-V 
Replica. They are as follows:

•	 Certificates issued by public Certificate Authority
•	 Certificates issued by Enterprise Certificate Authority
•	 Self-signed certificates
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Note that Hyper-V Replica configuration with certificates issued 
by public Certificate Authorities will not be covered.

When it comes to authentication, Kerberos is the preferred option. It is easier  
to administer and it doesn't add an overhead to the communication. This can  
be very important, so that the link between sites doesn't get congested. 

Nonencrypted communication
There are several factors that you have to consider when implementing Hyper-V 
Replica. For example, you have to choose between encrypted and nonencrypted 
communication between your primary and Replica site. Nonencrypted 
communication is faster because there is no overhead on the link between the sites. 
But, it doesn't protect your data from the attackers. Any attacker can intercept your 
data and possibly use it to damage your enterprise. This decision, whether or not to 
use certificates, is influenced by the following factors:

•	 To what degree is your Data Replication Traffic sensitive
•	 How fast is your connection between the primary and secondary site

In a perfect scenario, there will be data encryption and a fast connection between 
the sites, but that is not always the case. So you have to take into consideration these 
two factors and decide which works best for you. Encryption of replication traffic 
adds overhead to the traffic, so if the link between the sites is slow then Hyper-V 
Replica's performance will suffer, especially when there is a slow link between the 
sites. Link stability is another factor. Before replication starts, you have to perform 
initial replication. This transfer lasts longer and contains more data than replication 
of changes in the virtual machine.

When using nonencrypted communication, Hyper-V Replica uses a protocol 
named Kerberos. Kerberos is a network authentication protocol, which works on 
the principle of "tickets" to allow devices to communicate in a non-secure network. 
Kerberos proves the identity of the devices in a secure manner. It uses symmetric  
key cryptography.

To configure Kerberos authentication on your Replica Server do the following:

1.	 Start Hyper-V Manager Console.
2.	 Click Hyper-V Settings in the Actions pane.
3.	 Go to Replication Configuration.
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4.	 The following screenshot shows the Kerberos configuration. Check Use 
Kerberos (HTTP) and enter another port number or use the default.

Encrypted communication
In order to encrypt your traffic you have to use certificates. Certificates have a double  
role in this scenario; they are used for the authentication of nodes and also for the 
encryption of replication traffic.

Note that you must have an Enterprise Certificate Authority server 
in your domain. Enterprise Certificate Authority is a server with the 
Active Directory Certificate Services role installed on it.
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To set up an Enterprise Certificate Authority server, refer to the article at the 
following link:

http://technet.microsoft.com/en-us/library/cc772393(v=ws.10).aspx

Creating a certificate template
Before we can equip our Hyper-V hosts with a certificate for data encryption, we 
need to create a certificate template. To do this, we need to log on to our Certificate 
Authority server and perform the following steps:

1.	 Navigate to Start | Administrative Tools | Certificate Authority.
2.	 In the left-hand side pane, expand your server and go to Certificate 

Templates | Manage, as shown on the following screenshot:
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3.	 In the next screenshot, you can see the list of available templates. Find 
Workstation Authentication, right-click on it and choose Duplicate Template.

www.allitebooks.com

http://www.allitebooks.org
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4.	 In the next screenshot, the configuration window for the certificate name  
is shown. Enter a name for the template and check Publish certificate in 
Active Directory.
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5.	 In the Subject Name tab, select Supply in the request, as shown in the 
following screenshot:
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6.	 In the next screenshot, you can see the configuration window for the use of 
the template. In the Extensions tab, click on Application Policies. Then click 
on Edit, and add Server Authentication and Client Authentication.
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7.	 In the Security tab, select Authenticated Users and give them Enroll and 
Read permissions, as shown in the following screenshot:

8.	 Click on Apply and then on OK to complete the configuration of  
your template.

This concludes the certificate template configuration. Next, you need you use this 
certificate template and import it to all of the Hyper-V hosts.
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Requesting and importing a certificate
To import a certificate, you need the following:

1.	 Login to your Hyper-V hosts and go to Start | Run and enter mmc.exe.
2.	 Go to File | Add/Remove Snap-ins.
3.	 From the list, select Certificates and click on Add.
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4.	 A menu such as the one in the next screenshot appears. Choose Computer 
account, and click on Next.

5.	 When a new menu appears, as the one in the next screenshot, select Local 
computer, and click on Finish.



Authentication in Hyper-V Replica

[ 66 ]

6.	 In the left-hand side pane, select your server, expand Personal, and  
right-click on Certificates and go to All tasks | Request new certificate.  
The configuration window is shown in the following screenshot:

7.	 In the first step of the wizard, just click on Next.
8.	 In the second step, select Active Directory Enrolment Policy, and click on 

Next, as shown in the following screenshot:



Chapter 4

[ 67 ]

9.	 From the list of certificate templates, such as the one in next screenshot,  
find the new template that you created, and click on the blue link that says 
More information is required to enroll for this certificate. Click here to 
configure settings.
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10.	 After that, you will see a window, such as the one in the next screenshot. 
From the drop-down menu select Common Name for Subject Name and 
enter the name of your server in Fully Qualified Domain Name (FQDN).

11.	 Click on Apply and then click on Enroll to finish importing your certificate.

This concludes the import process of a certificate to a Hyper-V host. Now, follow 
the procedure Enable Hyper-V Replica on Replica site, explained in Chapter 3, 
Configuring Hyper-V Replica, to select this certificate for Hyper-V authentication.

Note that certificate authentication is also used when one of 
the sites reside in untrusted domains. When you have this kind 
of scenario, then using certificates is the only way to configure 
Hyper-V Replica.
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When configuring Hyper-V Replica between untrusted domains, the request and 
import of certificates is different. You need to use the web enrolment functionality 
of Certificate Authority to request and import the certificate. Refer to the following 
article about request and import of a certificate from a server in untrusted domain:

http://technet.microsoft.com/en-us/library/hh831649.aspx

Authenticating with a self-signed certificate
There is also a scenario where the Hyper-V hosts reside in a workgroup and there is 
no Enterprise Certificate Authority. In this scenario, the use of self-signed certificates 
is the only solution. To configure Hyper-V Replica with self-signed certificate, refer 
to the article on the following link:

http://jsmcomputers.biz/wp/?p=360

Summary
In this chapter, we learned about why encryption is important for Hyper-V Replica, 
and defined factors that influence the decision whether or not to use certificates for 
authentication and encryption. We learned the procedure how to create a certificate 
template for the purpose of Hyper-V Replica. We also learned how to import this 
certificate in our Replica Server and associate it with Hyper-V Replica.

In the next chapter, we will learn more about management of Hyper-V Replica and 
how to troubleshoot common Hyper-V Replica issues.





Administrating Hyper-V 
Replica

In this chapter, we will take a look at the various ways you can manage Hyper-V 
Replica depending on your scenario. We will learn how to troubleshoot common 
Hyper-V Replica issues and how to resolve them. Administration takes up most 
of the operations regarding any platform with any purpose. Daily maintenance of 
systems is just as important as analyzing and deploying them. If some Hyper-V 
Replica enabled virtual machine stops being replicated, or if an entire production or 
replica site is not accessible, you need to know where to look for the problem and 
how to approach it. This chapter will show you how to do all of this.

Managing Hyper-V Replica
Depending on your deployment scenario, there are two ways to manage Hyper-V 
Replica. The following are the two management consoles that we have used 
throughout the configuration process of Hyper-V Replica:

•	 Hyper-V management console
•	 Failover cluster management console

If Virtual Machine Manager 2012, which is part of the System Centre 2012 Suite, is 
deployed in your infrastructure, you can also use it to configure Hyper-V Replica. 
This management console was not used in the examples because it doesn't come  
with Windows Server 2012.
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If you want to go deeper into what is going on with your Hyper-V Replica servers, 
you can browse the event log on your server. To view Hyper-V Replica events, do 
the following steps:

1.	 Navigate to Start | Run, and type eventvwr.exe.
2.	 From the navigation pane, navigate to Application and Services log | 

Microsoft | Windows | Hyper-V-VMMS.

Primary site management
Management tasks regarding primary sites are as follows:

•	 Planned failover: You make a planned failover when you want to make 
some maintenance tasks on your primary server and you want all of your 
virtual machines to still be available. All of the primary virtual machines 
are turned off and their replica virtual machines are turned on. You can 
find more about planned failover at http://www.virtualizationadmin.
com/articles-tutorials/microsoft-hyper-v-articles/networking/
working-replicas-hyper-v-30-part6.html.

•	 Pause replication: You can halt the replication process at any time. You 
can use this option, for example, if your link between the two sides is down 
and you don't want to have your event log or information pane filled with 
warnings or errors. To halt a replication, right-click on the virtual machine, 
navigate to Replication | Pause Replication.

•	 Resume replication: When all of your problems are solved, you can resume 
the replication. To resume a paused replication, right-click on virtual 
machine, and navigate to Replication | Resume Replication.

•	 Check replication in the Hyper-V Management console: To view and test 
the replication health of your virtual machines, refer to the following links:

°° http://www.virtualizationadmin.com/articles-tutorials/
microsoft-hyper-v-articles/networking/working-replicas-
hyper-v-30-part4.html

°° http://www.virtualizationadmin.com/articles-tutorials/
microsoft-hyper-v-articles/networking/working-replicas-
hyper-v-30-part5.html

•	 Disable replication: If at any time you wish to stop replication on a virtual 
machine, just right-click on the virtual machine and navigate to Replication 
| Remove Replication.
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Replica site management
Management tasks regarding replica sites are as follows:

•	 Failover: This is an unplanned event. In case of a disaster, this is the task  
that must be performed. During this task the replica virtual machine in  
your replica site is turned on, and it becomes a primary virtual machine.  
The failover menu is shown in the following screenshot:

You can find more about failover at the link: http://www.
virtualizationadmin.com/articles-tutorials/microsoft-hyper-v-
articles/networking/working-replicas-hyper-v-30-part6.html.
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By clicking on Failover... the replica virtual machine is promoted, and it 
becomes a primary virtual machine. If there are multiple recovery points, 
the wizard will ask you to select one. The recovery point selection menu is 
displayed in the following screenshot:

•	 Reverse Replication: When the primary server is back online, you can 
perform a reverse replication and thus move the virtual machine execution 
back to the primary server.

•	 Remove Recovery Point: This option is only available after a failover 
was performed. Before you can execute reverse replication, you have to 
remove all of the recovery points for that virtual machine. After the reverse 
replication is over, the replication process will make new recovery points 
for that virtual machine. Removing recovery points is a step in the reverse 
replication wizard.
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•	 Test Failover: Test failover... is done when you want to view the virtual 
machine in the replica site without interfering with the virtual machine in  
the primary site. Test failover menu is shown in the following screenshot:

•	 Cancel Test Failover: If you are performing a test failover and you are 
finished with the test, you can cancel the process with a right-click on the 
virtual machine and by navigating to Replication | Stop Test Failover.

Administration of certificates
Certificates require more administration because they have an expiration period. 
After the period has expired they need to be renewed. To renew a certificate, refer to 
this article: http://technet.microsoft.com/en-us/library/cc730605.aspx.
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Summary
In this chapter, we saw all the procedures that you need to do when Hyper-V Replica 
is not performing in the right way. We classified them in two groups: primary site 
and replica site management. We also looked at the steps that need to be performed 
when disaster occurs at the primary site, and how to perform reverse replication 
when the production site is functional again. In the next chapter, we will take an 
overview of all the chapters and give a conclusion on Hyper-V Replica.



Summary
In this book, we were introduced to Windows Server 2012, the newest edition of 
Windows Server, and learned what it can offer to the IT department. There are new 
concepts and useful features that make the IT administrators' life easier. Windows 
Server 2012 is designed for enterprises that want to deploy modern datacenters with 
state-of-the-art capabilities. The new user interface, the simplified configuration, and 
all of the built-in features are what that makes Windows Server 2012 appealing to the 
IT administrators. In this book, we concentrated on four functionalities of Windows 
Server 2012. Those features are: Hyper-V, Hyper-V replica, Failover Clustering, 
and SMB. Combining all of these in one datacenter allows the administrator: easier 
administration of storage space, faster provisioning of virtual machines, failover 
capabilities in case of malfunctions in the datacenter, and business continuity and 
disaster recovery mechanism. These are four very important aspects when designing 
a datacenter. And, when you get all of them in one product, you can see how 
valuable this product is. Business processes is how the enterprise works. Some of the 
processes are more important than others and they are called value chains. These 
processes are the ones that generate income for the enterprise. It can either be sales 
process, or manufacturing process, or supply management process, or something 
else. All of these processes rely on some kind of an information system. Because they 
are valuable to the enterprise, there must not be any disruptions to the workflow of 
the process. Any disruption will lead to unfulfilled goals of the enterprise.
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For example, the information system goes down and the supermarket cannot sell 
anything, or the supply chain system goes down and the deliveries get mixed up 
and end at a different location. All these problems affect the enterprise income 
and respect. That is why information system availability is very important. It is 
upon the IT department to implement such a system that will allow the business to 
function properly in case of any disruptions. Whether it is power outage, fire hazard, 
earthquake, or scheduled maintenance, IT should be all about the business and it 
should be aligned with the business. This is what Windows Server 2012 can offer 
to the enterprise. With the implementation of Windows Server 2012, you get all the 
key factors that were explained previously. You get a state-of-the-art virtualization 
platform that allows you provision of virtual machines faster, a concept for easier 
administration of storage space mechanism, in case of disaster scenarios. All of this 
will ensure business continuity in your enterprise, which is your primary goal.
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