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Preface

Hyper-V Replica Essentials is a step-by-step guide for configuring Hyper-V Replica

in various deployment scenarios, which will help you learn how to configure this
new feature and improve the systems' availability in your datacenter. This book will
give you an overview of what Hyper-V Replica is. Then, it will take you through

all the prerequisites you need to properly configure it, which will help you take
advantage of this easy-to-configure disaster recovery tool. You will learn how to set
up a modern datacenter with the help of a new concept called Server Message Block
(SMB) from Windows Server 2012. We will also take a look at how you can configure
Hyper-V Replica in your existing environment, whether it is a clustered or non-
clustered environment, and how to secure your data with the use of certificates.

What this book covers

Chapter 1, Introducing Hyper-V Replica, will take a deep dive into virtualization and
its importance to the modern enterprises. You will also get to know about the new
features of Windows Server 2012 called Hyper-V Replica; its functionalities, values,
and components.

Chapter 2, Failover Clustering, introduces a new concept for file sharing and
application data storage called SMB. It will also show you how install Hyper-V
on a server and join servers in a Failover Cluster.

Chapter 3, Configuring Hyper-V Replica, is all about different configurations of
Hyper-V Replica, depending on the various infrastructure models. This chapter

will teach you how to configure Hyper-V in a cluster environment or in a standalone
host environment.

Chapter 4, Authentication in Hyper-V Replica, will show you how to encrypt the
communication between the Primary and the Replica site with the help of certificates.
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Chapter 5, Administration of Hyper-V Replica, will teach you how to maintain Hyper-V
Replica configuration and troubleshoot the Hyper-V Replica issues.

What you need for this book

The only thing you need for this book is a Microsoft Windows Server 2012.

Who this book is for

This book is excellent for Windows Server administrators who want to improve
their system availability and speed disaster recovery. It is imperative that you
have experience in Hyper-V deployment because Hyper-V Replica is built in
the Hyper-V platform.

Conventions

In this book, you will find a number of styles of text that distinguish among different
kinds of information. Here are some examples of these styles, and an explanation of
their meaning.

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "clicking
the Next button moves you to the next screen".

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

[2]



Preface

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacke@packtpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased
from your account at http: //www.packtpub.com. If you purchased this book
elsewhere, you can visit http: //www.packtpub. com/support and register to have
the files e-mailed directly to you.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books —maybe a mistake in the text or the
code —we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book.
If you find any errata, please report them by visiting http: //www.packtpub. com/
submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.
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Introducing Hyper-V Replica

In this chapter, we will take a look at how modern data centers are built. We will
see what virtualization is, and why it is very appealing to IT departments. We will
look at Windows Server 2012, and how we can use some of its new features and
functionalities to build a modern data center. We will learn about Hyper-V 3.0,
which is the latest edition of Microsoft hypervisor. The main focus on the chapter
will be to understand a new feature of Hyper-V 3.0, called Hyper-V Replica which
adds business continuity and disaster recovery value to the data center.

Understanding virtualization

Virtualization is a concept in IT that has its root back in 1960 when mainframes

were used. In recent years, virtualization became more available because of different
user-friendly tools, such as Microsoft Hyper-V, were introduced to customers. These
tools allow the administrator to configure and administer a virtualized environment
easily. Virtualization is a concept where a hypervisor, which is a type of middleware,
is deployed on a physical device. This hypervisor allows the administrator to deploy
many virtual servers that will execute its workload on that same physical machine.
In other words, you get many virtual servers on one physical device. This concept
gives better utilization of resources and thus it is cost effective.

Hyper-V 3.0 features

With the introduction of Windows Server 2008 R2, two new concepts regarding
virtual machine high availability were introduced. Virtual machine high availability
is a concept that allows the virtual machine to execute its workload with minimum
downtime. The idea is to have a mechanism that will transfer the execution of

the virtual machine to another physical server in case of node malfunctioning. In
Windows Server 2008 R2, a virtual machine can be live migrated to another Hyper-V
host. There is also quick migration, which allows multiple migrations from one host
to another host.
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In Windows Server 2012, there are new features regarding Virtual Machine
Mobility. Not only can you live migrate a virtual machine but you can also migrate
all of its associated files, including the virtual machine disks to another location.
Both mechanisms improve high availability. Live migration is a functionality that
allows you to transfer the execution of a virtual machine to another server with

no downtime. Previous versions of Windows Server lacked disaster recovery
mechanisms. Disaster recovery mechanism is any tool that allows the user to
configure policy that will minimize the downtime of systems in case of disasters.
That is why, with the introduction of Windows Server 2012, Hyper-V Replica is
installed together with Hyper-V and can be used in clustered and in non-clustered
environments. Windows Failover Clustering is a Windows feature that is installed
from the Add Roles and Features Wizard from Server Manager. It makes the server
ready to be joined to a failover cluster. Hyper-V Replica gives enterprises great value,
because it is an easy to implement and configure a Business Continuity and Disaster
Recovery (BCDR) solution. It is suitable for Hyper-V virtualized environments
because it is built in the Hyper-V role of Windows Server 2012. The outcome of this
is for virtual machines running at one site called primary site to be easily replicated
to another backup site called replica site, in case of disasters. The replication between

the sites is done over an IP network, so it can be done in LAN environments or across

WAN link. This BCDR solution provides efficient and periodical replication. In case
of disaster it allows the production servers to be failed over to a replica server. This is
very important for critical systems because it reduces downtime of those systems. It
also allows the Hyper-V administrator to restore virtual machines to a specific point
in time regarding recovery history of a certain virtual machine.

[

To create a failover cluster, there must be at least
two physical servers.

In the following screenshot, we can see a simple Hyper-V Replica scenario consisting
of a Primary Site and a Replica Site:

Primary Site

Production Server A

Production Server C

Production Server B

Replication
traffic

H‘H

WAN link

Replica Site

Production Server A
Production Server B

Production Server C

[6]




Chapter 1

Prerequisites for Hyper-V Replica

Hyper-V Replica has a few prerequisites that you must fulfill before you can begin
deployment. These prerequisites are as follows:

*  Windows Server 2012 installed on physical machines
* Certificates for data encryption (optional)

* Network connection between primary and replica sites

It is important to say that for Hyper-V to work, both sides can have
% vendor-neutral servers and storage. It means that server model and
= storage model don't have to be the identical on both sides.

Installing Hyper-V

Hyper-V Replica is a built-in feature of the Hyper-V Role Version 3.0. Hyper-V 3.0

is only available if you have Windows Server 2012. Hyper-V servers can be part of a
Workgroup or an Active Directory Domain. When you deploy Hyper-V Replica in
standalone hosts environment, primary and replica sites can be in different Active
Directory domains. If you deploy Hyper-V Replica in a failover cluster environment
then the Hyper-V servers have to be part of a same Active Directory domain. Hyper-V
Replica is installed together with the Hyper-V Role. To install the Hyper-V Role on a
server, you have to use the Add Role and Feature Wizard, found in Server Manager.
When the installation of Hyper-V role is finished, the server must be restarted.

1. Navigate to Server Manager | Add Roles. When you open it, you will see a
window like the following screenshot. From the list of roles select Hyper-V.

~Add Roles and Features Wizard [T
Se\e«:t server roles
Select one or more roles to install on the selected server.

Roles Description

I Active Directory Certificate Services

I Active Directory Rights Management Services
I Application Server
I~ DHCP Server

I™ Print and Document Services.

I Remote Access

I~ Remote Desktop Services

[71




Introducing Hyper-V Replica

2. The wizard asks you if you want to create Virtual Switches. A Virtual Switch
is deployed on a physical network adapter to allow multiple virtual machines
to use it. If you don't want to create a switch within the wizard, you can do it
later from the Hyper-V Management console. The next screenshot shows the
virtual switch configuration window:

Create Virtual Switches

Before You Begin Virtual machines require virtual switches to communicate with ather computers. After yau install
this role, you can create virtual machines and attach them to a virtual switch.

Installation Type
One virtual switch will be created far each network adapter you select. We recommend that you

Server Selection create at least one virtual switch now to provide virtual machines with connectivity to a physical

Server Bolas hetwerk. You can add, remove, and modify your virtual switches later by using the Virtual Switch
Manager.
Features
Hypar-y Network adapters:
Virtual Switches Name Description
Migration [] 1scst Intel{R) Gigabit CT Desktop Adapter El
Default st O Intel(R) PRO/1000 MT Desktop Adapter
efault Stores ~
< w HE

Confirmation

i) We recommend that you reserve one network adapter for remote access to this server. To
" reserve a network adapter, do not select it for use with a virtual switch.

3. Setup your Hyper-V server for live migration. To do this, check the
Allow this server to send and receive live migrations of virtual machines
checkbox. The following screenshot shows the configuration window for
live migrations:

Virtual Machine Migration

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live
migrations, If you want to dedicate specific netwarks for live migration, use Hyper-V settings after
you install the role.

~Authentication protocol

Select the protocol you want to use to

Confirmation

4, I this server will be part of a cluster, do not enable migration now. Instead, you will configure
the server for live migration, including specifying networks, when you create the cluster.

[8]
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4. Specify the default location where virtual machine data files will be stored.
The next screenshot shows the configuration window for virtual hard
disk location:

Default Stores

Before You Begin Hyper-V uses default lecations to store virtual hard disk files and virtual machine configuration
files, unless you specify different locations when you create the files. You can change these default
Installation Type lacations now, or you can change them later by modifying Hyper-V settings.

Server Selection

Default location for virtual hard disk files:
Server Roles

P—— C\Users\Public\Documents\Hyper-Vi\Virtual Hard Disks
Fyper-v Default location for virtual machine cenfiguration files:
Virtuzl Switches CA\ProgramData' Microsoft\Windows\Hyper-V
Migration

Default Stores

Confirmation

< Previous Mext = Install | Cancel

5. In the final step, check the Restart the destination server automatically
if required checkbox, and then click on Install to finish configuring and
start the Hyper-V installation. You can see the configuration window
in the next screenshot:

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install,

[¥] Restart the destination server automatically if required 1

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these eptional features, click Previous to
clear their check boxes.

Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-V Management Tools
Hyper-¥ GUI Management Tools
Hyper-¥ Medule for Windows PowerShell

Export configuration settings
Specify an alternate source path

[o]
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Hyper-V Replica functionalities

The main functionality of Hyper-V Replica is to allow virtual machine replication
over a LAN/WAN to a remote site with only the functionalities included in
Windows Server 2012. For all this to work, there are four core Hyper-V Replica
functionalities that allow this. These functionalities are as follows:

* Replication

* Change tracking

* Network

* Hyper-V Replica Broker

Hyper-V Replica replication manager

The main task of Hyper-V Replica replication manager is replication of Hyper-V
Replica enabled virtual machines. It is responsible for: initial replication, change
replication, failover, failback, and test failover. When a live migration is performed, the
replication manager halts replication and resumes it after the migration is completed.

Hyper-V Replica replication tracker

The main tasks of Hyper-V Replica replication tracker are to save the virtual
machine state and replicate only the changes to the replica site. The default
replication interval is five minutes. All of the changes that happened inside the
virtual machine for the last five minutes are replicated to the replica site. Replication
tracker also gives you the opportunity to set different recovery history settings for
your virtual machines. The following three are the recovery history settings:

* Store only the latest recovery point: Only one point-in-time state of the
virtual machine is kept at the replica site, which is the current state.

* Store multiple recovery points: Multiple recovery point means that there
can be more than one point-in-time restore point of the virtual machine. By
default, multiple recovery point replication happens every 60 minutes. After
the limit of recovery points is reached the oldest recovery point is overwritten.

* Store multiple recovery points with Application-Consistent: This type of
replication also saves the application data that is running inside the virtual
machine. It uses the WMI (Windows Management Instrumentation) Service
to extract the data from the applications.

[10]
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Hyper-V Replica broker manager

The main tasks of Hyper-V Replica broker manager are to send and receive replication
traffic in a failover cluster environment. When you have a failover cluster, whether it is
in your primary or replica site, you must install Hyper-V Replica Broker role. The role
is installed on the failover cluster like any other failover cluster role. This role looks

for live migrations of Hyper-V Replica enabled virtual machines. It provides right and
continuous replication of virtual machines in a cluster environment.

In the following image, we can see how Hyper-V Replica Broker role works:

Replica Site
Hyper-V Windows Server 2012 Failover
Replica Cluster
Primary Site Broker Role
— g A ° ° °
() () @)

Security considerations

Restricting access to Hyper-V is very important. You want only authorized users

to have access to the management console of Hyper-V. When Hyper-V is installed,

a local security group on the server is created. It is named Hyper-V Administrators.
Every user that is member of this group can access and configure Hyper-V settings.
Another way to increase security of Hyper-V is to change the default port numbers
of Hyper-V Authentication. By default, Kerberos uses port number 80, and
Certificate Authentication uses port number 443. Certificated also encrypts the traffic
generated from primary to replica site. And at last, you can create a list of authorized
servers from which replication traffic will be received.

Downloading the example code

purchased from your account at http: //www.packtpub. com. If you
purchased this book elsewhere, you can visit http: //www.packtpub.
com/support and register to have the files e-mailed directly to you.

.\‘Q You can download the example code files for all Packt books you have

[11]




Introducing Hyper-V Replica

The following screenshot shows the security options that you can configure in
Hyper-V Replica:

LS Sz_rver ;H Replication Configurati )
] ¥irtual Hard Disks
E:lvirtualMachines| [w] Enable this computer as a Replica server.
571 virtusl Machines Authentication and ports
- E: :_-a'!r{u alMachires) Fy the suthenticati o For Incoming replication traffic. Ei =
w Physical GPUs that the ports you specify are open in the firewal,
& r:;‘:;r p.'.'ll-'J\L'.‘ nGPUs @ Use Kerberos (HTTP):
£ Spanning
Alloie MUMA Spanning Data sent over the network will not be encrypted.
5 Live Migrations Specify the port: 80|
ho Live Migrations : =
2] Storage Migrations [ ] Use certificate-based Authentication (HTTPS):
2 Sirmultaneous Migrations Data sent over the network will be encrypted,
il meplication Configuration ; i P
Enabled as a Replica server ke ot -

A& User Spacify the certificate:
&5 Keyboard Issued

Use on the virtual maching only wh..

23 Mouse Releass Key
CTRL+-ALT-HLEFT ARROMW

T Reset Check Baxes

Resal rheck boves

Autharization and storage

Specify the servers that are allowed to replicate virtual machines to this
compuker,

() Allow replication from any authenticated server
Specify the default location to store Replica files:

E:\¥irtualMachires|

(® Allow replication from the specified servers:

Summary

In this chapter, we learned about what virtualization is and why is it important
to modern enterprises. We learned about Hyper-V, which is a platform for
virtualization, how to install it, and what its functions are. We were introduced
to a new feature of Windows Server 2012 called Hyper-V Replica. We took a look
at its functionalities, its values, and components.

In the next chapter, we will learn how to build a modern data center, and set up a
failover cluster environment with Windows Server 2012.

[12]




Failover Clustering

In this chapter, we will take a look at Windows Failover Clustering, which is a
feature of Windows Server. It allows the administrator to join separate Hyper-V
servers in one cluster. This failover cluster ensures virtual machine availability in
case of Hyper-V host malfunction.

The Server Message Block protocol

When an enterprise starts to build a modern datacenter, the first thing that should be
done is to set up the storage. With the introduction of Windows Server 2012, a new
improved version of the Server Message Block (SMB) protocol is introduced. The
SMB is a file sharing protocol. This new version is 3.0 and is designed for modern
datacenters. It allows administrators to create file shares and deploy critical systems
on them. This is really good, because now administrators have to deal with file
shares and security permissions, instead of complex connections to storage arrays.
The idea is to set up one central SMB file-sharing server and attach the underlying
storage to it. This SMB server initiates connection to the underlying storage. The
logical disks created on the storage are attached to this SMB server. Then different
file shares are created on it with different access permissions. These file shares can
be used by different systems, such as Hyper-V storage space for virtual machine
files, MS SQL server database files, Exchange Server database files, and so on. It is
an advantage, because all of the data is stored on one location, which means easier
administration of data files.

. Itis important to say that this is a new concept and is only
available with Windows Server 2012. It comes with no
" performance degradation on critical systems, because SMB
v3.0 was designed for this type of data traffic.



Failover Clustering

Installing and configuring the SMB server

In order to use SMB v3.0, you have to install Windows Server 2012 on your SMB
file-sharing server. After that, it is really simple, because SMB installs as a Windows
Server Role from the Add Remove Roles Wizard. The following are the steps to
create an SMB file share:

1. From the Add Roles and Feature Features Wizard, select File Server role
under File And Storage Services (Installed) | File and iSCSI Services.

[= Add Roles and Features Wizard =)= -

DESTINATION SERVER

Select server roles WIN-FETF2162TUE

Select one or more roles to install on the selected server,

Before You Begin

Installation Roles Description
~ File Server manages shared folders
[] DHCP Server and enables users to access files on
DNS Server this computer from the network.
p

[ Fax Server

Confirmat 4 File And Storage Services (Installed
4 File and i5CSI Services

[[] BranchCache for Netwaork Files
[[] Data Deduplication
[[] DFS Mamespaces
[[] DFS Replication
[] File Server Resource Manager
[] File Server V/SS Agent Service
[[] iSCSI Target Server
[] iSCSI Target Storage Provider (VDS and WS¢ .

< i >

i < Previous | | Next » | nsta Cancel

2. After the role is successfully installed from the Server Manager, locate and
access on the left-hand side File and Storage Services.

Server Manager

Server Manager * Dashboard @I ['. Manage Tools  View Help

Dashboard WELCOME TO SERVER MANAGER

B Local Server

i Als . .
— o Configure this local server

ile and Storage Services b

L]

‘QUICK START
2 Add roles and features

2 Add other servers to manaae
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3. From the menu, access Shares and then click on TASKS on the top of the
window. There appears a New Share option. Click on it.

Server Manager o

=

@ ¥ *File and Storage Services * Shares )| P Manage  Tooks  vew  hep
_ SHARES VOLUME z
n Servers el 7l chares | 0 total Mo share is selected.

H New Share...

_I Volumes There are no Select a share to

[ Disks Refresh

L3 Storage Pools To create a file share, start the New Share Wizard.
- Shares

ISCSI
Go to Volumes Overview >

4. Next, in the new menu, there will be five options from which to select. In
order to create SMB file share suitable for applications, select the third option
SMB Share - Applications. The reason we select this type of share is because
it can be used for server applications such as Hyper-V and MS SQL.

= New Share Wizard == -

Select the profile for this share

File share profile: Description:

SMB Share - Quick This profile creates an SME file share with settings
appropriate for Hyper-V, certain databases, and other
server applications.

caip ol od 4

SME Share - Applications
TS ohare - ok
INFS Share - Advanced

[15]
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5. Next, select between Select by volume or Type a custom path for a
share location.

= New Share Wizard = = -

Select the server and path for this share

selzct Profile Server:
Server Name Status Cluster Role Owner Node
Share Name WIN-FETF3163TUE Online Not Clustered
Share location:
@) Select by volume:
Volume Free Space Capacity  File System
(€ 208GB  20.7GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

ol
() Type a custom path:

Browse.

< Previous Next > Create Cancel

6. In the next step, enter Share name and optional Share description in the

designated fields.

= New Share Wizard = [ = -

Specify share name

Share Location

Local path to share:
CASharesh,
© i the folder does not exist, the folder is created.

Remote path to share:
WWWIN-FETF3163TUEY

< Previous Next = Create Cancel
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7.

The next step is for configuring encrypted data access. Data encryption adds
overhead to the entire communication. If you enable data encryption, the
server will automatically encrypt all the data with predefined encryption
algorithms. In this example, it will be left unchecked.

The next step is for setting up the security permissions and defining which
server or which service account will have access to the file share. Access
permissions are very important, because only authorized users should
have access to shares, which contain virtual machine data. You can choose
between: Full Control, Modify, Read & Execute, List folder contents,
Read, Write, and Special permissions. For the purpose of this example,
Full Control permissions need to be given to the Hyper-V server's machine
accounts. To add permission, click Customize permissions....

New Share Wizard -[ox]

Specify permissions to control access

Profilz If this share will be used for Hyper-V, you may need to enable constrained delegation to enable
remote management of the Hyper-V host.

e Location . . E - .
For more information refer to the constrained validation help topic.

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Everyone Read Only

Confirmation

Folder permissions:

Type Principal Access Applies To
Allow CREATOR OWNER Full Control Subfolders and files only
Allow BUILTINUsers Special This folder and subfalders
Allow BUILTIN'Users Read & exscute This folder, subfolders, and files

Allow BUILTIN'\Administrators  Full Control This folder, subfolders, and files
1 [EM  Full Control This folder, subfolders, and files

Customize permissions...

< Previous | | Mext = Create Cancel
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9. The final step is an overview of all the settings and confirmation of the
setting. To create the share, just click the Create button.

New Share Wizard = = -

sl

 ~rfirrm o =
Confirm selections

Confirm that the following are the correct setfings, and then click Create.

SHARE LOCATION

Server: WIN-FETF3163TUE
Cluster role: Not Clustered

Local path: C\Shares\Test Share

Share name: Test Share
SMB
Disabled
Disabled
Disabled
Disabled

< Previous ext > Create | | Cancel

Setting up iSCSI connections

For the purpose of this example, an iSCSI storage will be attached to the SMB
file-sharing server. Before file shares are setup, the SMB file sharing server must be
connected to an iSCSI or some other kind of storage. The storage has to be configured
with Logical Unit Number (LUN), as per the infrastructure needs. You can create
different LUNSs for different usage, or create a single LUN and store everything in it.
The storage itself has RAID configured on it, so data loss is avoided in case of disk
malfunctioning. Also, there are hot spare disks for failover.

[18]




Chapter 2

In Windows Server 2012, setting up iSCSI is very simple and it is the same as
it was on Windows Server 2008 R2. The steps to configure an iSCSI connection
are as follows:

1. From the Control Panel, access iSCSI initiator and a menu appears as shown
in the next screenshot.

The first menu that appears is only an overview of the
s entire iSCSI configuration.

iSCS! Initiator Properties x|
Targety | Discovery I avorite Targets | Volumes and Devices I RADIUS | Configuration |

Quickinanaes

To discover and log on to a target using & basic connection, type the IF address or

DMS name of the target and then dick Quick Connect.

Target: | Quick Conn
Discovered targets

Mame Status

To connect using advanced options, select a target and then TrriE

dlick Connect. =

To completely disconnect a target, select the target and Ciarammer

then dick Disconnect. e

For target properties, incduding configuration of sessions, P——
select the target and dick Properties, -

For configuration of devices associated with a target, select Devices...

the target and then click Devices. e —
More about basic iSCSI connections and targets

oK | | Cancel Apply

[19]
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2. Next, click on the Discovery tab and then click on Discovery Portal....

,  This is where the IP address of the storage device is entered.
If multiple network adapters exist on your server, your
multiple iSCSI connections can be configured.

iSCSI Initiator Properties x

Targets | Discovery |Favnribe Targets | Volumes and Devices | RADIUS | Configuration |

Target portals
The system will look for Targets on following portals: | Refresh |
Address Part Adapter IP address
To add a target portal, dick Discover Portal, | Discover Portal... |
To remove a target portal, select the address above and e
then dick Remave. -
Discover Target Portal -
iSMY
Enter the IP address or DMNS name and port number of the portal you :|
The  want to add.
MNa

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Defaultis 3260.)
| | 3260 | ]
| Ok | | Cancel |
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3. To set up multiple iSCSI connections, click on Advanced. For multiple iSCSI
connections there is one prerequisite. Multiple I/ O Windows Feature has
to be installed. These multiple iSCSI connections will speed up the I/O
operations between your SMB file server and iSCSI storage.

With the iSCSI connection active and SMB File shares created all the storage related
activities are done. The iSCSI connections will automatically become active every
time the system restarts. The same thing happens with the SMB File shares.

Setting up networking

Networking in a failover cluster is very important. There are three different traffic
types in the network and all those have to be separated, so there is no congestion.
The different traffic that is generated in such environment is as follows:

* iSCSI traffic: This is the traffic between SMB File Sharing Server and
iSCSI Storage

* SMB Traffic: This is the traffic generated from Hyper-V hosts and destined
for SMB File Sharing Server

* Failover cluster traffic: In this traffic, control messages are exchanged
between Cluster Nodes and Live Migration dedicated network

An important note on the networking part is that SMB traffic,
LAN traffic, and failover cluster traffic are different types of
traffic. So, on each Hyper-V cluster node there will have to be
%éi\ separate network adapters for each of them. You can setup
’ VLANS on the central switch to further optimize your traffic. The
next diagram shows a simple scenario of such an environment,
and a way in which you can organize all this traffic.

The next diagram presents how the traffic will flow in the infrastructure. This is only
a logical view of the traffic. It shows that each server must have a connection to the
SMB file sharing server and a connection to the LAN. The two networks can be in
different subnets.

[21]
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. If LAN and SMB network belong to different subnets, then the
SMB file server must have one connection to the LAN because the
L— server must be connected to the Active Directory to authenticate
the permissions set on the file shares.

o £ .

LAN

- Hyperi—v Cluster R

. ., .

LAN
i— SMEB / Live Migration —I

i
i
5

[

SMB / Live Migration SME / Live Migration

| =D |
Lo - h * X |
SMB [ Live Migration———————— —b- SMB / Live Migration

SME

l

™ shBFile Sharing Cluster ¥

i5CSl
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Failover clustering can be implemented in the SMB file sharing server. In this
example, only one SMB File Sharing server is used. With failover clustering
configured on the SMB server, file shares will be constantly available in case one
of the servers malfunctions. To do this, refer to the guide in the following link:

http://blogs.technet.com/b/clausjor/archive/2012/06/07/smb-
transparent-failover-making-file-shares-continuously-available.aspx

Setting up security permissions on SMB file
shares

SMB file shares contain sensitive data files Whether they are virtual machines or
SQL server database files, proper security permissions need to be applied to them

in order to ensure that only authorized users and machines have access to them.
Because of this, SMB File Sharing server has to be connected to the LAN part of the
infrastructure as well. Security permissions are read from an Active Directory server.
For example, if Hyper-V hosts have to read and write on a share, then only the
computer accounts of those hosts need permissions on that share, and no one else.
Another example is, if the share holds MS SQL server database files, then only the
SQL Server computer accounts and SQL Server service account need permissions on
that share.

Setting up a failover cluster

When the storage, networking and Hyper-V hosts are up and running, the failover
cluster can be setup on top of Hyper-V. Setting up failover cluster in Microsoft
Windows Server 2012 is very simple. First, you have to install the Failover Clustering
feature from Add Roles and Features Wizard on all Hyper-V nodes. Now, perform
the following steps:

1. Open Server Manager and go to Add Roles and features.

Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i% Dashboard

B Local Server

ii All Servers o IR, .
o ) o Configure this local server
BE File and Storage Services b -

QUICK START
I 2 Add roles and features

servers to manage

WHAT'S NEW
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2. Select Role-Based or Feature-based installation.

DESTINATION SERVER

Select installation type WIN-FETF3163TUE

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) A .
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role fervices, and features.

Server Sglaction

Server Roles
() Remote Desktop Services install
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Features

| < Previous | | Next > | | Install | | Cancel

3. Select the server from the list of available servers.

DESTINATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type I (®) Select a server from the server pool I
') Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
—
Name IP Address Pperating System

WIN-FETF3

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Next > | | Install | | Cancel
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4. From the list of Features, select Failover Clustering.

Select features

Before You Begin
Installation Type

Server Selection

&

DESTINATION SERVER
WIN-FETF3163TUE

Select one or more features to install on the selected server,

Features Description
P (M .NEI Framework 4.3 Features (Installed) A Failover Clustering allows multiple
I [] Background Intelligent Transfer Service (BITS) Semvers bD work together to provide
. . . high availability of server roles.
[ BitLocker Drive Encryption s Failover Clustering is often used for
[ BitLocker Metwork Unlack File Services, virtual machines,
[ BranchCache database applications, and mail
applications.
[[] Client for NFS w2
[[] Data Center Bridging
[i =4
Group Policy Management
[J Ink and Handwriting Services
[ Internet Printing Client
[] 1P Address Management (IPAM) Server
[ iSNS Server service
1 1 PR Pawrt Monitar v
< n | [»
| < Previous | ‘ Next > | | Install | ‘ Cancel |

5. In the last step, click on Install to complete the installation of the Failover

Clustering feature.

Before You Begin
Installation Type
Server selection

Server Roles

Features

Confirm installation selections

DESTINATION SERVER
WIN-FETF3163TUE

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Failover Clustering
Remate Server Administration Tools
Feature Administration Toals
Failover Clustering Tools
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

[[<previous | | nmext> | || Install Cancel
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Next, we can continue with the Failover Clustering configuration. From the Failover
Cluster Manager, there are three ways to create a failover cluster:

1. Right-click on Failover Cluster Manager on the left-hand side pane, and click
on Create Cluster....

From the right-hand side Actions pane, click on Create Cluster....

From the Management pane in the middle, click on Create Cluster....

Only the first option isn't shown in the following screenshot:

Failover Cluster Manager Actions

0 Create faiover clusters, valdate hardware or potentia fslover custers, and perfom configuraton changes to your faiover clusters Failover Cluster Manager

& Validate Configuration...
[J‘jg Create Cluster...
4 Overview =E Connect to Cluster...

Afailover clusteris a set of independent computers that work together to increase the availability of server roles. The clustered servers (called nodes) are connected by physical cables and

View
by software. I one of the nodes fails, another node begins to provide services (= process known as failover).
|G Refresh
4 Clusters [E] Properties
+ Management E Help

To begin to use failover clustering, firt validate your hardware corfiguration, and then create a cluster. After these steps are Gomplete, you Gan manage the cluster. Managing a cluster
Ganincluds migrating services and applications to f from & cluster running Windows Server 2012, Windows Server 2008 R2, or Windows Server 2008,

[E) Validate Confiqurstion [l Understanding cluster validation tests
B Create Clu [Hl Cresting & failover cluster or adding & cluster node
[F3 Connect to Cluster [ Manzaing & falover cluster

JHl Miarating services and apolications from a cluster

4 More Information
[g Faiover clustertopics on the Web
& Faiover cluster communites on the Web

E Microsoft support page on the Web

Choose any one of them and the Failover Cluster wizard will start and guide you
through the process of cluster creation:

1. In the first step of the wizard, click on Next.
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2. In this step, add all the servers that will be a part of the failover cluster by
writing the names, or click on Browse... to choose the Active Directory.
= Create Cluster Wizard

j%i‘ Select Servers
ne

Before You Begin
Select Servers
Validation Waming
Access Poirt for
Administering the
Cluster

Confirmation

Creating Mew Cluster

Summary

Add the names of all the servers that you want to have in the cluster. You must add at least one server.

Enter server name:

Selected servers:

3. After all of the Hyper-V servers are entered, Hyper-V server settings validation
is performed. If the configuration is not valid, the wizard will not continue.

iﬁ‘ Validation Warning
n

Before You Begin
Validation Waming
——
CEss ot tor
Administering the
Cluster
Confirmation
Creating New Cluster

Summary

£ For the servers you selected for this cluster, the reports from cluster configuration validation tests
LE appearto be missing orincomplete. Microsoft supports a cluster solution only if the complete
corfiguration {servers, network and storage) can pass all the tests in the Validate a Corfiguration

wizard.

Do you want to run corfiguration validation tests before continuing?

Yes. When | click Next, un configuration validation tests, and then retum to the process of creating

® the cluster.

No. | do not require support from Microsoft for this cluster, and therefore do not want to run the
validation tests. When | click Mext, continue creating the cluster.

More about Microsoft support of cluster solutions that have passed validation tests

| < Previous | Nead >
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4. After the validation is complete, enter Cluster Name and IP address for
management access.

ﬁ Access Point for Administering the Cluster

Before You Begin Type the name you want to use when administering the cluster.
Select Servers
Validation VWaming

Cluster Name:

ﬂThe MetBIOS name is limited to 15 characters. Al networks were configured automatically.

Confirmation
Creating New Cluster

MNetworks
1008.0/22

Summary

5. Click Next to confirm your settings and create the cluster.

ﬁ Confirmation

Befare You Begin *You are ready to create a cluster.
Selact § The wizard will create your cluster with the following settings:

Validation YWaming
Cluster:
Access Point for

Administering the Node:
Cluster IP Address:

Confirmation

Creating New Cluster

Summary

To continue, click Mext.
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Migration of virtual machines

Virtual Machine High Availability is the reason why failover clusters are deployed.
High availability means that there is no system downtime or there is minimal
accepted system downtime. This is different from system uptime. A system can be
up and running but it may not be available. Hyper-V hosts in modern datacenters
run many virtual machines, depending on the underlying hardware resources. Each
of these systems is very important to the consumer. Let's say that a Hyper-V hosts
malfunctions at some bank, and let's say that this host, hosts several critical systems
and one of them may be the ATM system. If this happens, the users won't be able to
use the ATMs. This is where Virtual Machine High Availability comes into picture. It
is achieved through the implementation of failover cluster. A failover cluster ensures
that when a node of the cluster becomes unavailable, all of the virtual machines on
that node will be safely migrated to another node of the same cluster. Users can even
set rules to specify to which host the virtual machines failover should go. Migration
is also useful when some maintenance tasks should be done on some of the nodes of
the cluster. The node can safely be shut down and all of the virtual machines, or at

least the most critical, will be migrated to another host. Hyper-V v3.0 allows the user
to choose among the following options:

e Move the virtual machine

* Move the virtual machine's storage

= Move "SCDB" Wizard H

[
‘:r/ Choose Move Type

=
=
=

Before You Begin

Choose Move Type

(®) Move the virtual machine

Specify Destination Move the virtual machine and, optionally, its storage to another computer running Hyper-V,

Choose Move Options () Move the virtual machine's storage

Summary Move only the virtual machine's storage to another location, either on this server or on shared
storage.

< Previous Finish Cancel
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The first option allows the administrator to transfer the execution of a virtual
machine from one Hyper-V host to another. This is useful when you want to migrate
the virtual machine to a better host with more resources. The second option allows
the administrator to transfer the execution of a virtual machine to other Hyper-V
hosts and optionally set another location for the virtual machine VHD file. This is
useful when you want to free space on your Hyper-V host and migrate your virtual
machine VHD file to a host with more storage space. These options are great, but
they are manually triggered. If you want to set up rules for automatic failover when
disaster happens, you have to use the Failover Cluster Management console. If you
want to Live Migrate a virtual machine from one node to another from the Failover
Cluster Management console, you have to perform the following steps:

1. Open the Failover Cluster Management console.
2. Expand Nodes in the left-hand side pane.

3. Select the node on which the virtual machine you want to Live Migrate
is located.

4. Right-click on the virtual machine that you want to migrate, click on Move
and you will see the following options, which you saw previously in the
Hyper-V management console:

o

If you navigate to Live Migration | Select Node..., the wizard
will let you choose to which node you want to Live Migrate the
virtual machine

If you navigate to Live Migration | Best Possible Node, the failover
cluster will choose the best node for you depending on its rating
(The failover cluster maintains rating for all nodes in the cluster.)

5. After you choose the destination node, the Live Migration starts and the
virtual machine is transferred to the other node.

Live Migration is performed between hosts that are in the
= same domain or mutually trusted domain.

The Quick Migration option from the Move menu is a different type of migration.
Live Migration lets you migrate only one virtual machine at a time, but Quick
Migration lets you migrate multiple virtual machines at a time. There is also
difference in the way the virtual machine is transferred. During Live Migration,
the virtual machine is not turned off, and it is available through the entire process.
Users working on that virtual machine won't notice that anything has changed.
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Virtual Machine Storage is the third option, which allows you to transfer only the
virtual machine's VHD file from one storage location to another.

= Failover Cluster Manager
File Action View Help
«=| 5D lE
-aj_g Failover Cluster Manager Roles on HYPER1 (4)
a4 55 ReCluster REAKTIV.IN —
[ Roles earen
“ r:IDdI-T:'PER‘I Status Type Priority Information
j HYPER2 (%) Runnina Virtual Machine Medium
j Connect... | Virtual Machi Medi
5 HYPER3 irtual Machine edium
EI HYPER4 Elatt Virtual Machine Medium
. 8 HYPERS T Virtual Machine Medium
- Storage Shut Down
> 53 Networks ®  Tumn O
Cluster Events —
2% Settings..
3 Manage.
I B Move I 3 |£ Live Migration v | | Best Possible Node
ES] ration =4 | Quick Migration » | | Select Node..
'Z§Z' Change Startup Priority v| 5] | Virtual Machine Storage

Summary

In this chapter, we were introduced to SMB, a new concept that comes with
Windows Server 2012. This new concept allows system administrators to configure
file share and use them for application storage. We also learned how to set up an
SMB server and configure the file shares and access permissions for those file shares.
We learned about different traffic types in the infrastructure and how to isolate it to
improve speed. Next, we learned what the advantages of implementing a failover
cluster are and how to build a failover cluster with Windows Server 2012, and how
to use Live Migration to migrate virtual machines between nodes.

In the next chapter, we will learn how to add disaster recovery and business
continuity value to our enterprise with the implementation of Hyper-V Replica.
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Enterprises tend to increase their system availability and deliver end user services.
There are various ways how this can be done, such as making your virtual machines
highly available, disaster recovery methods, and back up of critical systems. In

case of system malfunction or disasters, the IT department needs to react fast, in
order to minimize system downtime. Disaster recovery methods are valuable to the
enterprise. This is why it is imperative that the IT department implements them.
When these methods are built in the existing platform that the enterprise uses and

it is easy to configure and maintain, then you have a winning combination. This is a
suitable scenario for Hyper-V Replica to step up. It is easy to configure and maintain,
and it is integrated with the Hyper-V 3.0, which comes with Windows Server 2012.
This is why Hyper-V Replica is becoming more attractive to the IT departments
when it comes to disaster recovery methods. In this chapter, we will learn what are
the Hyper-V Replica prerequisites and configuration steps for Hyper-V Replica in
different deployment scenarios. Because Hyper-V Replica can be used with failover
clusters, we will learn how to configure a failover cluster with Windows Server 2012.

Hyper-V Replica requirements

Before we can start with the implementation of Hyper-V Replica, we have to be
sure we have met all the prerequisites. In the previous chapters, we said that in
order to implement Hyper-V Replica, we have to install Windows Server 2012 on
our physical machines. Windows Server 2012 is a must, because Hyper-V Replica is
a functionality available only with that version of Windows Server. Next, you have
to install Hyper-V on each of the physical machines. Hyper-V Replica is a built-in
feature of Hyper-V 3.0 that comes with Windows Server 2012. If you plan to deploy
Hyper-V on non-domain servers, you don't require an Active Directory Domain.

If you want to implement a failover cluster on your premise, then you must have
Active Directory Domain.



Configuring Hyper-V Replica

In addition, if you want your replication traffic to be encrypted, you can use
self-signed certificates from local servers or import a certificate generated from a
Certificate Authority (CA). This is a server running Active Directory Certificate
Services, which is a Windows Server Role that should be installed on a separate
server. Certificates from such CAs are imported to Hyper-V Replica-enabled hosts
and associated with Hyper-V Replica to encrypt traffic generated from a primary
site to a replica site. A primary site is the production site of your company, and

a replica site is a site which is not a part of the production site and it is where all
the replication data will be stored. If we have checked and cleared all of these
prerequisites, then we are ready to start with the deployment of Hyper-V Replica.

Hyper-V Replica in standalone Hyper-V
hosts environment

You must have enough storage space on all of the primary and replica servers to
store the files used by primary virtual machines and its replica virtual machines.
Between the sites there should be some kind of a network connection, whether it is
LAN, leased line, some kind of VP, and so on. You must configure your local firewall
on all Hyper-V hosts and intermediate firewall devices to allow replication traffic.
There are three steps that have to be done to configure Hyper-V Replica:

* Configuring Hyper-V Replica on a server in a replica site

* Configure virtual machines for replication

* Configure firewall rules

Configuring Hyper-V replica on a server in a
replica site

The first step is to enable a server in the replica site as a replica server. The

replica server is the server that will receive replication traffic. To enable a server

as a replica server, you have to open the Hyper-V Management console and from
the right-hand side pane, click on Hyper-V Settings. You will see a window, such as
the one shown in the next screenshot:
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& Server [} Enalbie this computer as a Rephca server, ad |
£ Vrtual Hard T : Authenticaton and ports
- Ci\usars P'\.IL‘L". DocumentsiHyper-.,. Speciy the autherbication types to allow for Inconiing recicaion traflic: Ensure
3] virtual Machines ) that the ports you specify are open in the firewal,
C:'ProgramDataMicrosoft\Windo. ..
. il il [[] use Kerberes (HTTP):
Manage RemotafX GPUs Data sent over the network will not be encrypted.
NUMA Spanring 0|
- Ao NUMA Spanning Specfy e port: a'ml
i Lve Morations [7] Use certificate-based Authentication (HTTPS):
bl Lhvie Migretions Data sent over the network wil be encrypted.
v ey bepws |
5 Replication Configuration Specify the certificate:
Enabled as a Replica server s —
& User I v
@3 Keyboard K

Use on the virtual machine
3 Mouse Release Key
CTRL+ALT HEFT ARROW
9% Reset Check Bores
Reset chedk boxes Authorization and storage
Specify the servers that are allowed to replicate virtual machines to this
computer,
() Mlow rephcation from any authenticated server
Specify the default location to store Rephca files:
_.C:Usersmmme-v\ﬁw Hard Disks

(®) ABow rephcation from the spedfied servers:
Primary Server Storage Location Trust Group

This is the configuration window where you configure your server as a replica
server. To do this, just select the top checkbox that says Enable this computer as
Hyper-V Replica server. Next, you can configure authentication and port numbers.
There are two ways for site authentication:

e Kerberos

e (Certificate authentication
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With Kerberos authentication, the traffic between sites is not encrypted. By default,
Kerberos uses port number 80 or the HTTP protocol. You can always change the port
number in this menu.

Kerberos can only be used when Hyper-V hosts are part of a
s domain or mutually trusted domains.

If you want to encrypt your traffic generated from the primary site, then you must
configure certificate authentication. By default, this type of authentication uses port
number 443 or the HTTPS protocol.

In the third configuration pane, you can setup authorization and storage location where
incoming replication traffic will be stored. There are two options for authorization:

* Allow replication from any authenticated server: This option allows the
replica server to accept traffic from any server that is properly authenticated
by Kerberos or certificate authentication.

* Allow replication from specified servers: This option allows your replica
server to accept traffic only from the designated servers in the list.

It is important to note that you must select some kind of

authentication. If you don't, then you cannot enable the server as
= areplica server. If you click on Apply, and then on OK, you will

receive an error that says you must select an authentication type.

Configuring virtual machines for replication

After you have setup the replica server to receive replication traffic, you can continue
with the configuration of the virtual machines in the primary site. A primary server is
a server that is located in the primary site, whereas a replica server is any server that
is located in a replica site. Enabling virtual machines for replication is done from the
Hyper-V Management console. When you open it, right-click the virtual machine that
you want to enable for replication, and then select Enable Replication. The following
screenshot shows the options you get when you right-click a virtual machine:
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Virtual Machines

Name -

State CPU Usage Assigned Memory Uptime

Ceonnect...
Settings...
Start
Snapshot

Maove...

Export...

Rename...

Delete...

Enable Replicaticn...

Help

When you click on Enable Replication, the Enable Replication wizard is started and
it will guide you through the configuration process that consists of six steps for the
virtual machine:

1. On the first screen presented in the following screenshot, click on Next:

a iﬂ Before You Begin

Before You Begin This wizard helps you to configure replication for a virtual machine.

Specify Replica Server Before you proceed, ensure that you have configured a server to allow replication from
Speafy Connection To verify this, use the Replication Configuration page of the Hyper-V Settings for the i
Parameters server. To prepare for completing this wizard, you can learm more about replication sattings by

Choose Replication VHDs it ol

Configure Recovery History
Choase Iritial Replication
Method

Summary

[T Do not show this page again,
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2. Next, you have to select your replica server.

% You cannot select the server on which the virtual machine is
s running as a replica server.

In the next screenshot, you can see the window where you specify the
replica server:

£ Enable Replication for RVM1 .
A

4" spedfy Replica Server

a

Before You Begin Specify the Repiica server name to use to rephcate this virtual machine., If the Replica server ison a
falover duster, specify the name of the Hyper-V Replica Broker as the Replica server. Use the

Spedfy Repiica Server Failover Cluster Manager on the Replica server to find the name of the Replica Broker.,

Specify Connection ’ I

Parameters Replica server: |HV-20124 | Browse.. |

Choose Replication VHDs
: L € Cannot replicate virtual machine to the same server. Enter another Replica server name and try
Configure Recovery Hstory BOAIN,
Choose Inibal Replication
Methiod

SusTHmAnY

| <Previus | [ nest> | | conce

If the replica server that you specified is not configured as a Hyper-V replica
server or this primary server is not in the list as an authorized server for
replication, you will receive an error and will have an option to configure the
destination replica server.
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In the following screenshot, you can see the warning you get if your replica

server is not properly configured as a replica server:

=B

T
" Spedfy Replica Server

o
v

Befare You Begin Specify the Replica server name to use to replicate this virtual machine. If the Replica server is on 3
falover duster, speafy the name of the Hyper-V Replica Broker as the Replica server. Use the

Specify Repica Server Falaver Cluster Manager on the Replica server to find the name of the Replica Broker,

Spedfy Connection r -

Parameters Replica server: |le-3012\: | Browse... ]

Choose Replication VHDs

= g Q The specified Replica server is not configured to receive replication from this server.
Configure Recovery Histoey |

Chioose Initial Replication | Configure Sarver..,

Method z

Summary

[ <Previows | [ mext> [ concat |

o Enable Replication for RVM1 .

In the next step, you configure connection parameters. Here you configure
the authentication type and the port number that you specified for the replica
server. In the following screenshot, you can see the configuration window for

the connection parameters:

[+ Compress the data that is transmitted over the network.
/1, Coud not get configuration detais of the specified server.

[<Previous | [ mext> | [ Foish Cancel

A Enable Replication for RVM1 [x]
L N
25 z B
¥| = Specify Connection Parameters
I
Be{of fou Bedhy Repicaserver:  [IIETNES
Specify Rephica Server —
Repica server port: 43|

=

§ Parameters Authentication Type
Choose Repiication VHDs ®) Use Kerberos authentication (HTTP)
Configure Recovery History Data will not be encrypted whie being transmitted over the netwerk.
S il nthartin O) Use certificate-based authentication (HTTPS)

¥ Data will be encrypted while being transmitted over the network,
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It is important to say that you must have a DNS record in the
,  domain boundary for the replica server. If not, you will receive a
% warning on the bottom. If you have a DNS record, then no warning
’ will be displayed, and you will see a window like the one shown in

the following screenshot.

At the bottom of this part you can select the Compress the data that is
transmitted over the network checkbox if you want to decrease the
amount of traffic generated form the primary site. You can see this

in the next screenshot:

- Enable Replication for RVM1
; ~  Spedfy Connection Parameters
g
Before You Begin Replica server: |HV-2012C. devlab. com
Spedify Replca Server [
Replica t: 80
=
Paramebers Authentication Type
Choose Replication VHDs (®) Use Kerberos authentication (HTTF)
Configure Recovery History Data will not be encrypted while being transmitted over the network.
Choase Initial Replication
Method
Summary ey

[ Comgress the data that is transmitted over the natwerk,

{Prem_ Mext > | Finish Cancel
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In this step, you select all of the VHD files that you want to be part of the
replication process.

4.

You can select individual VHD files that need to be replicated,
a but you have to select the VHD file where the operating
system of the virtual machine is installed.

You can see the configuration window in the following screenshot:

E§ Choose Replication VHDs

Before You Begin Clear the ched: boxes of any virtual hard disks (VHDs) that you da not want to replicate (for example,
: a YHD usad for a dedicated paging file).

Spedfy Connection Mot certain VHDs, such a5 the operating system VHD, could result in the Repbca virtual
Parameters machine not starting up properly.

Virtual Hard Disks:

(v} C:\Users\Public\Documents {Hyper -V \Wirtual Hard Disks\VHD 2. vhdx
[w] C:\Uisers \Public\Documents \Hyper -V\WVirtual Hard Disks\VHD 3.vhdx

[41]




Configuring Hyper-V Replica

5. This step is the most complex one and probably the most important of all.
Here you specify recovery history. This means that you can configure point-
in-time snapshots of the virtual machine, in order to perform a restore to one
of them in case of disaster. When you get to this step, you will see a window
like the one in the following screenshot:

7 Enable Replication for RVM1 [ ]

="

Configure Recovery History

Before You Begin You can choose to store only the latest recovery point of the primary virtual machine on the Replica
server or to add additional recovery points, allovang you to recover to an earker point in time.,

Specify Replica Server Additional recovery points require more storage and processing resources.
Spedfy Connection

Parameters Spedfy the number of recovery points to save,

Choose Replication VHDs (O Only the latest recovery point

Configure Recovery History ®) Additional recovery points
Ehﬁ Inital Repheation Mumber of additional recovery points to be stored: 4-3

Sumemary Additional recovery snapshots are created every hour. Estmated additional space required on the
Repiica server for storing these recovery snapshots:
2.7G8

To rephcate an incremental snapshot using the Volume Shadow Copy Service (WSS), select the
following chedk bax, and then use the slider to specify the frequency these snapshots are taken.
Lising application-consistent copies will impact the performance of applications running in the
primary virtual machine when these snapshots are taken.

[ Replicate incremental VS5 copy every:

1 hour H 12 hours:

1 hour (5)

| <previous | | met> || msh || cancel

There are two types of Hyper-V replica copies:

o

Standard replicas
° Application consistent replicas
Standard replicas can be divided to:

o

To store only the latest recovery point: This means that there is
only one replica for a virtual machine. Only the latest changes of the
primary virtual machine are stored on the replica site. When you
want to restore there is only one replica to restore.
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° To store additional recovery points: This means that multiple
recovery points can exist for a single virtual machine. This gives you
more options when you want to make a restore to a point in time of
a single virtual machine. The default interval for standard replicas
is one hour and cannot be changed. When you create multiple
snapshots, the wizard automatically calculates the storage space
needed for all of them and displays it in the configuration windows.

Application-consistent replicas are more complicated. These types of replicas
use the Hyper-V VSS (Volume Shadow Copy Services) writer for the
applications running inside the virtual machine. They extract the application
state and replicate it to the replica site. You can set the time interval on which
you want to create these application-consistent replicas. The default interval
for application consistent replicas is one hour and cannot be changed; for
example, let's say that you created four multiple recovery points for a single
virtual machine and you set up a two-hour application consistency. This
means that every other standard replica will be application consistent. To
enable application consistency, select the checkbox at the bottom and set
your desired time interval for application consistency.

In the final configuration step, you choose how the initial replica will be
sent to the replica site. Initial replica is the very first replication of a primary
virtual machine. The configuration windows also show the size of the initial
copy. There are three options to do this:

° Send initial copy over the network: This is suitable for small size
virtual machines. This is the default selection and it sends all of the
selected VHD files from step 4 to the replica server.

° Send initial copy using external media: This is suitable for large size
virtual machines. You can make an export of a virtual machine and
use this export as an initial copy.

° Use an existing virtual machine on the Replica server as initial
copy: If you have already exported a primary virtual machine, you
can import it on the replica server as an initial copy of that virtual
machine. This replica virtual machine must be configured with the
same parameters as the primary virtual machine. Only then you
can select Use an existing virtual machine on the Replica server as
initial copy.
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In the next screenshot, you can see the configuration window for the
replication method:

A Enable Replication for RVM1 [x]
-5
4 “°  Choose Initial Replication Method
g
Before You Begin Before replication can start, an initial copy of all virtual hard disks that you selected must be
Spedfy R e transferred to the Replica server,
Specify Connection Size of the initial copy of selected virtual hard diskg: 6.79 GB
Parameters Iritial Rephcation Method
Choose Replication VHDs

2 Send initial copy over the network
Configure Recovery History ) Send initial copy using external media
Specly e catio & et el .

Summary

| Use an existing virtual machine on the Replica server as the intial copy.

Cheose this option if you have restored a copy of this virtual machine on the Replica server,
The restored virtual machine will be used as the initial copy.

Schedule Initial Replication
%) Start rephcation immediately
_) Start replication on:
6/2013 = 2:00 PM

[ <prevews | [ Met> |[ men | [ conce

Once you have selected the initial replication method, you have to schedule
initial replication. This can be done immediately, or you can schedule the
initial replication on a specific date and time from the configuration menu.

This concludes the Hyper-V Replica configuration for a single virtual machine. All of
these steps must be configured on all virtual machines. When the wizard completes,
if you have selected immediate replication, you will see the process of replication in
Hyper-V as seen in the following screenshot:

Virtual Machines

-

MName State CPU Usage Assigned Memory Uptime Status

é RVM1 Running 1% 512 MB 04:36:25 Sending Intial Replica (35%)

[44]




Chapter 3

If you have selected a scheduled initial copy, the status of the virtual machine will be
like the one in the following screenshot:

Virtual Machines

-

Name State CPU Usage Assigned Memory Uptirme Status
3 Rt Running % 512 MB D4:41:47
i Rz off Start Repbeation - Scheduled

You don't have to wait for the initial replication to take place. You can always do

it manually by right-clicking the virtual machine, choosing replication, and then
clicking Import Initial Replica. The same window as in Step 6 appears and is shown
in the following screenshot:

Virtual Machines

Mame State * CPU Usage Assigned Memory
2 RVMI Off
3 RVM1-Te Cennect...
Settings...
Start
Snapshot
Move...
Export...
Snapshots Rename...
Delete...
hil
Replication 2 Import Initial Replica...
Help Pause Replication

View Replication Health...

Remaove Replication

Once the initial replication takes place, Hyper-V makes standard and
application-consistent replicas. The replica virtual machine can only be
started using the Failover option.
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Configuring firewall rules

For replication to take place, the firewall rules must be enabled to allow replication
traffic. By default, ports 80 and 443 or HTTP and HTTPS are used for virtual machine
replication. When Hyper-V is installed, these rules are created but not enabled. You
have to open the Windows Firewall with Advanced Security management console,
go to Inbound Rules, and enable them. The names of these rules are:

* Hyper-V Replica HTTP listener (TCP-In)
* Hyper-V Replica HTTPS listener (TCP-In)
If you have changed the default port numbers, then you must create custom

rules and open the port numbers that you specified in your Hyper-V Replica
configuration. To create a custom firewall rule do the following;:

1. Open Windows Firewall with Advanced Security and you will see a
window, such as the one in the following screenshot:

Uvamie
Mo

Mn

My Whigra  dary A
Mo %lregr..  Amy Any
= .
Mo
Me
Mo
Ma
My
Ma
e
Ho
Mo

Lecal Addrass  Kamnote ™

@ windows Media Payer
S —

Windows Media Mayer x86 (UD. =
0 Liabis Rule
& o
Loy
W v
Prepenties

B v

)
ch Services (HTTP Traffic:|..

FIFFTFIRETFIFRIFTRICFFITIFETIFTG

FEFFTTIFETFIFEET

World Wide Weeb Services (.

[46]



Chapter 3

2. Right-click on Inbound Rules, and then click on New Rule. From the menu,
shown in the following screenshot, select Port Type Firewall Rule:

Rule Type
Select the type of firewall rule to create.

Steps:
Rule Type What type of rule would you like to create?

Protocol and Ports
Action () Program
Profie Rule that controls connections for a program.

Name ® Port
Rule that cortrols connections for a TCP or UDF port.
() Predefined:
BranchCache - Content Retrieval (Uses HTTP)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

3. Enter the port number that you specified in the Hyper-V configuration. In the
following screenshot, you can see the port number configuration window:

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
Rule Type
Protocol and Ports (@ ICP
Action () UbP
Profile:

Does this rule apply to TCP or UDP?

Name
Does this rule apply to all local ports or specific local ports?

() All local ports

(@ Specific local ports: ||

Example: 80, 443, 5000-5010
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4. In this step, select Allow this Connection. The configuration window for this
step is shown in the following screenshot:

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
Rule Type
Protocol and Ports
Action
Profile

What action should be taken when a connection matches the specified condtions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Name

Customize...

() Block the connection

5. Select the Network Profile Settings to which you want to apply this rule. The
default selection is all of them so that is recommended. The network profile
settings configuration window is shown in the following screenshot:

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?
Protocaol and Ports
Action Domain

Profile Applies when a computer is connected to its corporate domain.

Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.
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6. Enter the Rule Name and the optional Rule Description. In the following
screenshot, you can see the configuration window, where you can enter the
rule name and description:

" New Inbound Rule Wizard “

Name

Specify the name and description of this rule.

Steps:

Rule Type

Protocol and Ports

Action

Prefile AETEE

- Rule Name
Description {optional):
Rule Description

< Back Cancel

Virtual machine replication in Failover
Cluster environment

Hyper-V Replica can be used with Failover Clusters, whether they reside in the
primary or in the replica site. You can have the following deployment scenarios:

* Hyper-V host to a Failover Cluster

* Failover Cluster to a Failover Cluster

* Failover Cluster to a Hyper-V node
Hyper-V Replica configuration when Failover Clusters are used is done with the
Failover Cluster Management console. For replication to take place, the Hyper-V
Replica Broker role must be installed on the Failover Clusters, whether they are in
primary or replica sites. The Hyper-V Replica Broker role is installed like any other
Failover Cluster roles. You have to do the following;:

1. Start the Failover Cluster Management console.

2. Select a cluster from the left pane.
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3. Inthe Actions pane, click on Configure Role:

A Failover Cluster Manager
T = |
] Configure Role...
b o Virtual Machines... LN
g l:l_:l Create Empty Role 7Bl
p 52 Rig View "
Refresh
Help
I

4. Choose Hyper-V Replica Broker from the list of available roles:

& High Availability Wizard 7]
;‘E:‘ Select Role

Select the role that you want to configure for high availability:

5" File Server # | Description:
Eonfitmation EE‘ Generic &pplication Hyper Replica Broker enables the
Configure High =] Generic Sonpt failowver cluster bo participate in virtual
Availability 1 . . machine replication with Hypery'
Fieplica. Only one Hpper Replica
Surmmary Broker can be configured on each

failover cluster. For more information,

- see Configuing Hyper Replica
S IENS Server Eraker in & Failover Cluster,

P-4 Messzage Dueuing
= Other Server v

5. You have to enter a NetBIOS name and an IP address of the cluster which is a
connection point for management.

Once the Hyper-V Replica Broker is installed, you can continue with the configuration
of the cluster as a replica cluster. To do this, perform the following tasks:

1. Start the Failover Cluster Management console.

2. Select a cluster from the left pane.

3. Click on the Roles in the details pane.
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4. Right-click on the Hyper-V Broker role and choose Replication Settings:

e ... |

Search : v)
MName Status Type Cwner Node Priarity Information
=, ReplicaBl -V Replica Broker  HYPERVD3 Medium
o
(s | Stop Role
I E,ﬁ’ Replication Settings I
B | Move 3
lﬁ] Change Startup Priority 3
Show Critical Events
\3 Add Storage
’ﬁ? Add Resource 3
< mn ¥
Mare Actions 3
v Iri R K | Remove Preferred Owners:  Any node
— B Properties

5. Here, you can configure the Failover Cluster as a replica cluster, just as you
would configure a standalone host.

So, when using Failover Cluster in the replica site, you have to enable the
Hyper-V Broker role on the Failover Cluster. This is done from the Failover
Cluster Management console. To configure virtual machines for replication that
are running in the cluster, you can do it with the Hyper-V Management console
or Failover Cluster Manager, and then follow the procedure to Configure Virtual
Machine for Replication.

Failover scenarios

In Hyper-V Replica there are three failover scenarios:

e Test failover
e Planned failover

* Unplanned failover
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Test failover

As the name says, this is only used for testing purposes, such as health validation
and Hyper-V Replica functionality. When test failover is performed, there is no
downtime on the systems in the production environment. Test failover is done at the
replica site. To perform a test failover on a replica virtual machine do the following:

1. Start the Hyper-V Management console.

2. Right-click on a replica virtual machine for which you want to perform a
test failover.

3. Navigate to Replication | Test Failover.
Choose the recovery point.

Click on Test Failover.

When test failover is in progress, a new virtual machine is created which is a

copy of the virtual machine for which you are performing the test failover. It is
easily distinguished because the new virtual machine has Test added to the name.
It is safe for the Test Virtual Machine to be started because there is no network
adapter on it. So no one can access it. It serves only for testing purposes. You can
log in on it and check the application consistency. When you have finished testing,
right-click on the virtual machine and choose Stop Test Failover, and then the Test
virtual machine is deleted.

Planned failover

Planned failover is the safest and the only type that should be performed. Planned
failover is usually done when Hyper-V hosts have to be shut down for various
reasons such as transport or maintenance. This is similar to Live Migration. You
make a planned failover so that you don't lose virtual machine availability. The
first thing you have to do is check whether the replication process for the virtual
machine is healthy. To do this, you have to start the Hyper-V Management console
in the primary site. Choose the virtual machine, and then at the bottom, click on the
Replication tab. If the replication health status is Healthy, then it is fine to do the
planned failover. If the health status doesn't show Healthy, then you need to do
some maintenance until it says Healthy. To make a planned failover:

1. Start the Hyper-V Management console.
Right-click on a virtual machine.

2
3. Navigate to Replication | Planned Failover.
4

Select the Start the Replica virtual machine after failover checkbox.
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Unplanned failovers

Unplanned failover is used only as a last resort. It always results in data loss because
any data that has not been replicated is lost during the failover. Although planned
failover is done at the primary site, the unplanned failover is done at the replica site.
When performing unplanned failover, the replica virtual machine is started. At that
moment Hyper-V checks to see if the primary virtual machine is on. If it is on, then
the failover process is stopped. If the primary virtual machine is off, then the failover
process is continued and the replica virtual machine becomes the primary virtual
machine. To start an unplanned failover do the following:

1. Start the Hyper-V Management console.

2. Select the virtual machine.

3. Right-click on it and go to Replication | Failover.
4

Select the recovery point.

The recovery point can be useful because this way you can bring a virtual machine to
a point in time where there was no primary site malfunctioning.

Summary

In this chapter, we learned what Hyper-V Replica is and how it can be applied. We
examined the different replication scenarios and their advantages. We successfully
configured a replica site and configured virtual machines for replication, and
learned how to configure the Windows Firewall to allow incoming replication data.
We learned how to test the Hyper-V Replica configuration with the test failover
functionality and also learned how to failover a virtual machine successfully in case
of planned or unplanned failover scenarios.

In the next chapter, we will take a closer look at the security aspects of Hyper-V. We
will go deeper in the authentication and authorization stages that occur between
replica sites. We will also learn how to generate certificates for data encryption.
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In this chapter, we will learn how to increase security in Hyper-V Replica.
Replication traffic is sensitive traffic because it consists of virtual machine data,
which can be very confidential. All this traffic can be intercepted by attackers. That
is why the virtual machine replication traffic should be encrypted. We will see how
you can create a certificate template in your Certificate Authority and how to import
it in your Hyper-V hosts. Also, we will see how to use the Hyper-V hosts' self-signed
certificate, which is generated when the server is installed. Not all the replication
traffic should be encrypted. That is why there is another option for authentication. It
is named Kerberos and we will take a look at it also.

Hyper-V Replica authentication types

In Hyper-V Replica, there are two types of authentication. They are as follows:

* Kerberos

* Certificate-based authentication
Although certificate-based authentication provides data encryption, Kerberos
doesn't. There are three different types of certificates that you can use in Hyper-V
Replica. They are as follows:

* Certificates issued by public Certificate Authority

* Certificates issued by Enterprise Certificate Authority

* Self-signed certificates
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Note that Hyper-V Replica configuration with certificates issued
s by public Certificate Authorities will not be covered.

When it comes to authentication, Kerberos is the preferred option. It is easier
to administer and it doesn't add an overhead to the communication. This can
be very important, so that the link between sites doesn't get congested.

Nonencrypted communication

There are several factors that you have to consider when implementing Hyper-V
Replica. For example, you have to choose between encrypted and nonencrypted
communication between your primary and Replica site. Nonencrypted
communication is faster because there is no overhead on the link between the sites.
But, it doesn't protect your data from the attackers. Any attacker can intercept your
data and possibly use it to damage your enterprise. This decision, whether or not to
use certificates, is influenced by the following factors:

* To what degree is your Data Replication Traffic sensitive

* How fast is your connection between the primary and secondary site

In a perfect scenario, there will be data encryption and a fast connection between
the sites, but that is not always the case. So you have to take into consideration these
two factors and decide which works best for you. Encryption of replication traffic
adds overhead to the traffic, so if the link between the sites is slow then Hyper-V
Replica's performance will suffer, especially when there is a slow link between the
sites. Link stability is another factor. Before replication starts, you have to perform
initial replication. This transfer lasts longer and contains more data than replication
of changes in the virtual machine.

When using nonencrypted communication, Hyper-V Replica uses a protocol
named Kerberos. Kerberos is a network authentication protocol, which works on
the principle of "tickets" to allow devices to communicate in a non-secure network.
Kerberos proves the identity of the devices in a secure manner. It uses symmetric

key cryptography.
To configure Kerberos authentication on your Replica Server do the following;:

1. Start Hyper-V Manager Console.
2. Click Hyper-V Settings in the Actions pane.
3. Go to Replication Configuration.
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4. The following screenshot shows the Kerberos configuration. Check Use
Kerberos (HTTP) and enter another port number or use the default.

2 St_arver ;'ﬁ’ Replication Configuration
=) Virtual Hard Disks
Ct\Users\Public\DocumentsHyper-... Enable this computer as a Replica server.
271 virtual Machines ) : Authentication and ports
i -P.rogramData Wicrosoftiwindo... Specify the authentication types to allow for incoming replication traffic. Ensure
& Physical GPUs alerzdotl g e open in the firewall.
Manage RemoteFX GPUs Use Kerberos (HTTP):

1 NUMA Spanning
Allow NUMA Spanning Data sent over the network will not be encrypted.

ﬂ Live Migrations Spedfy the port:

2 Simultaneous Migrations ) —
3—; Storage Migrations [[] Use certificate-based Authentication (HTTPS):

2 Simultaneous Migrations Data sent over the network will be encrypted.
;ﬁ Replication -Eonﬁgflration Spedfy the port: 443
Enabled as a Replica server
% User Spedfy the certificate:
#3 Keyboard I
Use on the virtual machine
g‘ Mouse Release Key
CTRL+ALTHEFT ARROW
- Reset Check Boxes
Reset check boxes

Authorization and storage

Specify the servers that are allowed to replicate virtual machines to this
computer.

() Allow replication from any authenticated server
Specify the default location to store Replica files:
C:Wsers\Public\Documents\Hyper-Virtual Hard Disks

(@ Allow replication from the spedfied servers:

Primary Server Storage Location Trust Group

Apply

Encrypted communication

In order to encrypt your traffic you have to use certificates. Certificates have a double
role in this scenario; they are used for the authentication of nodes and also for the
encryption of replication traffic.

* Note that you must have an Enterprise Certificate Authority server

in your domain. Enterprise Certificate Authority is a server with the
Active Directory Certificate Services role installed on it.
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To set up an Enterprise Certificate Authority server, refer to the article at the

following link:

http://technet.microsoft.com/en-us/library/cc772393 (v=ws.10) .aspx

Creating a certificate template

Before we can equip our Hyper-V hosts with a certificate for data encryption, we
need to create a certificate template. To do this, we need to log on to our Certificate
Authority server and perform the following steps:

1. Navigate to Start | Administrative Tools | Certificate Authority.

2. Inthe left-hand side pane, expand your server and go to Certificate
Templates | Manage, as shown on the following screenshot:

File  Action Yiew Help

B_ certsry - [Certification Authority {Local)

Certificate Templates]

@@= |%|c=H

;7] Certification Autharity (Local)
Hog CA
| Revoked Certificates
| Issued Certificates
| Pending Requests

Tame

| Intended Purpose

5| REAKTIV User

T ke Ops Mgy IPSec

3 Re OPS MR

E Comnpuber

E Computer Certificate 2003

5l muthenticated Session

)] Exchange Envoliment Agent (OFfline req...
H 1Psec {Offline request)

] CEP Encryption

7 Re-aktiv Domain Cantroller

7] Re-aiktiv Domain Controller Authentication
5 Domain Controller Authentication

] REAKTIY Cade Signing

5l REAKTIY Envaliment Agent

)] Computer Certificate

H TPsec {Offline request) 2003

E Copy of IPSec Secure Connection 2003 ...
E IPSer Secure Connection 2003

] 1PSer Secure Connection

E Directory Email Replication

E EFS Recovery Agent

E Basic EF3

5 wieb Server

| User

] subardinste Certification Authority

" Admiristrator

Client Authentication, Secure Email, Encry...
Server Authentication, Client Authentication
Server Authentication, Client Authentication
Client Authentication, Server Authentication
Client Authentication, Server Authentication
Client Authentication

Certificate Request Agent

IF security IKE intermediate

Certificate Request Agent

Server Authentication, Client Authentication
Smark Card Logon, Server Authentication, ...

Client Authentication, Server Authenticatio, .,

Code Signing

Certificate Request Agent

Server Authentication, Client Authentication
IF security IKE intermediate

IF security IKE intermediate

IP security IKE intermediate

IP security IKE intermediate

Direckary Service Email Replication

File Recovery

Encrypting File System

Server Authentication

Encrypting File System, Secure Email, Clien...
<l

Microsoft Trust List Signing, Encrypting File...
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3. In the next screenshot, you can see the list of available templates. Find
Workstation Authentication, right-click on it and choose Duplicate Template.

1 | 1|

rise Edition
Windows Server 2003, Enterprise Edition

Client Authentication
Any Purpose

o

ate Templates Console [_[Of =
File  Action “iew Help
e» [@0=d
4| Certificate Templates | Template Display Mame = | Minimurn Supported CAs “Wersion | Intended Purposes :I Actions
5| Kerberos Authentication Windows Server 2003, Enterprise Edition 110.0 Client Authentication, Server Autt Certificate ... &
E Key Recovery Agent ‘wWindows Server 2003, Enterprise Edition 105.0 Key Recovery Agent
5 0CsP Response Signing Windows Server 2005 1010 OCSP Signing More... ¥
T RAS and 185 Server windows Server 2003, Enterprise Edition 101.0  Client Authentication, Server Auth workstatio... «
E Re OPS MGR ‘Windows Server 2003, Enterprise Edition 100.3 Server Authentication, Client Auth
Hre Ops Mar [PSec windows Server 2003, Enterprise Edition 100.3 Server Authentication, Client Auth More ... ¥
.E REAKTIV Code Signing windows Server 2003, Enterprise Edition 100.2 Cade Signing
E Re-Akkiv Domain Controller Windows Server 2003, Enterprise Edition 100.2 Server Authentication, Client Auth
5] Re-Akkiv Domain Contraller Authentication ‘wWindows Server 2003, Enterprise Edition 100,35 Smart Card Logon, Server Authen
E REAKTIV Enrollment Agent windows Server 2008 101.3 Certificate Request Agent
E REAETIV Key Recovery Agent windows Server 2003, Enterprise Edition 100.2 Key Recovery Agent
E REAKTIV Smartcard User ‘Windows Server 2003, Enterprise Edition 100.3 Encrypting File System, Smart Car
5 Re-Aktiv Smartcard User 2003 windows Server 2003, Enterprise Edition 100.2 Smart Card Logon, Client Authent
.E REAKTIV User windows Server 2003, Enterprise Edition 100.2 Client Authentication, Secure Ema
E Root Certification Authority Windows 2000 5.1
E ROOT DCSP Response Signing windows Server 2005 1003 QCSP Signing
E Router (OFfline request) wwindows 2000 4.1
E Smartcard Logon WWindows 2000 6.1
5] smarteard User Windows 2000 111
5 subardinate Certification Authority wWindows 2000 5.1
.E Test User windows Server 2003 100.3 Smart Card Logon, Secure Email, £
E Trust List Signing Windows 2000 31
5 User Windows 2000 3l
E USER 2003 windows Server 2003, Enterprise Edition 100.2 Smart Card Logon, Secure Email, £
E User Signature Only WWindows 2000 4.1
5] e Server Windows 2000 41
iishSes “Windows Server 2005 Server Authentication

E7 certificate templates
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4. In the next screenshot, the configuration window for the certificate name
is shown. Enter a name for the template and check Publish certificate in
Active Directory.

Properties of New Template | x|

|zzuance B equirements | Superseded Templates I E «terzionz I Security I
General | Request Handling I Cryptograpky I Subject Mame

Template dizplay name: I
IH_I.Jpel-\.n‘ Fieplica Certificate I

Mirimurn Supported CAs: Windows Server 2008

After you apply changes to this tab, you can no longer change the template
name.

Template name:
IH_I.Jper-VFleplicaEertificate

W alidity period: Renewal period;

I 1 Iyear& "I I E Iweeks "I

v Publish certifizate in Active Directony I

Do not automatically reenmll if a duplicate certificate exizts in Active
Directony

r Far autornatic renewal of smart card certificates, uze the exizting key
if & new key cannot be created

Ok I Cancel Apply Help
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5. In the Subject Name tab, select Supply in the request, as shown in the
following screenshot:

Properties of New Template E3

|zzuance Requirements | Superzeded Templates I Extenzions I Security I

General I Request Handling I Cryphography Subject Mame
{* Supply in the reque&tl
iSemlaniniemmr) w a vanety of subject name farmats or if you da

nat have access to the damain of which the subject iz a member.
Autoenrollment iz not allawed if you choose this aption,

" Build from this &ctive Directary information

Select this optioh to enforce cohsistency among subject names and to
zimplify certificate administration.

Subject name farmat;
INu:une j

™ Inelude emailname in subiject name

|nclude thiz information in alternate subject narme:
= E-mailname

[T DHS name

[T User prinicipal mame [WER]

[T Semvice principal name (SR

QK | Cancel I Apply Help
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6. In the next screenshot, you can see the configuration window for the use of

the template. In the Extensions tab, click on Application Policies. Then click
on Edit, and add Server Authentication and Client Authentication.

Properties of New Template E3

General I Fequest Handling I Cryptography | Subject Mame
|zzuance Fequirements I Superseded Templates  Extensions | Security

To modify an extension, select it, and then click Edit.

fon ‘mplate:
E]_.I‘l'-.pplil::atitlrl Paolicies

|:| Izzuance Policies
m Key Usage

Description of Application Policies:

Server Authentication ;I
Client Authentication

0k | Cancel I Apply | Help |
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7. In the Security tab, select Authenticated Users and give them Enroll and
Read permissions, as shown in the following screenshot:
Properties of New Template

General I Request Handling I Crvptography I Subject Mame I
|zzuance Bequirements | Superzeded Templatesl Eutensions — Decurty

T & thenticated Users

> BREARTIV.IM]
52, Domain Adming [REAKTIWVADamain Adrins)

52 Domain Computers [REAKTIVAD omain Computers)
52, Enterprize Admins [REAKTWMAEnterprise Admins)

Add... | Remove |

Permizzions for Authenticated sers Allay Deny
Full Contral O a
Read O
Wwrite O a
Erwall O
Avtoenroll O a

For special permizzions or advanced seftings, click Advancad |
Advanced.

Learn about access control and permistions

()8 | Cancel I Apply | Help |

8. Click on Apply and then on OK to complete the configuration of
your template.

This concludes the certificate template configuration. Next, you need you use this
certificate template and import it to all of the Hyper-V hosts.
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Requesting and importing a certificate

To import a certificate, you need the following;:

1. Login to your Hyper-V hosts and go to Start | Run and enter mmc . exe.
2. Go to File | Add/Remove Snap-ins.

3. From the list, select Certificates and click on Add.

Available snap-ns:

Add or Remove Snap-ins

Snap-in

%Act’ve Directory Do...
[ Active Directory Site. ..
: Active Directory Use. ..
- ActiveX Contral

2 ADST Edit
Aumorizaﬁon Manager

il i ]
EaC ty

£R Component Services
£ Computer Managem...

_| Data Protection Man...
= Device Manager

Vendaor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Microsoft Cor...

Selected snap-ins:

_ Console Root

Add =

Description:

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins., For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions...

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

OK Cancel
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4. A menu such as the one in the next screenshot appears. Choose Computer
account, and click on Next.

Certificates snap-in

This snap4n will always manage certfficates for:

() My user account

omputer account

< Back Mesd = Cancel

5. When a new menu appears, as the one in the next screenshot, select Local
computer, and click on Finish.

Select Computer

Select the computer you want this snap-n to manage.

Local computer: fthe computer this consale is running on)

() Another computer: Browse...

[] Mllows the selected computerta be changed when launching from the command line. This
only applies f you save the console.

< Back Finizh Cancel
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6. In the left-hand side pane, select your server, expand Personal, and
right-click on Certificates and go to All tasks | Request new certificate.
The configuration window is shown in the following screenshot:

Consolel - [C
File Action View Faventes Window Help
G = H

_ Console Root Logical Store Mame
a |H Certificates (Local Computer) | “| Personal

‘0 Pgrsona.l . | Trusted Root Certification Autherities
% | Enterprise Trust

> | Trusted Root Certification Authorities - . o .

= . | Intermediate Certification Authorities

> || Enterprise Trust - )

» [ ] Intermediate Certification Authorities —_TrUStEd Publishers

. [ Trusted Publishers '__ Untrusted Certificates

. 7] Untrusted Certificates _| Third-Party Root Certification Authorities

+ [ Third-Party Root Certification Authorities || - Trusted People

o ] Trusted People _| Client Authentication Issuers

» [ | Client Authentication lssuers | MitroSTrusted

> [ Nitro5Trusted | Remote Desktop

» || Remote Desktop | Certificate Enrollment Requests

7. In the first step of the wizard, just click on Next.

8. In the second step, select Active Directory Enrolment Policy, and click on
Next, as shown in the following screenshot:

=l Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates,
Certificate enrcllment policy may already be configured for you.

Conti ; -
Active Directory Enrcliment Policy v
e Add New

Learn more about certificate enrcllment policy

Cancel
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9. From the list of certificate templates, such as the one in next screenshot,
find the new template that you created, and click on the blue link that says
More information is required to enroll for this certificate. Click here to
configure settings.

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then
click Enroll.

Active Directory Enrollment Policy

[ Computer j‘J STATUS: Available Details v
[[] Computer Certificate 1) STATUS: Available Details v

0 Copy of IPSec Secure Connection 2003

Auta 1) STATUS: Available Details v

[]1PSec (Offline request) 2003 j‘J STATUS: Available Details v

A% More information is required to enroll for this certificate. Click here to configure settings.

[] Show all templates

Learn more about certificates

Enroll Cancel
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10. After that, you will see a window, such as the one in the next screenshot.
From the drop-down menu select Common Name for Subject Name and
enter the name of your server in Fully Qualified Domain Name (FQDN).

Certificate Properties

B Subject | General | Extensions | Private Key | Certification Authority | Signature

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type:
Common name W Add >
Yalue
< Remove
Alternative name:
Type:
Directory name v
Value: Add =
< Remove
Learn more about subject names
oK Cancel Apply

11. Click on Apply and then click on Enroll to finish importing your certificate.

This concludes the import process of a certificate to a Hyper-V host. Now, follow
the procedure Enable Hyper-V Replica on Replica site, explained in Chapter 3,
Configuring Hyper-V Replica, to select this certificate for Hyper-V authentication.

Note that certificate authentication is also used when one of

the sites reside in untrusted domains. When you have this kind
i

of scenario, then using certificates is the only way to configure
Hyper-V Replica.
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When configuring Hyper-V Replica between untrusted domains, the request and

import of certificates is different. You need to use the web enrolment functionality
of Certificate Authority to request and import the certificate. Refer to the following
article about request and import of a certificate from a server in untrusted domain:

http://technet.microsoft.com/en-us/library/hh831649.aspx

Authenticating with a self-signed certificate

There is also a scenario where the Hyper-V hosts reside in a workgroup and there is
no Enterprise Certificate Authority. In this scenario, the use of self-signed certificates
is the only solution. To configure Hyper-V Replica with self-signed certificate, refer
to the article on the following link:

http://jsmcomputers.biz/wp/?p=360

Summary

In this chapter, we learned about why encryption is important for Hyper-V Replica,
and defined factors that influence the decision whether or not to use certificates for
authentication and encryption. We learned the procedure how to create a certificate
template for the purpose of Hyper-V Replica. We also learned how to import this
certificate in our Replica Server and associate it with Hyper-V Replica.

In the next chapter, we will learn more about management of Hyper-V Replica and
how to troubleshoot common Hyper-V Replica issues.
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Replica

In this chapter, we will take a look at the various ways you can manage Hyper-V
Replica depending on your scenario. We will learn how to troubleshoot common
Hyper-V Replica issues and how to resolve them. Administration takes up most

of the operations regarding any platform with any purpose. Daily maintenance of
systems is just as important as analyzing and deploying them. If some Hyper-V
Replica enabled virtual machine stops being replicated, or if an entire production or
replica site is not accessible, you need to know where to look for the problem and
how to approach it. This chapter will show you how to do all of this.

Managing Hyper-V Replica
Depending on your deployment scenario, there are two ways to manage Hyper-V

Replica. The following are the two management consoles that we have used
throughout the configuration process of Hyper-V Replica:

* Hyper-V management console

* Failover cluster management console
If Virtual Machine Manager 2012, which is part of the System Centre 2012 Suite, is
deployed in your infrastructure, you can also use it to configure Hyper-V Replica.

This management console was not used in the examples because it doesn't come
with Windows Server 2012.
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If you want to go deeper into what is going on with your Hyper-V Replica servers,
you can browse the event log on your server. To view Hyper-V Replica events, do
the following steps:

1.
2.

Navigate to Start | Run, and type eventvwr.exe.

From the navigation pane, navigate to Application and Services log |
Microsoft | Windows | Hyper-V-VMMS.

Primary site management

Management tasks regarding primary sites are as follows:

Planned failover: You make a planned failover when you want to make
some maintenance tasks on your primary server and you want all of your
virtual machines to still be available. All of the primary virtual machines
are turned off and their replica virtual machines are turned on. You can
find more about planned failover at http://www.virtualizationadmin.
com/articles-tutorials/microsoft-hyper-v-articles/networking/
working-replicas-hyper-v-30-part6.html.

Pause replication: You can halt the replication process at any time. You
can use this option, for example, if your link between the two sides is down
and you don't want to have your event log or information pane filled with
warnings or errors. To halt a replication, right-click on the virtual machine,
navigate to Replication | Pause Replication.

Resume replication: When all of your problems are solved, you can resume
the replication. To resume a paused replication, right-click on virtual
machine, and navigate to Replication | Resume Replication.

Check replication in the Hyper-V Management console: To view and test
the replication health of your virtual machines, refer to the following links:

° http://www.virtualizationadmin.com/articles-tutorials/

microsoft-hyper-v-articles/networking/working-replicas-
hyper-v-30-part4.html

http://www.virtualizationadmin.com/articles-tutorials/

microsoft-hyper-v-articles/networking/working-replicas-
hyper-v-30-part5.html

Disable replication: If at any time you wish to stop replication on a virtual
machine, just right-click on the virtual machine and navigate to Replication
| Remove Replication.
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Replica site management

Management tasks regarding replica sites are as follows:

* Failover: This is an unplanned event. In case of a disaster, this is the task
that must be performed. During this task the replica virtual machine in
your replica site is turned on, and it becomes a primary virtual machine.
The failover menu is shown in the following screenshot:

Virtual Machines
MName State * CPU Usage Assigned Men
= VM3 i
u Connect...
Settings...
Start
Snapshot
Revert...
Move...
Snap: Export..
SRS Rename... 16,2013 - 8:52:44 AM)
Delete...
Replication »
Help Test Failover...
Pause Replication
View Replication Health...
Remove Replication

You can find more about failover at the link: http://www.
virtualizationadmin.com/articles-tutorials/microsoft-hyper-v-
articles/networking/working-replicas-hyper-v-30-part6.html.
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By clicking on Failover... the replica virtual machine is promoted, and it
becomes a primary virtual machine. If there are multiple recovery points,
the wizard will ask you to select one. The recovery point selection menu is
displayed in the following screenshot:

2 Failover -

Do not proceed with this task unless the primany vitual machine has failed. Because this
Replica virtual machine might not have the latest replicated data, data loss may result.

If this is a planned failover, click Cancel and use the Planned Failover task on the primany
virtual machine.

If this is an unplanned failover, you can bring this Replica virtual machine online by
specifying a recovery snapshot, and then clicking Fail Over.

Specify the recovery point to use:
|VM1 0 - Latest Recovery Point - (4/16/2013 8:52:44 AM) W |

| Fail Crwer | | Cancel |

* Reverse Replication: When the primary server is back online, you can
perform a reverse replication and thus move the virtual machine execution
back to the primary server.

* Remove Recovery Point: This option is only available after a failover
was performed. Before you can execute reverse replication, you have to
remove all of the recovery points for that virtual machine. After the reverse
replication is over, the replication process will make new recovery points
for that virtual machine. Removing recovery points is a step in the reverse
replication wizard.
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* Test Failover: Test failover... is done when you want to view the virtual
machine in the replica site without interfering with the virtual machine in
the primary site. Test failover menu is shown in the following screenshot:

Virtual Machines

MName

= VMg
Connect...
Settings...
Start

Snapshot
Revert...

Move...
Snap: Export...

_1«@ Rename...

Delete...

State “ CPU Usage
off

Assigned Mem

LV i p——

16/2013 - 8:52:44 AM)

Replication

» Failgryge

Help

Test Failover...

Pause Replicaticn
View Replication Health...

Remove Replication

* Cancel Test Failover: If you are performing a test failover and you are
finished with the test, you can cancel the process with a right-click on the
virtual machine and by navigating to Replication | Stop Test Failover.

Administration of certificates

Certificates require more administration because they have an expiration period.
After the period has expired they need to be renewed. To renew a certificate, refer to
this article: http://technet .microsoft.com/en-us/library/cc730605.aspx.
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Summary

In this chapter, we saw all the procedures that you need to do when Hyper-V Replica
is not performing in the right way. We classified them in two groups: primary site
and replica site management. We also looked at the steps that need to be performed
when disaster occurs at the primary site, and how to perform reverse replication
when the production site is functional again. In the next chapter, we will take an
overview of all the chapters and give a conclusion on Hyper-V Replica.
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Summary

In this book, we were introduced to Windows Server 2012, the newest edition of
Windows Server, and learned what it can offer to the IT department. There are new
concepts and useful features that make the IT administrators' life easier. Windows
Server 2012 is designed for enterprises that want to deploy modern datacenters with
state-of-the-art capabilities. The new user interface, the simplified configuration, and
all of the built-in features are what that makes Windows Server 2012 appealing to the
IT administrators. In this book, we concentrated on four functionalities of Windows
Server 2012. Those features are: Hyper-V, Hyper-V replica, Failover Clustering,

and SMB. Combining all of these in one datacenter allows the administrator: easier
administration of storage space, faster provisioning of virtual machines, failover
capabilities in case of malfunctions in the datacenter, and business continuity and
disaster recovery mechanism. These are four very important aspects when designing
a datacenter. And, when you get all of them in one product, you can see how
valuable this product is. Business processes is how the enterprise works. Some of the
processes are more important than others and they are called value chains. These
processes are the ones that generate income for the enterprise. It can either be sales
process, or manufacturing process, or supply management process, or something
else. All of these processes rely on some kind of an information system. Because they
are valuable to the enterprise, there must not be any disruptions to the workflow of
the process. Any disruption will lead to unfulfilled goals of the enterprise.



Summary

For example, the information system goes down and the supermarket cannot sell
anything, or the supply chain system goes down and the deliveries get mixed up
and end at a different location. All these problems affect the enterprise income

and respect. That is why information system availability is very important. It is
upon the IT department to implement such a system that will allow the business to
function properly in case of any disruptions. Whether it is power outage, fire hazard,
earthquake, or scheduled maintenance, IT should be all about the business and it
should be aligned with the business. This is what Windows Server 2012 can offer
to the enterprise. With the implementation of Windows Server 2012, you get all the
key factors that were explained previously. You get a state-of-the-art virtualization
platform that allows you provision of virtual machines faster, a concept for easier
administration of storage space mechanism, in case of disaster scenarios. All of this
will ensure business continuity in your enterprise, which is your primary goal.
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